
1



2



3

1.  Blockbit GSM - Administrator's Guide  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8
1.1  GSM - CHANGELOGS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9

1.1.1  Blockbit GSM version 2.4.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11
1.1.2  Blockbit GSM version 2.4.1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12
1.1.3  Blockbit GSM version 2.4.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14
1.1.4  Blockbit GSM version 2.3.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15
1.1.5  Blockbit GSM version 2.2.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18
1.1.6  Blockbit GSM version 2.2.1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  19
1.1.7  Blockbit GSM version 2.2.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20
1.1.8  Blockbit GSM version 2.1.1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21
1.1.9  Blockbit GSM version 2.1.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23
1.1.10  Blockbit GSM version 2.0.13  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24
1.1.11  Blockbit GSM version 2.0.12  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25
1.1.12  Blockbit GSM version 2.0.11  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26
1.1.13  Blockbit GSM version 2.0.10  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27
1.1.14  Blockbit GSM version 2.0.9  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28
1.1.15  Blockbit GSM version 2.0.8  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29
1.1.16  Blockbit GSM version 2.0.7  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31
1.1.17  Blockbit GSM version 2.0.6  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  32
1.1.18  Blockbit GSM version 2.0.5  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33
1.1.19  Blockbit GSM version 2.0.4  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34
1.1.20  Blockbit GSM version 2.0.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35
1.1.21  Blockbit GSM version 2.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  36
1.1.22  Blockbit GSM version 1.2.3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37
1.1.23  Blockbit GSM version 1.2.1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38
1.1.24  Blockbit GSM version 1.2.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39
1.1.25  Blockbit GSM version 1.1.3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  40
1.1.26  Blockbit GSM version 1.1.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41

1.2  GSM - VIRTUAL APPLIANCE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42
1.3  GSM - INSTALLATION FILES  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44
1.4  GSM - How to Upgrade Kernel  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45

1.4.1  GSM - How to Upgrade Kernel - How to generate a Backup  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  46
1.4.2  GSM - How to Upgrade Kernel - Console Access  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49
1.4.3  GSM - How to Upgrade Kernel - System Update  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51
1.4.4  GSM - How to Upgrade Kernel - Performing the Kernel Upgrade  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  56
1.4.5  GSM - How to Upgrade Kernel - Resetting the GSM  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  58

1.5  GSM - REVISIONS' HISTORY  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  59
1.6  GSM - INTRODUCTION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  60

1.6.1  Resources – Blockbit GSM  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  61
1.6.2  Features – Blockbit GSM  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62
1.6.3  Environment check for Blockbit GSM Installation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63

1.6.3.1  Installation requirements  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64
1.6.4  About this Administrator Guide  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65

1.7  ARCHITECTURE – BLOCKBIT GSM  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  66
1.8  INSTALLATION – BLOCKBIT GSM  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68

1.8.1  GSM - Importing Virtual Machine  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69
1.8.2  Start the Virtual Machine – First Access  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  74

1.9  CONFIGURING THE EXCEPTION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  76
1.10  GSM - INSTALLATION WIZARD  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  80
1.11  GSM - NETWORK ENVIRONMENTS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  84
1.12  GSM - NOTIFICATIONS VIA SNMP  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  86

1.12.1  GSM - Zabbix  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  87
1.13  GSM - WEB INTERFACE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  94
1.14  GSM - BASIC OPERATION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  96
1.15  GSM - USER PROFILE MENU  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  98

1.15.1  User Profile Menu - Profile  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  99
1.15.2  User Profile Menu – Logout  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  101

1.16  GSM - DEPLOYS PANEL  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  102
1.16.1  Deploys Panel - Search and Filters  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  104
1.16.2  Deploys Panel – Deploys List  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  105

1.16.2.1  Deploys Panel – Package column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  107
1.16.2.2  Deploys Panel – Auditor column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  108
1.16.2.3  Deploys Panel – Scheduled column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  109
1.16.2.4  Deploys Panel – Progress column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  110
1.16.2.5  Deploys Panel – Status column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  111
1.16.2.6  Deploys Panel - Actions column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  112

1.16.2.6.1  Deploys Panel – “Accept” button  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  113
1.16.2.6.2  Deploys Panel - "Reinstall" Button  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  114
1.16.2.6.3  Deploys Panel – “Cancel” button  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  115
1.16.2.6.4  Deploys Panel - "Activity" button  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  116
1.16.2.6.5  Deploys Panel - “Remove” button  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  117

1.17  GSM - INSTALL PACKAGE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  118
1.17.1  What  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  119
1.17.2  Where  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  120
1.17.3  When  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  121
1.17.4  Who  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  122

1.18  GSM - MANAGEMENT  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  123
1.18.1  Devices  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  124

1.18.1.1  Inventory Tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  125



4

1.18.1.1.1  Inventory - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  126
1.18.1.1.2  Inventory - "Name" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  152
1.18.1.1.3  Inventory - Action buttons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  153
1.18.1.1.4  Inventory - "Group" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  157
1.18.1.1.5  Inventory - "Model" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  159
1.18.1.1.6  Inventory - "License Status" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  161
1.18.1.1.7  Inventory - "Version" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  162
1.18.1.1.8  Inventory - "Template" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  163
1.18.1.1.9  Inventory - "Policy IPv4" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  164
1.18.1.1.10  Inventory - "Policy IPv6" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  165
1.18.1.1.11  Inventory - "Actions" column  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  166

1.18.1.2  Communities Tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  169
1.18.1.2.1  Communities - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  171
1.18.1.2.2  Communities - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  183
1.18.1.2.3  Communities - Communities Examples  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  184

1.18.1.3  Templates tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  197
1.18.1.3.1  Templates - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  198
1.18.1.3.2  Templates - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  205

1.18.1.4  Provisioning tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  213
1.18.1.4.1  Provisioning - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  215
1.18.1.4.2  Provisioning - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  243

1.18.1.5  Backups Tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  244
1.18.1.5.1  Backups - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  246
1.18.1.5.2  Backups - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  252
1.18.1.5.3  Example - Device Backup  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  255

1.18.2  Profiles  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  280
1.18.2.1  Web Filter tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  282

1.18.2.1.1  Web Filter - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  283
1.18.2.1.2  Web Filter - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  290

1.18.2.2  Application Control tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  298
1.18.2.2.1  Application Control - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  299
1.18.2.2.2  Application Control - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306

1.18.2.3  Threat Protection Tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  311
1.18.2.3.1  Threat Protection - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  312
1.18.2.3.2  Threat Protection - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  319

1.18.2.4  Intrusion Prevention tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  327
1.18.2.4.1  Intrusion Prevention - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  328
1.18.2.4.2  Intrusion Prevention - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  335

1.18.2.5  SSL Inspection tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  342
1.18.2.5.1  SSL Inspection - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  343
1.18.2.5.2  SSL Inspection - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  350

1.18.2.6  SD-WAN tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  354
1.18.2.6.1  SD-WAN - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  355
1.18.2.6.2  SD-WAN - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  362

1.18.3  Objects  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  368
1.18.3.1  Objects - Addresses  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  369

1.18.3.1.1  Objects - Addresses - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  370
1.18.3.1.2  Objects - Addresses - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  388

1.18.3.2  Objects - Services  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  390
1.18.3.2.1  Objects - Services - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  392
1.18.3.2.2  Objects - Services - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  405

1.18.3.3  Objects - Times  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  407
1.18.3.3.1  Objects - Times - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  408
1.18.3.3.2  Objects - Times - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  415

1.18.3.4  Objects - Schedules  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  417
1.18.3.4.1  Objects - Schedules - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  418
1.18.3.4.2  Objects - Schedules - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  425

1.18.3.5  Objects - Dictionaries  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  427
1.18.3.5.1  Objects - Dictionaries - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  428
1.18.3.5.2  Objects - Dictionaries - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  436

1.18.3.6  Objects - Contents  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  438
1.18.3.6.1  Objects - Contents - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  439
1.18.3.6.2  Objects - Contents - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  446

1.18.4  Users  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  448
1.18.4.1  Users tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  449

1.18.4.1.1  Users - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  450
1.18.4.1.2  Users - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  454

1.18.4.2  Groups Tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  455
1.18.4.2.1  Groups - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  456
1.18.4.2.2  Groups - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  463

1.18.5  Policies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  467
1.18.5.1  Policy Packages Tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  468

1.18.5.1.1  Policy Packages - Actions menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  469
1.18.5.1.2  Policy Packages - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  477

1.18.5.2  Policy Templates tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  500
1.18.5.2.1  Policy Templates - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  501
1.18.5.2.2  Policy Templates - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  509

1.19  GSM - ANALYTICS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  515
1.19.1  Analyzer  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  516



5

1.19.1.1  Firewall  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  517
1.19.1.1.1  Firewall – Geolocation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  521
1.19.1.1.2  Firewall – Zone Traffic  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  522
1.19.1.1.3  Firewall – Top User  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  524
1.19.1.1.4  Firewall – Top Service  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  525
1.19.1.1.5  Firewall – Top Source  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  526
1.19.1.1.6  Firewall – Top Policy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  527

1.19.1.2  Web Filter  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  529
1.19.1.2.1  Web Filter - Allowed Sites and History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  533
1.19.1.2.2  Web Filter - Denied Sites and History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  534
1.19.1.2.3  Web Filter - History Categories - Total Traffic and Total Hits  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  535
1.19.1.2.4  Web Filter - History Content Types - Total Traffic and Total Hits  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  537
1.19.1.2.5  Web Filter - History Domains - Total Traffic and Total Hits  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  539
1.19.1.2.6  Web Filter - History Profiles - Total Traffic and Total Hits  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  541
1.19.1.2.7  Web Filter - Top Categories  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  543
1.19.1.2.8  Web Filter - Top Content Type  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  544
1.19.1.2.9  Web Filter - Top Domains  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  545
1.19.1.2.10  Web Filter - Top Domains by Time  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  546
1.19.1.2.11  Web Filter - Top Profiles  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  548
1.19.1.2.12  Web Filter - Top Users  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  549
1.19.1.2.13  Web Filter - Total Traffic and History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  550
1.19.1.2.14  Web Filter - Users - Total Traffic and Total Hits  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  551

1.19.1.3  Application Control  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  553
1.19.1.3.1  Application Control - Allowed Application  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  556
1.19.1.3.2  Application Control - Denied Application  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  557
1.19.1.3.3  Application Control - History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  558
1.19.1.3.4  Application Control - Top Allowed Categories  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  560
1.19.1.3.5  Application Control - Top Denied Categories  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  561
1.19.1.3.6  Application Control - Top Allowed Applications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  562
1.19.1.3.7  Application Control - Top Denied Applications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  564

1.19.1.4  Intrusion Prevention  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  568
1.19.1.4.1  Intrusion Prevention - Alerted, Blocked and History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  572
1.19.1.4.2  Intrusion Prevention - Alerts by Geolocation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  574
1.19.1.4.3  Intrusion Prevention - Impact - High  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  575
1.19.1.4.4  Intrusion Prevention - Impact - Medium  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  579
1.19.1.4.5  Intrusion Prevention - Impact - Low  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  583
1.19.1.4.6  Intrusion Prevention - Layer 3 Intrusion Protection  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  587
1.19.1.4.7  Intrusion Prevention - Intrusion Classification  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  590
1.19.1.4.8  Intrusion Prevention - Top Source  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  592
1.19.1.4.9  Intrusion Prevention - Top Destination  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  594

1.19.1.5  Threat Protection  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  596
1.19.1.5.1  Threat Protection - Threats and History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  601
1.19.1.5.2  Threat Protection - Malwares and History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  602
1.19.1.5.3  Threat Protection - Geolocation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  603
1.19.1.5.4  Threat Protection - Impact - High  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  604
1.19.1.5.5  Threat Protection – Impact - Medium  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  606
1.19.1.5.6  Threat Protection – Impact - Low  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  608
1.19.1.5.7  Threat Protection – Malicious IP Classification  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  610
1.19.1.5.8  Threat Protection – Top Threat Types  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  613
1.19.1.5.9  Threat Protection – Top Users by Threats  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  615
1.19.1.5.10  Threat Protection – Top Users by Malware  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  617
1.19.1.5.11  Threat Protection – Top Malware  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  618
1.19.1.5.12  Threat Protection – Top Infected Domains  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  619
1.19.1.5.13  Threat Protection – Top Source  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  620
1.19.1.5.14  Threat Protection – Top Destination  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  622

1.19.1.6  User Behavior  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  624
1.19.1.6.1  User Behavior - History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  627
1.19.1.6.2  User Behavior - Analysis Panel  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  628
1.19.1.6.3  User Behavior - Geolocation Information  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  650

1.19.1.7  Dashboard  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  652
1.19.2  Loggers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  665

1.19.2.1  Logger installation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  666
1.19.2.2  Loggers - Loggers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  686

1.19.2.2.1  Loggers - Menu de ações  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  687
1.19.2.2.2  Loggers - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  695

1.19.2.3  Loggers - Clusters  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  698
1.19.2.3.1  Clusters - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  700
1.19.2.3.2  Clusters - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  705
1.19.2.3.3  Clusters - Example  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  709

1.19.3  Reports  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  724
1.19.3.1  Reports - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  725

1.19.3.1.1  Reports - Actions Menu - Create  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  726
1.19.3.1.2  Reports - Actions Menu - Delete  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  730

1.19.3.2  Reports - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  732
1.19.4  Events  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  733

1.19.4.1  Events - Query Editor  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  735
1.19.4.2  Events - Top Hits  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  738
1.19.4.3  Events - History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  740
1.19.4.4  Events - Log Events  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  742



6

1.19.4.4.1  Events - Log Events - Event View  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  743
1.20  GSM - SETTINGS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  744

1.20.1  System  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  745
1.20.1.1  System - "General" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  746
1.20.1.2  System - "License" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  753
1.20.1.3  System - "Updates" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  756
1.20.1.4  System - "Backups" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  757

1.20.1.4.1  System - Backups - Settings  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  758
1.20.1.4.2  System - Backups - Backups History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  761
1.20.1.4.3  Example - Backup Manager  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  763

1.20.1.5  System - "Storages" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  774
1.20.1.5.1  Storages - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  775
1.20.1.5.2  Storages - Delete Storages  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  789
1.20.1.5.3  Storages - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  791

1.20.1.6  System - "High Availability" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  792
1.20.1.6.1  High Availability - Cluster Settings  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  794
1.20.1.6.2  High Availability - Cluster Interfaces  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  796
1.20.1.6.3  High Availability - Cluster Status  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  797
1.20.1.6.4  High Availability - Example  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  799

1.20.1.7  System - "Certificates" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  825
1.20.1.8  System - "Custom Branding" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  827
1.20.1.9  System - Certificates tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  830

1.20.2  Network  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  834
1.20.2.1  Network - "General" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  835
1.20.2.2  Network - "Interfaces" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  836
1.20.2.3  Network - "E-mail" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  838

1.20.3  Administration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  840
1.20.3.1  Administration - "Administrators" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  841

1.20.3.1.1  Administration - Administrators - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  842
1.20.3.1.2  Administration - Administrators - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  846

1.20.3.2  Administration - "Users Profiles" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  848
1.20.3.2.1  Administration - Users Profiles - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  849
1.20.3.2.2  Administration - Users Profiles - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  857

1.20.3.3  Administration - "MFA" tab 2.5.0  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  858
1.20.3.4  Administration - "Auth Servers" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  862

1.20.3.4.1  Administration - Auth Servers - Actions Menu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  863
1.20.3.4.2  Administration - Auth Server - Columns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  870

1.20.3.5  Administration - "Identity Provider" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  872
1.20.3.5.1  Identity Provider - Service Provider  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  874
1.20.3.5.2  Identity Provider - Identity Provider  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  879

1.20.3.6  Administration - "Audit Log" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  881
1.20.3.6.1  Audit View  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  883

1.20.3.7  Administration - "Access Control" tab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  884
1.21  GSM - CLI - COMMAND LINE INTERFACE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  885

1.21.1  GSM - [arp]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  888
1.21.2  GSM - [arping]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  889
1.21.3  GSM - [date]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  890
1.21.4  GSM - [debug-backup]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  892
1.21.5  GSM - [debug-deployer]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  894
1.21.6  GSM - [debug-rotation]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  895
1.21.7  GSM - [debug-sync]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  896
1.21.8  GSM - [disable-snmp]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  897
1.21.9  GSM - [enable-root]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  898
1.21.10  GSM - [enable-snmp]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  899
1.21.11  GSM - [ethtool]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  901
1.21.12  GSM - [exit]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  902
1.21.13  GSM - [fdisk]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  903
1.21.14  GSM - [free]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  905
1.21.15  GSM - [fsck]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  906
1.21.16  GSM - [grep]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  907
1.21.17  GSM - [help]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  908
1.21.18  GSM - [history]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  909
1.21.19  GSM - [hostname]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  910
1.21.20  GSM - [ifconfig]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  911
1.21.21  GSM - [ifstat]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  913
1.21.22  GSM - [iotest]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  914
1.21.23  GSM - [ip]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  915
1.21.24  GSM - [ipcalc]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  916
1.21.25  GSM - [less]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  917
1.21.26  GSM - [logger-config]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  918
1.21.27  GSM - [logger-devices-add]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  921
1.21.28  GSM - [logger-devices-list]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  922
1.21.29  GSM - [logger-disable]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  923
1.21.30  GSM - [logger-enable]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  924
1.21.31  GSM - [logger-key]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  925
1.21.32  GSM - [lscpu]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  926
1.21.33  GSM - [mkfs]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  927
1.21.34  GSM - [more]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  928
1.21.35  GSM - [netstat]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  929



7

1.21.36  GSM - [ntpdate]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  930
1.21.37  GSM - [passwd]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  931
1.21.38  GSM - [ping]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  932
1.21.39  GSM - [reboot]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  933
1.21.40  GSM - [reset]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  934
1.21.41  GSM - [reset-admin-blocks]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  935
1.21.42  GSM - [reset-admin-password]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  936
1.21.43  GSM - [reset-admin-sessions]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  937
1.21.44  GSM - [reset-logs]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  938
1.21.45  GSM - [rewizard]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  939
1.21.46  GSM - [route]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  940
1.21.47  GSM - [sar]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  942
1.21.48  GSM - [set-network-dns]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  943
1.21.49  GSM - [set-network-gateway]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  944
1.21.50  GSM - [set-network-hostname]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  945
1.21.51  GSM - [set-network-interface]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  947
1.21.52  GSM - [set-network-timezone]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  948
1.21.53  GSM - [show-devices]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  949
1.21.54  GSM - [show-license]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  950
1.21.55  GSM - [show-uuid]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  951
1.21.56  GSM - [show-version]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  952
1.21.57  GSM - [shutdown]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  953
1.21.58  GSM - [tcpdump]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  954
1.21.59  GSM - [tcptop]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  955
1.21.60  GSM - [telnet]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  956
1.21.61  GSM - [tracepath]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  958
1.21.62  GSM - [traceroute]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  959
1.21.63  GSM - [update-gsm]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  962
1.21.64  GSM - [update-license]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  964
1.21.65  GSM - [upgrade-blockbit]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  965
1.21.66  GSM - [uptime]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  966
1.21.67  GSM - [vmstat]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  967
1.21.68  GSM - [whois]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  968

1.22  GSM - Manuals and How tos  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  971



8

Blockbit GSM - Administrator's Guide
Index

   Expandir todos Recolher todos

#
#


9

GSM - CHANGELOGS
To see the list containing the Changelogs from all previous versions, .click here

Release Notes 2.4.1.

Some features have been implemented in the release of Blockbit GSM 2.4.1:

The has been implemented for remote queries. GSM API 

The following table lists the improvements present in the Blockbit GSM 2.4.1:

Code Description

15875 Correction done in the update of objects of the IP type included in groups of objects after the deploy.

25981 Correction done in the packages listing when adding a new ones on the Package templates.

31842 Improvement done in the device templates' deploy settings.

33991 Optimization done in the server's resources consumption.

34815 Correction done in the reports' .csv timestamp of the log sessions type.

34816

35070

Correction done in the generation of reports.

34853 Correction done in the sending of unchecked e-mails.

35327 Improvement done in the Analyzer's logs presentation  IPS. 

35978 Improvement done in the access to the Application Control Profile's database.

36126 Correction done in the display of periods on the Analyzer's PDF reports.

36409 Improvement done in the display of on single cloned reports. timestamps 

36960

39495

Improvement done on the deploy of Policies. 

39804 Correction done in the device search filter.

40191 Correction done in the Web Filter profile editing.

40192 Correction done in the IPS Profile search filter.

40940 Correction done in the Identity Provider certificate creation.

40942 Correction done to certificate import in Identity Provider.

41320 Correction done in the global action button for IPS signatures.

41411 Correction done in the validation of duplicate and obscure rules in Policy Package.

41951 Correction done in the deployment of Content type Objects.

42016 Optimization and security improvement done in the centralized backup service.

42157 Correction done in license application when device provisioning via ZTP.

43432 Correction done in the Firewall, Web Cache and DNS service on device template deployment.

43435 Correction done in the Web Filter service block message in Device Template.
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43439

43441

43442

43443

43444

Correction done in the Device Template deployment of Threat Protection, IPS and SD-WAN service settings.

47633 Improvement done in the error message for Device Template configuration review.

48485 Optimization and security improvement done in the centralized backup service.

Previous Versions:

Blockbit GSM version 2.4.0

Blockbit GSM version 2.3.0

Blockbit GSM version 2.2.2

Blockbit GSM version 2.2.1

Blockbit GSM version 2.2.0

Blockbit GSM version 2.1.1

Blockbit GSM version 2.1.0

Blockbit GSM version 2.0.13

Blockbit GSM version 2.0.12

Blockbit GSM version 2.0.11

Blockbit GSM version 2.0.10

Blockbit GSM version 2.0.9

Blockbit GSM version 2.0.8

Blockbit GSM version 2.0.7

Blockbit GSM version 2.0.6

Blockbit GSM version 2.0.5

Blockbit GSM version 2.0.4

Blockbit GSM version 2.0.2

Blockbit GSM version 2.0

Blockbit GSM version 1.2.3

Blockbit GSM version 1.2.1

Blockbit GSM version 1.2.0

Blockbit GSM version 1.1.3

Blockbit GSM version 1.1.0

Return

https://docs.blockbit.com/display/RCE/Blockbit+GSM+version+2.4.0+-+BETA
https://docs.blockbit.com/display/RCE/Blockbit+UTM+version+2.0.8
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Blockbit GSM version 2.4.2
Release Notes
14/10/2024 

Some features have been implemented in the release of Blockbit GSM 2.4.2:

Improvement done in the deployment of policy packages and profiles related to dynamic and static application groups.

The following table lists the improvements present in the Blockbit GSM 2.4.2:

Code Description

15875 Improvement done in the update of the GSM's deploy over IP objects that are within object groups in the NGFW.

25891 Correction done in the listing of GSM's Policy Packages when adding new Policy Packages.

33991 The GSM's CPU consumption through processes has been optimized. 

34815 The timestamps, displayed on .CSV reports of the log session type, have been corrected.

34816 Improvement done in the generation of the "all types" reports, recurring daily, weekly and monthly and on their respective timestamps.  

34853 The functioning of the button that activates the sending of reports via e-mail (in Analytics  Reports) has been fixed.

35070 The GSM reports generation process has been optimized.

36126 Correction done in the display of periods of time on the Analyzer's PDF reports.

36960

39495

Correction done on the deploy of Policy Packages.
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Blockbit GSM version 2.4.1
Release Notes
21/11/2023 

Some features have been implemented in the release of Blockbit GSM 2.4.1:

The  has been implemented for remote queries.GSM API

The following table lists the improvements present in the Blockbit GSM 2.4.1:

Code Description

15875 Correction done in the update of objects of the IP type included in groups of objects after the deploy.

25981 Correction done in the packages listing when adding a new ones on the Package templates.

31842 Improvement done in the device templates' deploy settings.

33991 Optimization done in the server's resources consumption.

34815 Correction done in the reports' .csv timestamp of the log sessions type.

34816

35070

Correction done in the generation of reports.

34853 Correction done in the sending of unchecked e-mails.

35327 Improvement done in the Analyzer's logs presentation  IPS. 

35978 Improvement done in the access to the Application Control Profile's database.

36126 Correction done in the display of periods on the Analyzer's PDF reports.

36409 Improvement done in the display of  on single cloned reports.timestamps

36960

39495

Improvement done on the deploy of Policies. 

39804 Correction done in the device search filter.

40191 Correction done in the Web Filter profile editing.

40192 Correction done in the IPS Profile search filter.

40940 Correction done in the Identity Provider certificate creation.

40942 Correction done to certificate import in Identity Provider.

41320 Correction done in the global action button for IPS signatures.

41411 Correction done in the validation of duplicate and obscure rules in Policy Package.

41951 Correction done in the deployment of Content type Objects.

42016 Optimization and security improvement done in the centralized backup service.

42157 Correction done in license application when device provisioning via ZTP.

43432 Correction done in the Firewall, Web Cache and DNS service on device template deployment.

43435 Correction done in the Web Filter service block message in Device Template.
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43439

43441

43442

43443

43444

Correction done in the Device Template deployment of Threat Protection, IPS and SD-WAN service settings.

47633 Improvement done in the error message for Device Template configuration review.

48485 Optimization and security improvement done in the centralized backup service.
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Blockbit GSM version 2.4.0
Release Notes
27/02/2023 

Some features have been implemented in the release of Blockbit GSM 2.4.0:

The option to send  generated by the analyzer via e-mail has been implemented.reports
Support to  (Carrier Grade Network Address Translator) has been implemented.CGNAT
The  functionality has been implemented.Anti-Spam Filter
The display of the top 10 users per application in the form of a  has been implemented, in Monitor > Dashboard.Dashboard

The following table lists the improvements present in the Blockbit GSM 2.4.0:

Code Description

20509

20730

20732

Correction done in the search of Top categories in the Web Filter (Analyzer and Dashboard).

18153 Correction done in the Firewall when saving a Template.

18223 Correction done in the Firewall when editing a Template.

18224 Correction done in the settings screen of Templates.

18225 Correction done in the cloning process of Templates.

18286 Correction done in the "monitor" icon, which access the NGFW.

18287 Correction done in the NGFW remote accessing process.

18449 Improvement done in the display of the clone and delete options, which used to be available even without a selected item, in Device Templates.

20732 Correction done in Web Filter Top Categories' search box.

20734 Improvement done in the generation of reports on preset schedules.

24125 Correction done in the ACL permissions.

24270 Improvement done in the Log's display, in groups containing a Device, in Devices > Inventory. 

24955 Improvement done in the apply of new Policies to a NGFW.

25841 Correction done when accessing the "Dashboard" screen.

26863 Improvement done when saving settings in Device Templates.

29325 Correction done when validating policies in "Policy Manager"

29584 Correction done when creating SD-WAN profiles in Device Template.

29587 Correction done when creating Intrusion Prevention (IPS) profiles in Device Template.

29675 Correction done when creating Query in Events.

29852 Correction done when performing deploy in cloned Device Template.

33769 Correction done in the CSV reports.

34815 Correction done in the timestamp reports (.csv) of  type.log sessions

34853 Correction done when sending e-mails without selecting the checkbox.

https://docs.blockbit.com/display/RCE/Create+Policy+-+Routing+tab
https://docs.blockbit.com/display/RCE/SMTP+Proxy
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Blockbit GSM version 2.3.0
Release Notes
31/10/2022 

New features have been implemented in the release of Blockbit GSM 2.3.0:

An  for the Proxy's SSL Inspection has been implemented.option to insert root certificates
  .A new function has been implemented to check and validate Firewall Policies

A third peer has been implemented in .H.A  
The Sync Interval's    minute insertion field in H.A has been standardized.
The  has been implemented in Intrusion Prevention > Profile Creation.PCAP option
The timeout field has been realocated in the .Firewall's Settings

The following table lists the improvements present in the Blockbit GSM 2.3.0:

Code Description

T1-1252 Correction done in the language selection box in the Wizard.

T1-1403 Improvement done in the time display in Events and in the Analyzer.

T1-1478 Correction done in the message displayed when confirming the password, in Settings > System > Backup.

T1-1541 Correction done in the default values displayed in TCP Max Orphans, in Settings > Authentication > Synchrony.

T2-2193 Improvement done in the naming of the “max” field to max connections. Max from “Timeout” has been transferred to timeout in Security 
Settings. 

T3-198 Improvement done in the compatibility of deploys among the GSM’s versions.

T3-340 Improvement done in the message displayed in the provisioning setup.

T3-354 Correction done in the navigation between tabs, in Administration > Devices.

T3-444 Improvement done in the creation of IPS profile with the PCAP option, in Profiles > Intrusion Prevention > 2.3.0 Profile.

T3-446 Improvement done in the creation of IPS Profiles of the Packet Logger type.

T3-450 Correction done in the PCAP options disable in the creation of IPS Profiles of the Packet Logger type.

T3-454

T3-583

Improvement done in the signatures filtering when creating IPS Profiles of the Packet Logger type.

T3-459 Improvements done in the Policy package creation, in Policies > Policy Package > Create Package.

T3-463 Improvement done in the Deploys’ screen.

T3-568 Improvement done in the signatures search in Intrusion Prevention – PCAP.

T3-595 Correction done in the Policy Packages’ deploy authorization process.

T3-652 Improvement done in the creation of Loggers’ clusters.

T3-653 Improvement done in the licensing keeping after setting up the environment in cluster.

SUS-1 Improvement done in the functioning of the management interface's assignments.

SUS-7 Improvement done in the SSL Inspection Profiles deletion process, after the deploy of Policy Packages.

SUS-42 Correction done in the message displayed when restoring snapshots from different versions of the GSM.

SUS-51 Improvements done in the system's field namings in Spanish.

SUS-52 Improvement done in access control's permissions.

SUS-53 Improvement done in the display of mandatory fields in Devices Communities.

SUS-67 Improvement done in the deploy of Policies.

SUS-72 Correction done in the information displayed in the backup process via SMB.

SUS-81 Improvement done in the  display of App routings selected in IPv4 profiles that have been imported via deploy. 

https://docs.blockbit.com/display/RCE/IPv4+-+Actions+menu+-+Validate+Policies
https://docs.blockbit.com/display/RCE/Intrusion+Prevention+-+Profiles+tab+-+Create+Profile
https://docs.blockbit.com/display/RCE/UTM+-+Firewall+-+General+Settings
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SUS-89 Correction done in the IPs obtention process in the DDNS configuration.

SUS-
100

Correction done in the display of network interfaces after provisioning.

SUS-
127

Improvement done in the synchronization of the NGFW base registered in the GSM. 

SUS-
130

Correction done in the password recovery process.

SUS-
132

Correction done in the password field, in the e-mail settings.

SUS-
302

Improvement done in the creation of rules for Policy Templates.

SUS-
309

Improvement done in the Access to NGFWs via command interface via GSM.

SUS-
321

Improvement done in the information saving process in the database.

5219 Improvement done in the deploy of Policies using App Control, IPS, ATP, Web Filter and SSL Inspection profiles.

8415 Correction done in the text of the language selection button.

8440 Improvement done in the assigned values in the TCP Max Orphans field.

8505 Improvement done in the time schedule display in the analyzer's graphics.

8526 Improvement done in the deploy of provisioning settings.

8547 Improvement done in the password verification when generating backup, in Settings > System > Backup.

8549 Correction done in the language used in the message that appears when asking for the user's password during the creation of a backup.

9777 Improvement done in the display of IPS Profiles in Zone Protection.

9883 Improvement done in the signs that show a mandatory field in Device Template and Policy Packages.

9900 Improvement done in the tab signaling during browsing.

9929 Improvement done in the (Web Filter, SD-WAN, App Control, Threat Protection, IPS and SSL Inspection) Templates and Profiles settings. 

9993 Improvement done in the PCAP options display in the IPS settings with Packet Logger.

9996

10000 

10004

Melhorias feitas no funcionamento de PCAP nas configurações de  IPS. 

10010 Improvement done in the deploy panel display.

10130 Correction done in the information previously inserted in the PCAP signatures field.

10137 Improvement done in the functioning of the IPS filter.

10219 Improvement done in the Loggers' clusters.

10220 Improvement done in the creation of backup profiles in Devices. 

10223 Improvements done in the information previously inserted in the App Control "workers" field.

10275 Correction done in the Policies Packages' deploy script.

12830 Improvement done in the functioning of the main screen's expand button, used to show more options on the main menu. 

13677 Improvement done in the display of standard values in the NGFW's modules settings.

13698 Correction done in the naming of the GSM's backup storage, from SFTP to SSH.

13722 Correction done in the message displayed in the subtitles when deleting Device Templates.

13728 Improvement done in the NGFWs accessibility through the GSM.

13958 Correction done in the display of configuration fields in Device Templates.
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13963 Improvement done in the editing of the NGFW's Device Templates.

14144 Improvement done in the Policy Packages deploy.

14208 Improvement done in the deploy of Device Templates to NGFWs.

14663 Improvement done in the saving of information on the Device Templates fields when creation a new profile.

15237

15240

15248

Improvement done in the compatibility and functioning of NGFWs' Policies from previous versions with the GSM 2.3.0.

18153

18223

18224

Improvement done in the functioning of Device Templates with the Firewall's settings activated.

20509

20730

20732

Correction done in the search of Top cathegories in the Web Filter (Analyzer and Dashboard).
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Blockbit GSM version 2.2.2
Release Notes
02/08/2022 

The following table lists the improvements done in the release of the Blockbit GSM 2.2.2:

Code Description

T1-287 Correction done in the license key reaplication.

T1-1080 Improvement done in the creation of snapshots with password.

T1-1403 Improvement done in the time display in Events and in the Analyzer.

T1-1431 Improvement done in the ETH settings when creating a Device, in the Provisioning tab.

T1-1478 Correction done in the message displayed when requesting the password in the creation of a Backup, in Settings > System > Backups.

T1-1541 Correction done in the default values displayed in TCP Max Orphans, in Settings > Authentication > Synchrony.

T2-964 Improvement done in the loading of files required for the REDIS to work in full capacity.

T2-1086 Correction done in the language used in some parts of the Wizard.

SUS-100

5307

Improvement done in the network interfaces display after provisioning.
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Blockbit GSM version 2.2.1
Release Notes
30/05/2022 

Some features have been implemented in the release of Blockbit GSM 2.2.1:

Support to  has been implemented, so that set IP addresses can access the management interface. Whitelist

The following table lists the improvements done in the release of the Blockbit GSM 2.2.1:

Code Description

T1-637 Improvement done in the creation of policies’ deploys.

T1-842 Correction done in the version number display in IPv4 and IPv6 Policies.

T1-871 Improvement done in the memory value displayed in the Logger.

T1-976 Improvement done in the VPN IPSEC Site to Site general settings.

T1-1041 A command for updating the Logger has been implemented.

T2-6 Improvement done in the security of the updates redirecting.

T2-1054 Correction done in the Device Templates’ saving.



20

Blockbit GSM version 2.2.0
Release Notes
23/08/2021 

Several features have been implemented in the release of Blockbit UTM 2.2.0:

An option to clone Profiles ( , , , , , ) between GSM versions Web Filter App Control Threat Protection Intrusion Prevention SSL Inspection SD-WAN
has been implemented.
An option to clone Policy  and  between GSM versions has been implemented.Packages Templates

The following table lists the improvements done in the release of the Blockbit GSM 2.2.0:

Code Description

T1-201 Correction done in the audit Logs settings editing.

T1-230 Improvement done in the Policy Packages with objects deploy.

T1-419 Correction done in the Traffic Monitor option in IPv4 and IPv6 Policies setup.

T1-586 Improvement done in the SAML access restrictions validation.

T1-773 Correction done in the version display in the terminal.

T1-937 Improvement done in the cloning and editing of Device Templates.

T1-942 Improvement done in the update validation.

T1-977 Improvement done in the update Logs display.

T1-981 Improvement done in the Policy Templates’ group creation.

T1-987 Improvement done in the GSM’s Backup restoration through Snapshot.

T1-999 Improvement done in the policy rules export from the GSM to the UTM.

T1-1012 Improvement done in the Device Template setup with SDWAN export.

T2-7 Improvement done in the data search of the Logger.

T2-129 Correction done in the Logs generation in Analyzer and Events.

T2-145 Improvement done in the version selection for Backup restoration.

T2-199 Improvement done in the Security Events and Analyzer’s Logs display.

T2-207 Improvement done in the display of the Web filter’s reports.

T2-238 Improvement done in the time display in the Security Events’ Logs.

T2-282 Update done in Rpc.statd, Open SSH, Nginx; DH Key Exchange (PCI DSS). The Cryptography module has also been improved.

T2-391 Improvement done in the Policy Templates setup and IPv4 and IPv6 Policies.

T2-395 Improvement done in the Application Control profile cloning.

T2-528 Improvement done in the Wizard’s redirecting.

T2-756 Improvement done in the e-mail settings.

T2-757 Improvement done in the pages display in Policy Templates.

T2-758 Improvement done in the import of Policy Templates with NAT from other GSM versions.

GSM-1844 Improvement done in the messages displayed in the cloning of Device Templates.

GSM-1954 Improvement done in the manual process of system update.

GSM-1955 Improvement done in the information saving in e-mail Settings.

GSM-1961 Improvement done in the items display in Policy Templates.
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Blockbit GSM version 2.1.1
Release Notes
23/08/2021 

Several features have been implemented in the release of the Blockbit GSM 2.1.1:

Implemented object search bar in .Zone Protection
Implemented message refering to the storage's status in   history.Backups
Added tool to clone profiles in , , , ,  and .Web filter Application Control Threat Protection Intrusion Prevension SSL Inspection SD-WAN
Added tool to clone ,  and .Policy Templates Policy Packages Device Templates
Implemented  in the GSM's first synchronization.auto sync option
Implemented multiple cathegories selection option in . ProfileWeb filter
Implemented function to clone Header and Footer Policies in .Policy Packages

The following table lists the improvements done in the release of the Blockbit GSM 2.1.1:

Code Description

GSM-2

GSM-3

Implemented function to clone Policy Templates.

GSM-5 Improvement done in the Logger services execution.

GSM-147 Improvement done in the status monitoring.

GSM-148 Improvement done in the process validation in Deploy.

GSM-166 Improvement done in the standard Proxy ports setup.

GSM-248 Modification done in the message displayed when editing SD-WAN profiles.

GSM-269 Improvement done in the editing of Web filter profiles.

GSM-387 Improvement done in the characters insertion in System > General > Network > Interfaces.

GSM-482 Improvement done in the creation and configuration of profiles.

GSM-517 Improvement done in the display of information when synchronizing bound Devices for the first time.

GSM-894 Correction done in the saving of interfaces in provisioning.

GSM-970 Improvement done in the Logger’s settings when desynchronizing a UTM device.

GSM-1093 Improvement done in the synchrony with UTM devices.

GSM-1291 Correction done in the export of SSL Profiles from a UTM device.

GSM-1349 Improvement done in the creation of objects in IPV6 Policies.

GSM-1722 Improvement done in the results display in Analytics > Events.

GSM-1768 Improvement done in the deploy of Device Templates.

GSM-1769 Improvement done in the Policy Templates importing.

GSM-1771 Improvement done in the deploy of IPV6 Policy Packages.

GSM-1773 Improvement done in the IPV6 Policy Packages application.

GSM-1813 Improvement done in the SAML authentication.

GSM-1834 Correction done in the XML import from the IDP SAML.

GSM-1837 Improvement done in the cloning of Policy Templates.

https://docs.blockbit.com/pages/viewpage.action?pageId=31326656
https://docs.blockbit.com/pages/viewpage.action?pageId=31326911
https://docs.blockbit.com/pages/viewpage.action?pageId=31326854
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GSM-1842

GSM-1841

GSM-1815

GSM-1812

GSM-1811

GSM-1810

Improvements done in the Device Template cloning process.

GSM-1845 Improvement done in the creation of Policy Packages, IPV4/IPV6 rules.

GSM-1846 Correction done in the process of Policy Packages cloning.

GSM-1847 Improvement done in the creation of Policy templates, IPV4/IPV6 rules.

GSM-1857 Improvement done in the TLS security protocols.

GSM-1874 Improvement done in the Zone Protection profiles creation.

GSM-1888 Improvement done in the Web filter creation.

GSM-1890 Correction done in the data replication in the Loggers’ Clusters.

GSM-1897 Correction done in the Backup display in the Logger.

GSM-1898 Correction done in the Log Backup restoration of the Logger.
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Blockbit GSM version 2.1.0
Release Notes
16/04/2021 

Several features and fixes have been implemented, the list below shows the improvements made in the release of Blockbit GSM 2.1.0:

Implementation of the   management service for Firewalls;centralized backup
Implementation of the centralized management service for  ;loggers backup
Implementation of the  ;automatic backup service of Manager configurations
Implementation of the   service;Manager's high availability
Implementation of the ;high availability service for Loggers
Addition of   for GSM administrative users;Login Disclaimer
System integration with   identity providers;SAML
Implementation of the Analyzer log maintenance and   policy;retention
Addition of the command , allowing to define the hostname of the system through the CLI.[set-network-hostname]

The following table lists the improvements made in the release of Blockbit GSM:

Code Description

GSM-740 Correction in the creation of policies with DPI profile

GSM-754 Correction in UTM remote authentication by GSM

GSM-1091 Correction applied to cloning of Policy Templates policies

GSM-1140 Correction in the device communities deploy window

GSM-1189 Correction in the progress bar in the deployment of device communities

GSM-1266 Correction in the password field in the form for creating and editing Devices

GSM-1269 Fix device deployment scheduling

GSM-1293 Correction applied to custom branding deploy

GSM-1378 Improved manager performance

GSM-1380 Correction in the display of the label device in the backup registration form

GSM-1474 Correction in the display of the items listed in the Analyzer reports

GSM-1480 Correction in the SMB storage creation window

GSM-1486

GSM-1487

Fixes in the Device Logger creation window

GSM-1489 Implementation of the new disable-snmp CLI command

GSM-1502 Application control button fixes

 GSM-1515

GSM-1524

GSM-1525

Various improvements and adjustments to the layout and custom branding features, enabling use as Whitelabel

GSM-1547 Correction in the display of custom branding after restoration by snapshot

GSM-1550 Correction in the synchronization of the rules of the Policy Package version 2.0.7 to 1.5.15

https://docs.blockbit.com/display/RC/Aba+Backups
https://docs.blockbit.com/display/RCE/Create+Logger#CreateLogger-Storage
https://docs.blockbit.com/pages/viewpage.action?pageId=26818720
https://docs.blockbit.com/pages/viewpage.action?pageId=49840760
https://docs.blockbit.com/display/RC/Loggers+-+Clusters
https://docs.blockbit.com/pages/viewpage.action?pageId=26818643
https://docs.blockbit.com/pages/viewpage.action?pageId=26819405
https://docs.blockbit.com/display/RC/Create+Logger#CreateLogger-LogRotation
https://docs.blockbit.com/pages/viewpage.action?pageId=26819836
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Blockbit GSM version 2.0.13
Release Notes
02/08/2022 

Updates and improvements presented in the BLOCKBIT GSM Version 2.0.13:

Code Description

GSM-2013 Correction done in the message displayed when inputting special characters in the password field, in Settings > Network > E-mail.

T1-1080

T1-1478

8549

Improvement done in the creation of snapshots protected by password.

T1-1403 Improvement done in the time display in Events and in the Analyzer.

T1-1431 Improvement done in the ETH settings when creating a Device, in the Provisioning tab.

T2-1086 Correction done in the language used in some parts of the Wizard.

8526 Improvement done in the deploy of provisioning settings.
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Blockbit GSM version 2.0.12
Release Notes
30/05/2022 

Updates and improvements presented in the BLOCKBIT GSM Version 2.0.12:

Code Description

T1-871  Correction done in the information displayed in the Logger’s settings.

T1-1041 Improvement done in the GSM's update command.

T1-1057 Improvement done in the deploy of Device Templates between a UTM and a GSM.

T2-6 Improvement done in the GSM's update patch.

T2-825 Improvement done in the Policy packages' cloning process.

T2-1054 Correction done in the saving process of Device Templates. 

T2-1100 Correction done in the saving of forms when creating a comunity, in Devices.

T2-1119 Improvement done in the deploy of Application control with Policies.
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Blockbit GSM version 2.0.11
Release Notes
24/08/2021 

Updates and improvements presented in the BLOCKBIT GSM Version 2.0.11.

Code Description

T1-87 Improvement done in the creation of Zone Protection rules through the Device Template.

T1-201 Correction done in the e-mail settings display in the Audit Logs.

T1-230 Improvement done in the Policy Packages deploy.

T2-129 Improvement done in the Logs display by date.

T2-145 Correction done in the Backup restoration.

T2-282 Update done in Rpc.statd, Open SSH, Nginx; DH Key Exchange (PCI DSS) cryptography module has been improved.

T2-391 Improvement done in the Policy Templates setup and IPV4 and IPV6 Policies.
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Blockbit GSM version 2.0.10
Release Notes
23/08/2021 

Updates and improvements presented in the BLOCKBIT GSM Version 2.0.10.

Code Description

GSM-5 Improvement done in the execution of Logger services.

GSM-166 Improvement done in the Proxy settings, in Device Templates.

GSM-387 Improvement done in the editing of the GSM’s fields.

GSM-482 Improvement done in the creation and configuration of profiles.

GSM-543 Improvement done in the information displayed in the UTM’s analyser in comparison to the GSM’s.

GSM-747 Improvements and optimizations in the number of registers of the UTM and GSM’s Analyser.

GSM-894 Correction done in the validation of doubled network interfaces in provisioning.

GSM-1105 Improvement done in the license validation process.

GSM-1349 Improvement done in the creation of service objects, in Ipv6 Policies.

GSM-1639 Correction done in the block information displayed in the Analyzer.

GSM-1708 Correction in the user validation in the deploy of Policy Packages.

GSM-1728 Improvements and optimizations in the Query Editor of Security Events.

GSM-1743 Improvement in the number of registers of “Top Allowed Applications”, in Analyser > App Control.

GSM-1857 Security update in the TLS protocol.

GSM-1874 Improvement done in the field validation in the Device Template creation, in Zone Protection.

GSM-1875 Correction done in the display of doubled items, in Devices > Inventory.

GSM-1886 Correction done in the editing of Scheduling Groups.

GSM-1888 Improvement done in the field validation in the profile creation, in Web filter.

GSM-1893 Improvements in the layout of the Reports page, in User Behavior.

GSM-1924 Security update in the interface provisioning service of system administration.

GSM-1927 Correction done in the deletion of Device Templates.
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Blockbit GSM version 2.0.9
Release Notes
17/05/2021 

The following table lists the improvements made in the release of Blockbit GSM 2.0.9.

Code Description

GSM-147 Improvements in the remote device monitoring service.

GSM-148 Correction done in the validation of processes in the Deploy of Device Templates.

GSM-248 Modification done on the message displayed when filling up SD-WAN Profiles without a valid address.

GSM-269 Implementation of multiple options selection in the web filter profile.

GSM-970 Improvement done in the exclusion of UTM/devices bound in the Logger chart.

GSM-1093 Improved the synchrony time of a UTM to the GSM.

GSM-1291 Correction done in the validation of the amount of CPUs when creating multiple SSL profiles.

GSM-1722 Change of the nomenclature “History” in “Analytics”.

GSM-1729 Improvements done in the Logger chart update system.

GSM-1768 Improvement done in the application of Device Templates in the UTM’s setup.

GSM-1769 Adjustments done in the import of Policy Templates in groups of Policy Packages.

GSM-1771 Correction done in the Deploy of IPv6 Policies, including origin address setup.

GSM-1773 Update done in the import of IPv6 Policy Packages with inspection and IPS Profile.

GSM-1809 Correction done in the specification of the Service field: Proxy.

GSM-1810 Correction done in Device Template naming in SD-WAN Profiles.

GSM-1811 Improvements done in the creation of Device Templates, Policy Packages and Policy Templates.

GSM-1812

GSM-1815

GSM-1837

GSM-1846

Improvements done in the rule and Device Templates, SD-WAN and DPI profiles, and Policy Groups ID cloning process.

GSM-1845 Correction done in the change of Policy Package IPv4 to IPv6.

GSM-1847 Correction done in the change of Policy Templates IPv4 to IPv6.
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Blockbit GSM version 2.0.8
Release Notes
25/03/2021 

Several features and fixes have been implemented, the list below shows the improvements made in the launch of Blockbit GSM 2.0.8:

Creation of the command " " allowing the service to be disabled.disable-snmp

The following table lists the improvements made in the release of Blockbit GSM

Code Description

GSM-747 Correction of the information displayed in the GSM and UTM Analyzer

GSM-1107 Correction in the interfaces after snapshot restoration

GSM-1239 Correction in the display of package names in the deploy panel

GSM-1256 Correction applied to the list of tasks in the deploy panel

GSM-1346 Improvement in the performance of the device creation process in GSM

GSM-1378 Improvement in the performance of the GSM Manager

GSM-1379 Correction applied to the reinsertion of SSH keys when changing or adding Devices

GSM-1401 Improvements applied to synchronization with UTMs

GSM-1474 Corrections applied to reports displayed by the Analyzer

GSM-1486 Improvements in the fields of Loggers configuration forms

GSM-1488 Correction applied in the language displayed in the interface

GSM-1498 Correction in the validation of the fields in the form of general system settings

GSM-1502 Correction applied in the language of the system buttons

GSM-1504 Correction applied to the fields of the System settings form

GSM-1505 Correction applied in the field of service doors

GSM-1515

GSM-1634

GSM-1624

GSM-1634

Layout improvements enabling use as Whitelabel

GSM-1548 Fixes in the deployment of Policy packages

GSM-1550 Corrections applied to synchronization with UTMs 1.5

GSM-1560 Correction in the export of csv reports from the Log session

GSM-1573 Correction applied to CLI command “help”

GSM-1609 Correction applied in the synchronization of IPv4 rules

GSM-1616 Correction in the direction of the links in the Analyzer filters

GSM-1622 Correction in the display of system version in the CLI

GSM-1627 Correction applied to the Setup Wizard settings

GSM-1632 Correction of IPS links in Analyzer
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GSM-1640 Correction applied to user exclusion messages from the Administration panel

GSM-1650 Correction in the display of the Web filter reports

GSM-1675 Correction in the display of Security Events reports

GSM-1695 Correction of accepted names when configuring IPS profiles

GSM-1696 Fixes applied when deploying policy templates

GSM-1712 Correction in the log counter of the histories in Security Events

GSM-1713 Correction in disk partitioning of Loggers

GSM-1738 Correction applied to the display of top hits in Events in Analytics

GSM-1746 Correction in the display of the user selection menu in User Behavior in Analyzer

GSM-1749 Correction in the display of the history in Security Events
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Blockbit GSM version 2.0.7
Release Notes
14/12/2020 

Several features and fixes have been implemented, the list below shows the improvements made in the release of Blockbit GSM 2.0.7:

Code Description

GSM-1266 Improvement applied to the characters accepted in the password field in the Devices register

GSM-1269 Correction in scheduling deploys

GSM-1293 Improvements to the Custom branding deployment
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Blockbit GSM version 2.0.6
Release Notes
04/11/2020 

Several features and fixes have been implemented, the list below shows the improvements made in the release of Blockbit GSM 2.0.6:

Code Description

GSM-740 Correction in the creation of policies with a profile of DPI in UTM

GSM-754 Correction in the login of UTMs through the GSM device inventory

GSM-1091 Correction in cloning of Policy Templates and Packages

GSM-1140 Correction applied to the display of devices in the Communities Deploy window

GSM-1189 Correction to the progress bar in Communities Deploy
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Blockbit GSM version 2.0.5
Release Notes
04/09/2020 

Brand customization of UTMs linked to GSM, through the deployment of templates;
Brand customization also in GSM, applied directly to the product, such as:

Product's name;
Product icon;
Logo (in SVG extension);
Background image;
Menu colors.

The Zero Touch Provisioning system has been improved, making it possible to  (batch), by importing a CSV provision a large number of devices
file;
Implementation of the integration of authentication of administrator users with the ;LDAP server
Implementation of the  for system monitoring.SNMP service

Several features and fixes have been implemented, the list below shows the improvements made in the launch of Blockbit GSM 2.0.5:

Code Description

GSM-751 Correction applied to the ordering of rules in the Zone Protection templates

GSM-753 Correction in the display of the version of the templates in the deploy panel

GSM-868 Correction in the display of the graphical interface when using empty certificate

GSM-872 Correction applied when updating policy packages deploy

GSM-880 Fixed application control application in service templates

GSM-895 Correction in the logger timezone configuration

GSM-925 Correction in ordering the application of policy groups

GSM-926 Correction applied to the display of tags in policies

GSM-932 Correction in the creation of new Zone Protection for UTMs version 2.0.4

https://docs.blockbit.com/pages/createpage.action?spaceKey=RCE&title=Templates+-+Config+Template+-+Custom+Brand&linkCreation=true&fromPageId=21269470
https://docs.blockbit.com/pages/createpage.action?spaceKey=RCE&title=System+-+%22Custom+Brand%22+tab&linkCreation=true&fromPageId=21269470
https://docs.blockbit.com/display/RCE/Notifications+via+SNMP
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Code Description

GSM-61 Correction in the UTM user synchronization with GSM.

GSM-708

GSM-729

GSM-743

GSM-748

GSM-749

GSM-752

GSM-756

GSM-755

Corrections applied in the configurations deploy.

GSM-730 Correction applied in the “Network” field in Device Community.

GSM-741

GSM-746

GSM-756

Corrections applied to the Zero Touch Provisioning.

GSM-742 Correction to the zone protection rules.

GSM-745 Correction in the removal of devices in the inventory panel.

GSM-747 Correction in the integration between UTM and Analyzer.

GSM-759 System integration with RADIUS authentication server.

GSM-783 Correction applied to the CSV file of the log sessions.

Blockbit GSM version 2.0.4
Release Notes
22/06/2020 

GSM 2.0.4 allows you to integrate the system with the RADIUS authentication server.

Several features and fixes have been implemented, the list below shows the improvements made in the release of Blockbit GSM 2.0.4:
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Blockbit GSM version 2.0.2
New Features

Several features and corrections have been implemented, next, is a summary of the improvements made in the release of Blockbit GSM 2.0.2:

Improvements and inclusion of services in Device Templates;
Global Search functionality included on the Application Control profiles;
Improvements in the policy packages deploy process;
Improvements in Zero Touch Provisioning functionalities;
Improvement on the Analyzer reports;
Corrections applied to Logger-config in standalone mode;
Backup restore size optimization;
And more...
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Blockbit GSM version 2.0
Release Notes

Features – BLOCKBIT GSM

New Zero Touch Provisioning service for automatic application of settings;
Device Manager improvements: Organize your devices by version of “Firmware”, geographic region, administrative users, customers or 
organizational units, providing easier management of the network;
Role Based Administration: New centralized panel for policy management based on inspection profiles;
New centralized panel for viewing session logs;
New centralized panel for exporting and scheduling reports in multiple formats: HTML, PDF, CSV;
New log summarization and processing service;
Workflow for Audit and Deployment Control (workflow auditing and deployment control);
Deploys Panel improvements: Track and manage the installation of the BLOCKBIT GSM configuration packages on managed devices;
Usability improvements: Compatibility of visual identity and usability between the centralized management application and the local management 
application;
Option for administrator to reset password via email.
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Blockbit GSM version 1.2.3
The following table exhibits the improvements made in the release of BLOCKBIT GSM version 1.2.3

Code Description

GSM-7 Correction in the option to delete selected items.

GSM-10 Correction in the report display on Analyzer.

GSM-12 Correction in the description field in device template.

GSM-14 Correction in the network settings in the general and e-mail tabs.

GSM-18 Improvements in the Analyzer search limit.

GSM-121 Correction in the SD-WAN profile listing.

GSM-125 Correction in Action View on the reports window.

GSM-126 Correction in the migration from GSM 1.1 to 1.2.1.

GSM-127 Improvements to the line limit of Analyzer reports.

GSM-128 Correction in GSM versioning.

GSM-129 Correction applied to device template deploy.

GSM-130 Correction applied on the enable of services when deploying a device template.

GSM-146 Correction applied on the enable of default policy when deploying device template.
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Blockbit GSM version 1.2.1
The following table exhibits the improvements made in the release of BLOCKBIT GSM version 1.2.1

Code Description

GSM-15 Correction in band control limitation by GSM.

GSM-66 Correction applied in displaying the synchronized UTMs information.

GSM-68 Correction applied to traffic logs in GSM deploy.

GSM-120 Correction applied to the logs creation in CSV format.
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Blockbit GSM version 1.2.0
The following table exhibits the improvements made in the release of BLOCKBIT GSM version 1.2.0

Code Description

GSM-3109 New feature: Audit and change control tool.

GSM-3127 Task workflow notifications.

GSM-3443 Improvements in the management of Device Communities.

GSM-3468 Improvements in the management of Device Templates.

GSM-3479 Improvements in the management of sevices.

GSM-3831 Improvements in the upgrade system.

GSM-12064 Improvements in the event navigation with DrillDown.

GSM-12382 Improvements in the management of policies.

GSM-12447 Improvements in the usability of the configuration interfaces.

GSM-12448 Improvements in the usability of the task panel.

  BLOCKBIT GSM supports BLOCKBIT UTM versions 1.4.7 and 1.5.3.
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Blockbit GSM version 1.1.3
The following table exhibits the improvements made in the release of BLOCKBIT GSM version 1.1.3

Code Description

BB-12233
BB-12244
BB-12245

Improvements made to the API that integrates with BLOCKBIT UTM with support for “Group” synchronisms.

BB-12325 Correction applied to the group registration screen that had errors to display groups.

BB-12360 Correction applied to search in the group screen.

BB-12369 Correction applied to displaying the groups during the filter.

BB-12371 Correction applied to the removal of BLOCKBIT UTM users, automatically updating on BLOCKBIT GSM.

BB-12386  Correction applied to the identification of groups with the same nomenclature coming from different UTMs.
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Blockbit GSM version 1.1.0
The following table exhibits the improvements made in the release of BLOCKBIT GSM version 1.1.0

Security report with statistics in Network Traffic
A new security reports view feature with Network Traffic statistics has been implemented.

Security report with statistics in Policy Usage
A new security reports view feature with Policy Usage statistics has been implemented.

Analysis report with statistics in Application Usage
A new security reports view feature with Application Usage statistics has been implemented.

Security report with statistics in Web Traffic
A new security reports view feature with Web Traffic statistics has been implemented.

Security report with Threat Protection statistics
A new security reports view feature with statistics in Threat Protection has been implemented.

Security report with statistics in Intrusion Prevention
A new security reports view feature with statistics in Intrustion Prevention has been implemented.

Security report with statistics in User Timeline
A new security reports view feature with statistics in User Timeline has been implemented.

Log Search
A log search tool with advanced search capability has been implemented, enabling the administrator to add filters with any type of field detected 
automatically in the stored log.

Logger Manager
A new tool has been implemented to manage multiple logging devices, enabling the administrator to register, manage and have a global view of all 
Loggers.

Report Manager
A tool has been implemented to generate, manage and export reports. It also allows the administrator to customize the results by adding filters to 
correlate data.

Commands for Logger management
New commands were deployed on the CLI console to manage the Logger storage device.

Service for Loggers Monitor
A tool was deployed to monitor the status of the connection of all registered Loggers devices.

Manager Integration with BLOCKBIT UTM 1.4
Allows to manage the new BLOCKBIT UTM 1.4 settings.

Validation of conflicting and equivalent rules
A new feature to validate conflicting and equivalent rules in the policy package has been implemented.

Centralized distribution of update packages
A new feature to coordinate updates for multiple devices managed by GSM BLOCKBIT has been implemented.

Event filter by time
Allows to filter by time to search on Events.

Command to reset logs and reports
A new command has been implemented on the CLI interface to remove all logs and reports of the system.
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GSM - VIRTUAL APPLIANCE
Versions

VMware

KVM/Proxmox

Citrix/XenServer

VMware

Version CHECKSUM

GSM 2.4.2 87a6cf323ede17940566313f4ed3654a

GSM 2.4.1 00ccff0d29d59af7a15f366775e1a4c9

GSM 2.4.0 d60b3eaa3d4603beaa21de454e4da87c

GSM 2.3.0 bd7dc89f171372cb4b4a4bb5c5d898d2

GSM 2.2.2  cd616e8620131071de87004abe07abc6

GSM 2.2.1 d20d0138dfa4eb6002ac809e4ab72d9b

GSM 2.2.0 3701777a9e73abe90962e94fbacecaa0

GSM 2.1.1 d2f71ea790f34c3258739aaafaf6dd1a

GSM 2.1.0 a48f11fafbb06a48bc00d5ffde0abf59

GSM 2.0.13 b468b8977d4e90be6ac3b8c5756a46c9

GSM 2.0.12 dfaf25858d7115849732ab72348a83f1

GSM 2.0.11 27845ee784019ef7d8c7ae03e582229f

GSM 2.0.10 ed5f013e959a2e0900da62c02763a937

GSM 2.0.9 e09c470f15627a074a496ecf6e36e908

GSM 2.0.8 a96322139a658247b708380157a4443f

GSM 2.0.7 4e1fbcea70bce5aeb7dd9836bbaea729

GSM 2.0.6 592493910248e27ad5edd8b7ab73bdc9

GSM 2.0.5 7e943d35fd995872ebc57a3dc3f78b84

GSM 2.0.4 b6f8a3a75142b11e1c569d3332949770

GSM 2.0.3 bc80248799f9ea2bcc83c8771267852f

GSM 2.0 b867a0e707a71fcc28e9a74cfe350886

GSM 1.2.3 df014b2ef1573af90bdd171c9357ea7f

GSM 1.2.1 fa3577b472359acb8c97c91321ef1f97

GSM 1.1 88280df14573af6ce20537b109114dbe

KVM/Proxmox

Version CHECKSUM

GSM 2.4.2 809281f93a2a60378905ba4f7cb240b2

GSM 2.4.1 629a23d052b01a9ed0f8a0e12085fd64

GSM 2.4.0 28aa09d0f83ae539b8cc16c3171402d1

GSM 2.2.2 995809e0a409310195b8061aa6ebcfb0

GSM 2.2.1 db0f28b101487179ee9d3f6e4cab7863

GSM 2.2.0 d090dfc1137b635afca2714ef577cd6e

https://shlink.blockbit.com/CYc6q
https://s3.amazonaws.com/repo.blockbit.com/ova/2.4/2.4.1/GSM-2.4-2.4.1-374.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.4/GSM-2.4-2.4.0-191.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.3/GSM-2.3-2.3.0-431.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.2/2.2.2/GSM-2.2-2.2.2-351.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.2/GSM-2.2-2.2.1-179.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.2/GSM-2.2-2.2.0-221.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.1/GSM-2.1-2.1.1-194.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.1/GSM-2.1-2.1.0-477.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/2.0.13/GSM-2.0-2.0.13-373.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.12-150.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.11-210.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.10-96.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.9-23.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.8-172.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.7-69.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.6-82.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.5-224.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.4-56.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.3-22.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/GSM-1.2.3-600.ova
https://s3.amazonaws.com/updatesblockbit/ova/GSM-1.2.ova
https://s3.amazonaws.com/updatesblockbit/ova/GSM-1.1.ova
https://shlink.blockbit.com/1iFJT
https://s3.amazonaws.com/repo.blockbit.com/KVM/2.4.1/GSM-2.4-2.4.1.qcow2
https://s3.amazonaws.com/repo.blockbit.com/KVM/GSM-2.4-2.4.0.qcow2
https://s3.amazonaws.com/repo.blockbit.com/KVM/GSM-2.2-2.2.2.qcow2
https://s3.amazonaws.com/repo.blockbit.com/KVM/GSM-2.2-2.2.1.qcow2
https://s3.amazonaws.com/repo.blockbit.com/KVM/GSM-2.2-2.2.0.qcow2
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GSM 2.1.1 7da37bb54ec1d46cd0baad3e60c1bc4f

GSM 2.0.12 97c2b846305862bb5626e9a828307158

GSM 2.0.11 124f88954a830bb16c270f2d05388149

GSM 2.0.10 89bf6e8873418605b732ee5190bec90b

Citrix/XenServer

Version CHECKSUM

GSM 2.4.2 87a6cf323ede17940566313f4ed3654a

GSM 2.4.1 00ccff0d29d59af7a15f366775e1a4c9

GSM 2.4.0 d60b3eaa3d4603beaa21de454e4da87c

GSM 2.3.0 bd7dc89f171372cb4b4a4bb5c5d898d2

GSM 2.2.2 cd616e8620131071de87004abe07abc6

GSM 2.2.1 d20d0138dfa4eb6002ac809e4ab72d9b

GSM 2.2.0 3701777a9e73abe90962e94fbacecaa0

GSM 2.1.1 d2f71ea790f34c3258739aaafaf6dd1a

Back to top

https://s3.amazonaws.com/repo.blockbit.com/ova/2.1/GSM-2.1-2.1.1.qcow2
https://s3.amazonaws.com/repo.blockbit.com/KVM/GSM-2.0-2.0.12.qcow2
https://s3.amazonaws.com/repo.blockbit.com/KVM/GSM-2.0-2.0.11.qcow2
https://s3.amazonaws.com/repo.blockbit.com/ova/2.0/GSM-2.0-2.0.10.qcow2
https://shlink.blockbit.com/CYc6q
https://s3.amazonaws.com/repo.blockbit.com/ova/2.4/2.4.1/GSM-2.4-2.4.1-374.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.4/GSM-2.4-2.4.0-191.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.3/GSM-2.3-2.3.0-431.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.2/2.2.2/GSM-2.2-2.2.2-351.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.2/GSM-2.2-2.2.1-179.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.2/GSM-2.2-2.2.0-221.ova
https://s3.amazonaws.com/repo.blockbit.com/ova/2.1/GSM-2.1-2.1.1-194.ova
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GSM - INSTALLATION FILES
In this page are available the firmware files for the installation of the Blockbit GSM in physical appliances.

Version CHECKSUM

GSM 2.4.2 92b29901e008fe3da74d4c2f50fe8502

GSM 2.4.1 e2b3db0fb149bef7d938e2a887e2d6c3

GSM 2.4.0 8315ec2fb46c236138a7d46f2b03104f

GSM 2.3.0 e68afbfec938e938d9907cf71c3ac6a2

GSM 2.2.2  31242c80c68f9bc8157c067b54d984e5

GSM 2.2.1 7adefee66c97b8e56f2efe207d87a4b0

GSM 2.2.0 0a36e4b2c72e1b6e225cb2ffa98bbb82

GSM 2.1.1 e9ff46963393222e435dcc9844e766fd

GSM 2.1.0 dd02a87dca8bb536f6a0dd0ec74bad02

GSM 2.0.13 81e97bf11484f8d190a75d05a106b8a0

GSM 2.0.12 cfb06dd8351c3a0f0939609a275e6b0f

GSM 2.0.11 e3cdfbebb7587c7172e2054f0c68960f

GSM 2.0.10 cddc1af89bacc2daf685d535d291a762

GSM 2.0.9 5d3c773b65b7f0330978e76c7d2d00f7

GSM 2.0.8 fda15dac67d97c849af97df55dc75f4a

GSM 2.0.7 62399bc08034a76838ce54a819847991

GSM 2.0.6 a417a052cfa60e0148aa2162c00278e9

GSM 2.0.5 6e8addcbcdf5e4bca112d6b4040a0fd5

GSM 2.0.4 29ea5353fc3fb0a3b0ccb15659be64f6

GSM 2.0 f517753f9603d5bef0a0e3c63b0ed4f2

GSM 1.2.3 b232130d5b0cb1408bfba8b5bb0b681c

GSM 1.2 e4e1a8f87d5dbe1a7b2b4bc5336c38a7

GSM 1.1 fa4da0323641522e250dfe750c83111e

https://shlink.blockbit.com/l4ivh
https://s3.amazonaws.com/repo.blockbit.com/img/2.4/2.4.1/GSM-2.4-Install-firmware-2.4.1-374.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.4/GSM-2.4-Install-firmware-2.4.0-189.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.3/GSM-2.3-Install-firmware-2.3.0-431.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.2/GSM-2.2-Install-firmware-2.2.2-351.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.2/GSM-2.2-Install-firmware-2.2.1-179.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.2/GSM-2.2-Install-firmware-2.2.0-221.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.1/GSM-2.1-Install-firmware-2.1.1-194.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.1/GSM-2.1-Install-firmware-2.1.0-477.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.13-373.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.12-150.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.11-210.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.10-96.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.9-23.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.8-172.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.7-69.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.6-82.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.5-224.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0.4-56.img
https://s3.amazonaws.com/repo.blockbit.com/img/2.0/GSM-2.0-Install-firmware-2.0-2.0.img
https://s3.amazonaws.com/repo.blockbit.com/img/GSM-1.2.3-Install-firmware-1.0.6-560.img
https://s3.amazonaws.com/updatesblockbit/img/GSM-1.2-Install-firmware-1.0.5.img
https://s3.amazonaws.com/updatesblockbit/img/GSM-1.1-Install-firmware-1.0.5.img
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GSM - How to Upgrade Kernel
In this document we will cover the download and execution process of the kernel update installer on Blockbit GSM.

After reading and applying the steps in this tutorial you will be able to update your Blockbit GSM kernel easily and safely.

Requirements

It is important to perform the step-by-step mentioned in this guide, since the kernel update will not be performed automatically by GSM.

In addition, we ALWAYS recommend that a system BACKUP of the latest version be performed before any update or upgrade procedure is 
performed and that the generated file be saved in a safe place. For more information on how to generate a snapshot, see this  .page

In this guide, it will be necessary to execute a command to update the kernel manually through the CLI, for that, it will be necessary to have access to the 
.console

For more information on how to   or how to , refer to the Blockbit GSM manual.access via the console update your product

Contents

In this how to the following topics will be covered:

How to generate a Backup;
Console Access;
System Update;
Performing the kernel update;
System Reboot.

Initially we will analyze how to  .generate a Snapshot

https://docs.blockbit.com/display/RC/System+-+Aba+Backups
https://docs.blockbit.com/display/RC/ACESSO+AO+CONSOLE
https://docs.blockbit.com/display/RC/Updates+-+Update
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GSM - How to Upgrade Kernel - How to generate a Backup
Initially, log in to the interface, locate the Settings menu in the side menu on the left of the screen and click on the System option.

System option

The following window will be displayed:

System - General

Click on the   option located at the top right of the screen, the following window will be displayed:[ ]
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System - System BackupGeneral - 

System Settings – System Backup

To perform the backup, it is necessary to create a secure key. It must contain at least eight characters with uppercase and lowercase letters, 
numbers and special characters. Without this key, it is not possible to restore the backup.

This screen displays two options: “Key” and “Confirm Key”;
: Key Insert the encryption key that protects the backup;

: Confirm Key Confirm the encryption key;

Clicking the   button will display the screen for selecting the location and name of the backup file of Blockbit GSM. Choose  [ ]Save
your preferred location and folder to save it.

Backup was successful.

ATTENTION: Performing this backup is essential to ensure the integrity of your data. After taking the snapshot, store it in a safe place.
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After performing the steps previously mentioned, the backup will have been successfully generated.

Next, we'll look at .how to access the console



49

1.  

2.  

GSM - How to Upgrade Kernel - Console Access
Blockbit GSM provides a Command Line Interface (CLI) console feature, which allows the administrator to execute administrative and troubleshooting 
commands for the main system services. To perform the configuration, you need an SSH client and Console. The minimum recommended applications are:

PUTTY;
CygWin;
Mobaxterm.

Below we will present step by step how to access the Blockbit UTM CLI console:

Check that the access device has a recommended SSH client already installed. In this case, we will exemplify the process using the “PUTTY” 
application;
Access the SSH console and fill in the fields:

Host Name (or IP Address): Enter the IP address of the Blockbit UTM. Ex.: 172.16.102.136;

PuTTY Configuration

Click on the “Open” button.

3. The console will be displayed, prompting for a username and password;

In "login as:" type the user "admin" and press "Enter".

The image below shows the commands of the main system services.



50

Blockbit UTM – Command Line Interface

For more information on how to access via the console, refer to this   of the Blockbit GSM manual.page

As a backup of the system settings has already been made (if you have not already done this, see this ) the next step will be to turn off the page secondary 
.interface and update the system

https://docs.blockbit.com/display/RC/GSM+-+CLI+-+LINHA+DE+COMANDOS
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GSM - How to Upgrade Kernel - System Update
Before updating the kernel, it will be necessary to purchase the packages related to UTM 2.0.8, to do so, access the Primary Cluster console and enter the 
command  :[ ]update-gsm

ATTENTION: We ALWAYS recommend that a FULL BACKUP of the latest system version and reports be made before any update or upgrade 
procedure is performed and that the files are saved in a safe place.
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Command Line Interface – update-gsm

To confirm that the system has been updated, use the command .[show-version]
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Command Line Interface – show-version

After installing the update previously mentioned, .we will now update your UTM kernel

Before updating the kernel, it will be necessary to purchase the packages related to UTM 2.0.8, to do so, access the Primary Cluster console and enter the 
command :[update-gsm]

ATTENTION: We ALWAYS recommend that a FULL BACKUP of the latest system version and reports be made before any update or upgrade 
procedure is performed and that the files are saved in a safe place.
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Command Line Interface – update-gsm

To confirm that the system has been updated, use the command  .[show-version]
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Command Line Interface – show-version

After installing the update previously mentioned, we will now .update your UTM kernel
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GSM - How to Upgrade Kernel - Performing the Kernel 
Upgrade
Access the GSM console to enter the system, in this step we will upgrade the system to the most current version, this step will also install the Kernel.

ATTENTION: It is worth emphasizing again that it is recommended to ALWAYS do a FULL BACKUP of the latest version of the system and the 
reports before executing any update or upgrade procedure and that the files are saved in a safe place..

Note that the upgrade process interferes with the interfaces configured in standalone loggers. For more information about the upgrade-blockbit 
command, see this  .page

ATTENTION: At the end of the execution of this command, it will be necessary to restart your UTM.

To avoid interruptions due to a network outage, it is suggested that the upgrade process be done directly through the appliance's console.

In the CLI of the Primary Cluster run the command   as shown below.[upgrade-blockbit]

Command Line Interface – upgrade-blockbit

https://docs.blockbit.com/pages/viewpage.action?pageId=26828015
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When the installation is finished, the kernel update will have already been carried out successfully, however just as the command itself displays on the 
screen, it will be necessary to restart the system.

After the machine boots, check that the kernel has been updated to version 5.8 and the system has been updated to version 2.1;

To check the system version, run the command  :[show-version]

Command Line Interface – show-version

When the installation is finished, the kernel update will have already been carried out successfully, however just as the command itself displays on the 
screen, it will be necessary to .restart the system
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GSM - How to Upgrade Kernel - Resetting the GSM
Finally, to complete the upgrade, run the   command to reboot the system.[reboot]

Command Line Interface – reboot

After the system reboots, the kernel update will have been successfully completed and the Blockbit GSM will be ready for normal use.

ATTENTION: If the device loses connection during the Kernel upgrade process or if there is another type of failure, run the   [upgrade-blockbit]
command again.

This concludes the installation of the Kernel, for more in-depth information about the system features, access the .Blockbit GSM administrator's guide

https://docs.blockbit.com/display/RC/Blockbit+GSM+-+Guia+do+Administrador
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GSM - REVISIONS' HISTORY
Document Version Control

DATE DESCRIPTION OF THE CHANGES

01/06/2017  Initial Release.

17/10/2018  Addition of content and revision.

22/02/2019  Update to the GSM 1.2.1 version.

17/01/2020  Update to the GSM 2.0 version.

22/06/2020  Update to the GSM 2.0.4 version.

04/09/2020  Update to the GSM 2.0.5 version.

04/11/2020  Update to the GSM 2.0.6 version.

14/12/2020  Update to the GSM 2.0.7 version.

14/12/2020  Update to the GSM 2.0.8 version.

17/05/2021  Update to the GSM 2.0.9 version.

23/08/2021  Update to the GSM 2.0.10 version.

24/08/2021  Update to the GSM 2.0.11 version.

30/05/2022  Update to the GSM 2.0.12 version.

02/08/2022  Update to the GSM 2.0.13 version.

25/03/2021  Update to the GSM 2.1.0 version.

23/08/2021  Update to the GSM 2.1.1 version.

22/09/2021  Update to the GSM 2.2.0 version.

30/05/2022  Update to the GSM 2.2.1 version.

02/08/2022  Update to the GSM 2.2.2 version.

31/10/2022  Update to the GSM 2.3.0 version.

27/02/2023  Update to the GSM 2.4.0 version.
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GSM - INTRODUCTION
Thank you for choosing Blockbit GSM.

This Administrator's Guide provides instructions on how to install, configure, and use Blockbit GSM. Once you reach the end of this Guide, you will be able 
to use all the features and resources of Blockbit GSM.

Global Security Management has been developed to manage multiple solutions for Blockbit. Through it, you can manage Device Profiles, Inventory 
Management and Automation, Monitoring and many other solutions. This will be detailed further in this document.   

The benefits your company will have by using Blockbit GSM are various: Time savings, reduction of costs, reduction of configuration errors, 
standardization of security policies and consequently a drastic reduction of threats and cyber-attacks, one of its biggest advantages: It's because it does 
not restrict the number of managed devices. For a better understanding, here's an example: Assuming you are a network administrator of 1,000 stores and 
you need to block access to a particular social network domain for each store, without Blockbit GSM it will be necessary to configure each store's Firewall 
to perform the lock. However, with Blockbit GSM it is possible to lock all stores at the same time, just make the proper configuration on Blockbit GSM and 
perform deploy to all stores, simple, fast and effective.

In addition, Blockbit GSM provides greater control to the administrator by allowing the installation of loggers, which enables a holistic view of the network 
and its users through widgets, graphs, events, and reporting.

Blockbit GSM delivers complete flexibility, standardization and protection for your business through a simplified, fast, easy-to-configure and uncomplicated 
platform, giving the network administrator a complete view of your business's security management. Blockbit GSM meet the needs of small, medium and 
large companies.
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Resources – Blockbit GSM
Device Grouping: This feature provides the possibility to group devices according to your needs, which causes considerable ease in the process 
of installing the configurations;
Role Based Administration: Its main idea is to enable the control of several users, monitor their permissions for devices and granularity;
Device Template-based Configuration: Templates are a set of general Blockbit UTM device configurations, consisting of System, 
Authentication, Firewall, Web Cache, Web Filter, Antimalware, IPS, ATP, Traffic Shaping, SD-WAN, and DNS, so you can initialize the devices 
using the global settings quickly, practically and without errors, reducing TCO (total cost of ownership), maximizing IT staff performance and 
avoiding any possible configuration errors;
Centralized User Management: This feature provides the administrator with the ability to design policies based on authenticated users and 
groups;
Policy Template-based Management: Enables the creation of policies and policy groups to control device access protected networks, quickly, 
easily, and without error;
Workflow for Audit and Deployment Control: Blockbit GSM was developed with change management in mind, and all configurations are 
forwarded for approval to a previously selected auditor, allowing: Receiving and registering installation requests for configuration packages, 
evaluating the implications, costs, benefits and risks of proposed changes, justify and approve changes and scheduling of facilities;
VPN Community Management: Build VPN communities - Virtual Private Network on Blockbit GSM. These settings allow secure, fast and 
encrypted communication between devices.

Blockbit GSM was developed through an Architecture based on ease of use and understanding, to minimize errors and give a complete view of 
management to the system administrators.
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Features – Blockbit GSM
Policy Manager: In just one configuration interface, easily group security policies by the device, organizational unit, threat types, or controls. It is 
possible to integrate several resources into a single policy, such as WEB Category, Application Control, Bandwidth Control, Multiple Services, 
QoS - Quality of Service, Time and Traffic Quota, Link Selection and Redundancy, and Virus and Malware Control;
Policy Template: Enables the creation of groups of policies allowing the reuse of other groups already created on the Policy Manager screen, 
gaining agility and practicality;
Device Manager: Organize your devices by "Firmware" version, geographic region, administrative users, clients or organizational units, 
facilitating network management;
Device Communities: Set VPN scopes settings and security parameters and easily distribute between devices;
Device Templates: Define global system settings in a global way among Device Templates;
Deploys Panel: Track and manage the installations of the GSM configuration packages on the managed devices.Blockbit 
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Environment check for Blockbit GSM Installation
To perform Blockbit GSM installation its necessary to familiarize with Blockbit solutions, this guide is primarily intended to provide you with information 
about setting up and managing Blockbit GSM.

Before proceeding with the installation, check the installation requirements.

Remember that we offer full support through our partners and service channels, who will be delighted to assist you.
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Installation requirements
Ensure that communication with the internet is active, as the licensing, system upgrade and database processes require an internet connection.

Minimum requirements for installing Manager:

Processing: Quad Core (BB 1000);
Memory: 16 GB RAM;
Storage: 128GB;
Virtualization platform: VMware, XenServer or KVM.

Minimum requirements for installing Remote Analyzer:

Processing: Octa Core (BB 1000);
Memory: 32GB RAM;
Storage 1: 128 GB;
Storage 2: 256 GB (desirable Raid w / SSD or SAS disks);
Virtualization platform: VMware, XenServer or KVM.

Minimum requirements for installing the GSM + Internal Analyzer:

Processing: Octa Core (BB 2000);
Memory: 32GB RAM (evaluate increase as per project);
Storage 1: 128 GB;
Storage 2: 256 GB (desirable Raid w / SSD or SAS disks);
Virtualization platform: VMware, XenServer, KVM or .ProxMox
Public cloud platforms:  AWS, Azure, Oracle, Google and IBM.

To perform the installation and configuration you need an SSH client, serial console, and a web browser. Here are the recommended minimum 
applications:

Web Browser:

Mozilla Firefox version 45;
Google Chrome version 51;
Microsoft Internet Explorer 9.

Remote Access (SSH and Console):

PUTTY;
CygWin;
Mobaxterm.
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About this Administrator Guide
This Guide has been developed especially for your administrator. All sections have been structured to make the installation process easy and fast. The 
whole step by step is presented with examples, making it easier to understand and clarify doubts.

Throughout the guide, you can find some icons followed by text. They are intended to alert you to an important note or note about that section.

Let's learn more about these icons:

Alert: Indicates notes or instructions that you should be followed with extra attention during the GSM installation process:Blockbit 

Example of a alert message.

Alert

CLI - Command Line Interface: Also known as Shell, refers to the commands that must be entered, next to this symbol will be the command to 
be entered:

Command Line

Example of a command line.

CLI – Command Line Interface

Tip: Refers to suggestions that make the Blockbit GSM installation process easier.

Example of a hint message.

Tip

Note: Refers to notes or notes that are intended to assist the Blockbit GSM installation process:

Example of a note message.

Note

Information: Refers to additional information regarding Blockbit GSM:

Example of an information message.

Information
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ARCHITECTURE – BLOCKBIT GSM
This section will introduce the Blockbit GSM Architecture.

Architecture is presented by a set of layers of components that integrated, define the technical aspects of the services offered by the system.

Platform

To understand Architecture, you need to understand the purpose of Blockbit GSM and how the devices communicate.

Blockbit GSM (Global Security Management) is designed to manage multiple Blockbit solutions. When connecting a Blockbit UTM device to the Blockbit 
GSM, creates a secure Tunnel is established using encrypted communication, allowing the application of the generated configurations.

All settings applied through Blockbit GSM are generated in file packages and are exported and implemented in Blockbit UTM.

Architecture – Blockbit GSM platform

Architecture

The architecture of Blockbit GSM has been developed so that the system simplifies the centralized management of devices.

Blockbit GSM – Architecture.
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The architecture is divided into the following component:

Frontend;
Backend;
Data storage;
Operational system.

More details about these components will be shown below:

Architecture – Frontend

The frontend is the development layer that provides the web interface and system controls. With Frontend capabilities, you can access any kind of 
information and execute configuration commands on the GSM services.Blockbit 

Frontend layer interfaces ensure that the end user does not have direct access to the other components available in other layers of the System 
Architecture.

The system is designed to offer two types of interface in the Frontend: Manager and Console layer:

Manager: This is a Web application for device administration. It is through it that the administrator defines all the system configuration parameters 
and manages the configuration packages that will be installed on the remote devices;
Console: Console: Administrative command line interface used for troubleshooting on the GSM device. This Frontend interface can be Blockbit 
accessed through an SSH terminal connection.

Architecture – Backend

The backend is the development layer that provides the commands and programs that apply the settings requested through the Frontend interfaces to 
centralized management services and the Operating System.

Due to the system's modular feature using services that are independent of each other, information between the Frontend and Backend features is carried 
through two encrypted and key-authenticated paths: Database or SSH Connection.

ApplyScripts: The main function of AppleScript is to read the configuration parameters stored in the database and rewrite these settings in the 
services and operating system;
Deployer: This is the service responsible for installing the configuration packages generated through the Manager on the remote devices. 
Deployer is a Backend application that uses the public API implemented in UTM;Blockbit 
Collectors: These are Backend services that use the UTM API to synchronize device information. Information such as License, Users, Blockbit 
Network Cards, etc.

Data Storage

The data warehouse layer is the middle tier that provides the capabilities for storing and transferring information between the Frontend and Backend 
components. It is through the database system that Frontend writes system settings and parameters to be applied to the Backend and Operating System 
components.

Operating System

The GSM Operating System is also maintained by the research and development team, where the open source tools packages used to Blockbit  Blockbit 
implement the services are available.

To simplify compatibility with the Appliances and ensure a good performance in the execution of the services, GSM runs on a Linux Kernel Blockbit 
Operating System based on Intel x86 Architecture.
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INSTALLATION – BLOCKBIT GSM
This section will introduce the step-by-step installation of the GSM.Blockbit 

Blockbit GSM is only available in Virtual Machines compatible with the following solutions: VMware, XenServer and KVM.

To install GSM follow the guidelines below.Blockbit 

;Importing Virtual Machine
.Start the Virtual Machine – First Access

https://docs.blockbit.com/display/TER/GSM+-+Importing+Virtual+Machine?src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=6293703&src=contextnavpagetreemode
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GSM - Importing Virtual Machine
Download the Open Virtual Appliance (OVA) from UTM, which can be requested through the Trial registration at our website: Blockbit  http://www.blockbit.

.com

We will demonstrate the installation using VMware ESXi 6.5.0 software as an example:

1. Connect to the Internet, using the browser of your choice, and access the VMware ESXi management console on the VMware Host Client;

2. Fill in the fields with the following information:

User name: User registered in VMware;
Password: User password;

Login VMware.

Click on “ ”.Log in

3. Click on “ ”;Create/Register VM

Console VMware.

http://www.blockbit.com/
http://www.blockbit.com/
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4. Select the option “Deploy a virtual machine from an OVF or OVA file”;

Select creation type.

Click on “ ”.Next

5. Select the Blockbit UTM image you have download at our website. Fill in the following field:

:Enter a name for the virtual machine  Enter the machine`s name. E.g.: GSM;Blockbit 

Select OVF and VMDK files.
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Click on “Next”.

6. Select the datastore in which to store the configuration and disk files. E.g.: datastore1

Select Storage.

Click on “Next”;

7. Wait until the OVA is completely uploaded. During this process, the following message will be displayed: “Extracting OVA, this could take some time...”;

Select storage – “ ...”.Extracting OVA, this could take some time

8. Set the virtual machine configuration:

Network mappings: select a suitable network mode for your environment. : Bridged mode;
Disk provisioning: select the option of your choice. Ex.: Thin;
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Thick Disk: a type of discs fully allocated in the data store, i.e., if you create a Thick disk with 20GB, it will occupy 20GB of your data store;
Thin Disk: a type of disk that allocates only the space that is written by the operating system of the virtual machine. For instance, if you create a 
20GB disk for a VM, it will initially occupy only a few KB / MB in the data store, however, by the time you start writing data to it through the 
operating system, its size can reach up to limit of 20GB.

For more information, see the VMware manual. In this example, we will use the disk provisioning type "Thin".

Deployment options

Click on “Next”.

9. Review these setting before finishing the upload wizard;
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Ready to complete.

Clique no botão “ ”.Finish

The import has completed, just click on the "Power on" Button to start the virtual machine and proceed to install the Blockbit GSM.
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1.  
2.  

Start the Virtual Machine – First Access
When you start the virtual machine for the first time, the following screen will be displayed:

Starting GSM for the first timeBlockbit 

There is no need to perform any steps, just wait until the login screen is displayed.

Login screen - Blockbit GSM

You will now need to configure IP. To configure IP, perform the following steps:

Localhost login: Log in via the CLI console, using the default credentials, as follows: User "admin" and password "admin";
Change GSM IP address.Blockbit 

The default IP address of GSM is 192.168.1.1. In this guide, we will use the IP address 172.16.102.235 as an example. If you want to Blockbit 
change, follow the steps below:

Configuration details:

IP: 172.16.102.235 255.255.254.0 Mask: 

Default route: 172.16.102.1

 

Enter the following commands:

ifconfig eth0 172.16.102.235/23 up
route add default gw 172.16.102.1 dev eth0

After performing this procedure, the IP address has changed.
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To ensure greater security to the environment we will carry out the change of the default password procedure.

It is highly recommended to change the default password of the console "admin" user. To change the default password, you must create a strong 
password. This password must contain at least 8 characters with letters uppercase and lowercase letters, numbers, and special characters.

 

To change the password, enter the following command:

Type in the command "passwd" and press “Enter”.
Type in the current password and press “Enter”.
Type in the new password twice.

By completing this process, the password will be updated.
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1.  
2.  

CONFIGURING THE EXCEPTION
This section will present how to perform the exception configuration in the web browsers: Google Chrome, Mozilla Firefox and Microsoft Internet Explorer.

When performing the first access to the GSM Web Interface, it is normal for browsers to display a security alert stating a certificate error. This is Blockbit 
because the browser does not recognize any certification authority that validates access to this page as trusted. Therefore, it is necessary to perform the 
exception configuration in the web browser. Follow the steps below:

1. To access the web interface, use a recommended browser;

2. Connect to the internet browser and access the address: . If you have changed the IP address, use the changed IP.https://192.168.1.1

In case the Browser issues a , follow the recommendations below.SECURITY ALERT

Each Browser has its procedure to add a connection to the exception list to be recognized as trusted. The guidelines on how to perform this procedure are 
as follow.

Google Chrome exception configuration

To configure Google Chrome exception follow the steps below:

Click on “Hide Advanced”;
Click on the “Proceed to 172.16.13.202 (unsafe)” button to accept this page as trusted.

Chrome Exception – “Proceed to 172.16.32.212 (unsafe)”

Google Chrome exception configuration has been performed successfully.

Mozilla Firefox exception configuration

To configure the exception in Mozilla Firefox, follow these steps:

https://192.168.1.1
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1.  
2.  

Click on “Advanced”;
Click on “Add Exception...”;

Mozilla Firefox Exception – Your connection is not secure

3. Click on “Confirm Security Exception”.
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1.  

Mozilla Firefox Exception – Confirm Security Exception

Mozilla Firefox exception configuration has been performed successfully.

Microsoft Internet Explorer exception configuration

To configure Microsoft Internet Explorer, follow the steps below:

Click on “Continue to this web site (not recommended)”.

Microsoft Internet Explorer Exception – There is a problem with this website’s security certificate.
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Microsoft Internet Explorer exception configuration has been performed successfully.
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1.  

1.  

GSM - INSTALLATION WIZARD
This section will guide you on how to configure the GSM Installation Wizard.Blockbit 

To perform the installation of the Installation Wizard, four steps are required: Accept License, System Settings, Network Settings, and Administration. 
Follow the guidelines below.

Language Selection

You can select the language of your choice (English US or Portuguese BR). The default language is "English US". To change the language, follow the 
steps below:

Click on the upper right corner "English US" and choose the desired language;

Installation Wizard – Language Selection

When you set the language, your interface will be updated with the chosen language.

Installation process

The following is an step by step example of the wizard installation:

Accept License: Displays the terms of use of GSM. Read the term and select the checkbox: "Accept terms of use";Blockbit 

Installation Wizard – Accept License.

Click the   button.Next[ ]
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2.  Fill in the fields with the following information:System Settings:

Hostname: Enter the hostname according to the FQDN - Fully Qualified Domain Name. E.g.: GSM;
Domain: Network domain. E.g.: ;blockbit.com
Timezone: Select the timezone in which your company is located. E.g.: America/Sao_Paulo;
Language: Select the default language. E.g.: English.

Installation Wizard – .System Settings

Click the   button to proceed or   to return to the previous menu.Next[ ] Previous[ ]

3. Fill in and set the following fields:: Network Settings

Interface: Select the network interface you wish to configure. E.g.: eth0;
IP Address: Set the appropriate IP address for your network. E.g.: 172.16.102.235;
Netmask: Set the network mask. E.g.: 255.255.254.0;
Gateway: Set default network route. E.g.: 176.16.102.1;
DNS Server 1: Set the primary network or internet DNS server. E.g.: 176.16.102.161;
DNS Server 2: Set the secondary network or internet DNS server. E.g.: Google Secondary DNS 8.8.4.4;
NTP Server 1: Set the primary Network Time Protocol. E.g.: ;a.ntp.br
NTP Server 2: Set the secondary Network Time Protocol. E.g.: b.ntp.br.

http://blockbit.com
http://a.ntp.br
http://b.ntp.br
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Installation Wizard – .Network Settings

It is imperative that Blockbit GSM and Blockbit UTM be synchronized by the same NTP server.

Click the   button to proceed or   to return to the previous menu.Next[ ] Previous[ ]

4. Fill in the following field information:Administration: 

Name: Enter the administrator’s name. E.g.: admin;
Email: Enter the administrator's email. This email will be used as login on Blockbit GSM. E.g.: ;admin@blockbit.com
Password: Enter a password that is at least eight characters long. The password must contain uppercase, lowercase letters, and special 
characters;
Confirm Password: Confirm the password provided in the previous step.

mailto:admin@blockbit.com
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Installation Wizard – Administration

The administrator's email will be used as the login for Blockbit GSM.

Click the   button to finalize the procedure or in   to return to the previous menu.[ ]Save Previous[ ]

Once the steps above are finished the installation has been completed successfully.
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GSM - NETWORK ENVIRONMENTS
This section will display an example network environment using GSM Blockbit.

To better contextualize this Administrator's Guide, we will use a fictitious topology, but very common among the likely environments that must implement 
the Blockbit GSM.

Blockbit GSM focuses on environments with many , that is, large environments remotely connected, but with similarities between remote points, capillarities
thus reducing the Total Cost of Ownership (TCO) of managing the solution and maximizing ROI - Return on Investment from the company.

The network topology below is a suggested deployment of Blockbit solutions for the Blockbit UTM and Blockbit GSM products:

Network Topology

In this example we will be using the following IP address table:

IP addressing

Name External IP Address Internal/protected network Blockbit GSM group

Cluster Head Office 172.16.102.220 192.168.220.0/24 Head Office

Branch Office 172.16.102.221 192.168.221.0/24 Branch Office

Store 1 172.16.102.222 192.168.222.0/24 Stores

Store 2 172.16.102.223 192.168.223.0/24 Stores

Store 3 172.16.102.224 192.168.224.0/24 Stores

Webfilter 1 172.16.102.225 192.168.220.0/24 Pool Web Filters

Webfilter 2 172.16.102.226 192.168.220.0/24 Pool Web Filters

Webfilter 3 172.16.102.227 192.168.220.0/24 Pool Web Filters
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In the following image we have the management view with focus on Blockbit GSM, in which it communicates with all Blockbit UTM devices, which are 
grouped in 4 groups: Head Office, Branch Office, Pool Web Filters and Stores.

Management Vision

With this grouping, you can apply the customized settings and policies for each of the groups according to your needs.
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GSM - NOTIFICATIONS VIA SNMP
GSM has the ability to configure the system for sending notifications by SNMP trap. Unlike an SNMP data collection service, a “Trap” is a notification 
service initiated by the monitored server, this initiates the communication and delivery of alerts to the remote SNMP server. The service supports 
communication with the SNMP v1, SNMP v2 and SNMP v3 protocols.

In GSM, the SNMP configuration is all done through the console command  .[enable-snmp]

Below we will detail a little about the differences between the versions of the SNMP protocol.

SNMP v1

The first version of SNMP has an extremely fragile authentication scheme, its only security mechanism being "community names". These represent a 
management group with specific permissions, that is, the assignment of the rights to use the SET and GET instructions on a given parameter to members 
of this community. The storage of these names is local, that is, each agent that implements SNMP must register the permissions given to each 
management community that can make use of its parameters.

It is important to note that permissions are given to a particular community, not specific management stations, in fact, there is no listing of members of a 
community.

The "authentication" of an NMS “Network Management Station” is done through the declaration, sent in text format, of the name of the community to which 
it belongs. The NMS, therefore, must maintain a list of the relevant community names for each agent in the network. To simplify the management task, 
there is a tendency to maintain a certain uniformity in the management groups registered in the various entities of the network, but this is not mandatory.

The main flaw of this security model lies in the fact that anyone who knows the community name with the appropriate privileges can send an SNMP 
command over the network. To make matters worse, as there is no privacy in SNMPv1, information about community names is sent in text form and 
without encryption in UDP messages that travel over the network, it is extremely simple for an attacker to intercept these names and relate them to 
stations which are destined.

Given this total insecurity generated by the combination of the lack of privacy with the simple and decentralized authentication model, almost all 
implementations of this version of SNMP in production systems disable the SET instruction, and restrict the parameters accessible by the GET instructions 
to non-confidential information. This attitude greatly limits the functionality of the protocol, but at the same time guarantees security in environments where 
it is essential.

SNMP v2

Originally, a reform of the SNMP security model was part of the goals in creating the second version of the protocol. SNMPv2 (RFC 1901, 1996) emerged 
to address some of the shortcomings of SNMPv1.

Added at least two new functions:

Get-bulk-request: Access to large blocks of information in MIBs;
Inform- : Allows a manager to send relevant information directly to other managers;request
Among the novelties of SNMPv2, we highlight:

Management of decentralized networks, allowing the existence of more than one management station and, consequently, the exchange 
of information between them;
Possibility of transferring large blocks of information;
Introduction of 64-bit counters, enabling better monitoring of variables that reach their limits quickly with 32-bit counters;
Improvement in error handling of variables, defining the status of success or error of the operation for each variable of the PDU and no 
longer for the PDU. Thus, if one variable contains an error, the others will not be sacrificed, and the variable field in which the problem 
occurred is filled with an error code.

The final version of the protocol that was standardized was version 2c, which despite introducing new features such as the “GetBulkRequest” instruction, 
did not make any changes to the protocol's security model and the model based on community names remained.

SNMP v3

This version of the protocol had as its main focus the improvement of security offered by previous versions of the SNMP protocol. Mechanisms have been 
developed to deal with each of the security flaws discussed so far. In this way, it became possible to use the full potential of the protocol, including the SET 
instructions, without compromising the security of the network. The new security model guarantees confidentiality, integrity, authentication and access 
control.

Generally speaking, the effective PDU that carries the SNMP instruction (either SNMPv1 or SNMPv2) is encapsulated in an SNMPv3 PDU. Esta operação 
provê as funções relacionadas à segurança no nível de processamento de mensagens. For this communication to be effective, both the management 
station and the agents must be using the same SNMP engine.

The two main modules of the SNMPv3 security model are the User-based Security Model (USM) and the View-based Access Control Model (VACM). The 
USM is in charge of authenticating, encrypting and decrypting SNMP packets, while the VACM is in charge of managing access to data in MIBs.

To send notifications via SNMP Trap, access the panel shown below and configure according to the fields of the interface and configuration parameters of 
the remote SNMP server and the version of the protocol in use.

For more information about the configuration, visit the   page where the console command is further detailed.[enable-snmp]

For more information on Zabbix, click .here

https://docs.blockbit.com/pages/viewpage.action?pageId=26834915
https://docs.blockbit.com/pages/viewpage.action?pageId=26834915
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GSM - Zabbix
Zabbix is an open source monitoring system that allows real-time monitoring of network resources. It allows you to determine thresholds to trigger events, 
which in addition to enabling the creation of a base of customized alerts by the user, facilitates the visualization and monitoring of the network 
infrastructure through the use of graphs and diagrams that are built in real time, enabling including the creation of customized graphics joining several 
items in a single diagram.

The system works by collecting data from monitored devices at configured intervals through proxy agents or the server and monitors the network 
infrastructure, running availability and performance tests, using the triggers determined by the user and comparing the results with the system's backend 
database.

Zabbix contains a very extensive range of graphical visualization generating high-level reports, history, network maps and various types of monitoring 
graphs created in real time based on the settings created by the user, in addition to allowing the inclusion of customized diagrams of according to the 
specific demands of the user's infrastructure.

Below, some examples of the resources available in Zabbix:

Zabbix - Dashboard
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Zabbix - Overview
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Zabbix - Screens

Zabbix - Disk space usage

Zabbix - Used memory

Zabbix - Network Traffic
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Zabbix - CPU Utilization

Zabbix - Traffic on interface eth0
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Zabbix - Network Map

Zabbix Template

Among other resources, Zabbix also allows the use of templates to unify devices that use the same configurations, Blockbit provides the Zabbix template 
in XML format.

To download click this link:  .Zabbix Template

It is also possible to access the Resource Center home page, click on "UTM - Unified Threat Management", enter "Downloads" and download it by clicking 
on "Zabbix Template".

https://s3.amazonaws.com/repo.blockbit.com/misc/zbx_export_templates_BLOCKBIT.zip
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Link to the Zabbix Template at the Resource Center PT / BR

If you need further instructions on how to use this template, consult the .official Zabbix documentation

For more information on SNMP Notifications, visit this .page

For more information about the configuration, visit the   page where the console command is detailed in more depth.[enable-snmp]

https://www.zabbix.com/documentation
https://docs.blockbit.com/pages/viewpage.action?pageId=26834915
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GSM - WEB INTERFACE
This section will demonstrate how to access the GSM Web Interface.Blockbit 

The  has a modern interface, easy to use and responsive, that is, it is able to fit the screen of any device used for access (tablets, Blockbit GSM
smartphones, notebook, etc.). This ensures agility and ease for your company and can be accessed at any time and place.

To access the Blockbit GSM Web Interface, follow the guidelines.

Accessing the Web Interface – GSMBlockbit 

To access the web interface, use a recommended browser.

1. Connect to the web browser and access the address: . If you have changed the IP address, access the new one;https://192.168.1.1

2. Access the configured IP. Ex.: ;https://172.16.102.235

3. Enter the following information:

User: Registered email. E.g.: ;admin@blockbit.com
Password: User’s password;
English: Select the interface language. The available options are Portuguese and English.

Login Screen – System Administration.

Click on “Login” to access the Web interface.

https://192.168.1.1
https://172.16.102.235
mailto:admin@blockbit.com
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4. This is the main screen of GSM, also known as “Device Manager”.Blockbit 

Device Manager

In the next chapter, all buttons and menus will be explained.
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GSM - BASIC OPERATION
Blockbit GSM is composed of some basic features that are available on several different panels, so as to make it easy to use them, here is a basic guide 
on how to use these features:

Search Bar

The search bar is located at the top of the panels and makes it possible to locate specific items.

Search Bar

In the  displayed in front of the search bar, the amount of records found by the search or present before searching is records area[ ]
displayed.

To remove the keywords entered in the search bar, click the   button; if the search bar is blank, click the   button to return to the home [ ] [ ]search
screen.

To perform the search, add the desired keyword and click the  button.[ ]search  

Actions menu

The action menu is allocated at the top right of panels and windows:

Actions menu button

Clicking this button displays a menu with a set of contextual options for the panel where it is located, for example:
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Actions menu

Number of Results

At the bottom of the screen, you can select how many results to display per page, with a minimum of 10 and a maximum of 40 items per page.

Number of Results

Finally, about the navigation, the “Change Pages” buttons allow the user to navigate between pages.

Change pages
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GSM - USER PROFILE MENU
The User profile menu is located in the upper right corner of the screen. To access just click the icon.user[ ] 

In the screen below the User profile menu appears with the name "admin", this is due to the name registered in the "Name" item in the Installation 
.Wizard chapter

User profile menu

The User profile menu consists of the options:

Profile;
Logout.

It will be explained in detail next.
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User Profile Menu - Profile
In the "Profile" option you can edit the user profile information. To access it, follow these steps:

1.  At the right upper corner of the screen, click on “Profile”;

User menu – Profile

2. Modify the profiles changes to the profile. This screen contains the following information:

Name: Enter the registered username;
Email: Enter the registered user's email. This field is used to login to the Blockbit GSM;

User Menu – Edit Profile
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3. To change the password information, click  :Change Password[ ]

Password: Enter the new password;
Confirm Password: Confirm the password provided in the previous step.

Edit Profile – Password change

To exit this window, simply click on  , or on the  .[ ]Cancel [ ] at the top right of the screen to return to the previous window

Click the   button to save changes, the system will update and prompt you to Login again.[ ]Save
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User Profile Menu – Logout
You can leave the system at any time. Just click on the "Log Out" button.

Logout

This will take the user back to the “Login” page.
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GSM - DEPLOYS PANEL
This section will demonstrate how to track and manage the GSM configuration packages installations on managed devices. These packages, Blockbit 
when requested to install, are called DEPLOYS.

To access the Deploys Panel, click on the button located at the top right of the screen, next to the user’s menu:

“ ” buttonDeploys Panel

A screen will appear listing the deploy. To access the screen with filters, click on one of the four options: deploy(s) accept, deploy(s) running, deploy(s) 
pending and deploy(s) with an error. A new tab will open in the browser with the selected filter. If you want to access the screen without a filter, click on the 
"Deploys Panel" button.

Deploys Panel – List

To open Deploys Panel, select the option   [ ]  from the list. The following screen will appear:
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Deploys

The Deploys screen consists of a progress panel at the top of the screen, a search tool bar, and a six-column task list:

;Package
;Auditor

;Scheduled
;Progress

;Status
.Action

Next we will analyze the  on this panel.Search bar and Filters
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Deploys Panel - Search and Filters
To find a specific Deploy, there is a search bar divided into: “ ”, “ ”, “ ”, “ ”, ” ” and the “ ” button.Scheduled Owner Auditor Status Package Search

In this session, we will analyze the operation of the Deploys search system.

Deploys Panel – Deploys Search.

From left to right, we have:

: Scheduled Filters by start or end date/time, referring to the date when the Deploy was scheduled;
: Owner Filters by the user who created the Deploy;
: Auditor Filtered by the auditor who approved the Deploy;

: Status Filter by Deploy status, which can be of the following: Success, Accept, Running, Pending, Error or Canceled;
: Package Filters by Deploy type, which can be: Policy Package, Device Template or Device Community.

To perform the search, click the button. [ ] search
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Deploys Panel – Deploys List
In the deploy list, all the created deploys in the system are displayed.

Deploys Panel – Deploy List

The deploys system has a business rule that consists of the following premises:

The deploy list is always sorted by date of creation and in the descending order;
The status of a deploy is classified as:

[Pending ]: Package awaiting auditor’s decision;

[Accept ]: Package has been accepted and its deploy will start within the specified time;

[Running ]: The package is being implemented;

[Success ]: Package was successfully implemented;

[Cancelled ]: Package implementation canceled;

[Error ]: Something wrong has occurred (for more information, just click on the error icon).
All activities within a deploy require a comment. Comments are added to the deploys "Activity" list;
If you have a device with "Error" status, it will be the main status of the entire deploy.

Next, the deployment approval process:
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Deploys Panel - Deploys Approval Process

The deploys panel consists of the columns:

Package;
Auditor;
Scheduled;
Progress;
Status;
Actions.

Next we'll look at each column of this panel.
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Deploys Panel – Package column
The Package column displays the package name applied to deploy.

To view details of the Package applied to the deploy, click on the package name. The Task View screen appears:

Deploys Panel - Task view.

To close the window, click the   button or click   at the top of the window.[Close ] [ ]



108

Deploys Panel – Auditor column
The Auditor column displays the name of the Deploy Owner and the registered auditor, who is responsible for approving it.

Deploys Panel – Auditor
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Deploys Panel – Scheduled column
The "Scheduled" column displays information regarding the day the deploy was created and the date it’s scheduled to run.

Deploys Panel – Scheduled
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Deploys Panel – Progress column
The Progress column displays a progress bar that shows you the deploy completion percentage. 

Deploys Panel – Progress
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Deploys Panel – Status column
The "Status" column displays the current status of a particular deploy: Pending, Running, Canceled, Success and Error. 

To display detail of the Status of each device that will be applied in a particular deploy, click on the Status name and the "Deploy Information" screen will 
appear:

Deploys Panel – .Device Status

The statuses displayed in this column and on this screen are identical to those .previously mentioned

In the "Message" column, messages related to any failures are displayed (if the status "error" appears). The image below exemplifies the function of this 
column:

Deploys Panel – .Error Message

Next, we will explain the buttons and their respective statuses.
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Deploys Panel - Actions column
The action column provides some buttons with essential functionality for deploys:

Deploys Panel – Actions

There are five action buttons:

;Accept
;Reinstall

;Cancel
;Activity
.Remove

Next, we will show the features of each button.
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Deploys Panel – “Accept” button
Through the "Accept" button the auditor can approve the installation of the package. It is also possible to leave a comment about the reason that justifies 
the approval of the Deploy.

To access, click on the "Accept” button.

“Accept” button

The Add Justify Action screen will appear. Write the desired comment:

Add Justify Action

Click on the [ ]Save  button to conclude the proccess or the   button to close the screen.[ ]Cancel
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Deploys Panel - "Reinstall" Button
The “Reinstall” button performs the reinstallation of the packages.

To access, click on the “Reinstall” button.

“Reinstall” button

The "Add Justify Action" screen will appear, under "Comment", write the desired comment:

Reinstall Deploy

Click the button  to save or to close the screen.Save [ ] Cancel[ ] 
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Deploys Panel – “Cancel” button
Using the "Cancel" button, the auditor is able to reject the package installation. It is also possible to leave a comment with the reason for rejecting the 
Deploy.

To access it, click on the “Cancel” button.

“ ” Button.Cancel

The Justify screen will be displayed. 

Justify Action Cancellation

Click on the [ ] Save  to complete the procedure or   to close the screen.[ ]Cancel
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Deploys Panel - "Activity" button
The "Activity" button displays Deploys activity history. 

To access, click on the "Activity” button.

Deploys Panel Action Buttons – "Activity"

Task Activity screen will appear:

“Deploy Activity” button

Click on the [ ]Close  button to close the screen.
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Deploys Panel - “Remove” button
The "Remove" button does exactly what the name says: It revokes the package.

To access it, click on the "Remove" button.

“Remove” Button

Remove Deploy

Click on the [ ]Delete  button to complete the procedure or the   button to close the screen.[ ]Cancel

Deploy deleted successfully

The deletion was successful.
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GSM - INSTALL PACKAGE
Through the "Install Package" button, it is possible to install the configuration package for devices integrated with Blockbit GSM.

“Install Package” Button

Clicking on the button will bring up the Install Package screen:

Install Package.

The Install Package window consists of:

What;
Where;
When;
Who.

Below we will analyze the components of the “Install Package” panel:
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What
Determines which operation will be performed, consisting of:

Install Package – What.

Package type: This drop-down menu determines the type of package that will be installed, which can be of the following types:
Policy Package: With this option, you can install the packages created in "Policies", in the “ ” tab;Policy Package
Device Template: With this option, you can install the templates in "Device", in the “ ” tab;Device Templates
Device Community: Through this option, it is possible to install the communities in "Device", in the “ ” tab;Device Communities

Package: This drop-down menu specifies the desired Policy, Device or Device Community.

Click the    button to proceed to the  panel and continue the procedures.next [ ] Where

https://docs.blockbit.com/pages/viewpage.action?pageId=31326911


120

Where
Determines where the package will be installed, consisting of:

Install Package – Where.

Devices & Devices group: Selects the device or device group on which packages will be installed.  Select the desired option to add the item. If 

you chose the wrong item, click  or select the item from the list again to deselect it. Its possible to select multiple groups or devices;[ ]

To return to the  panel, click the   button, to continue the procedures and access the  panel, click the   button.What [ ] When [ ]
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When
Determines the moment at which the package will be installed, consisting of:

Install Package – .When

: Date and Time Sets the desired date and time. To select the desired time, select the desired date and then click the  option to "select time"
determine the desired time. If you want to enter the current date and time, click on the  option, finally to determine the time, just click the "Now" [

button.] 

To return to the  panel, click the   button, to continue the procedures and access the  panel, click the   button.Where [ ] Who [ ]
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Who
Determines who will be responsible for installing the package, consisting of:

Install Package – .Who

:Assign To  Defines the Auditor responsible for approving the configuration installation. If you want to be responsible, click on the [

 button. Ex.: Admin;]
: Comments Enter the comment to define the function of these settings, making it easier for the Auditor to understand it;

To return to the panel, click the   button, to save the setup package installation prompt click the   button.When [ ] [ ]

After performing these procedures, the Template installation request will have been successfully completed.

To apply these settings, see chapter  .Deploys Panel
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GSM - MANAGEMENT
Blockbit GSM enables the administration of multiple network devices together, providing a full perspective of the infrastructure of all organizational units, 
the ability to generate configuration templates and security policy packages for sharing between groups of devices and for determining the controls of 
access by function, is able to establish and catalog all records of connection, access to Internet applications, personal data and content of private 
communications in accordance with the regulations of the Civil Registry of the Internet.

Through the “Management” menu it is possible to administer the devices, policies, profiles, objects and system users.

Menu .Management

Contains options:

Devices;
Policies;
Profiles;
Objects;
Users.
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Devices
The Devices panel is of vital importance for the Blockbit GSM, its main function is the ability, as the name says, to manage all connected devices through a 
single central point, putting it in simple terms: Through this panel, Blockbit GSM manages Blockbit UTM and, in the future, other digital solutions from 
Blockbit.

First, when you log into Blockbit GSM, the “Inventory” tab will be automatically selected. In addition, it is possible to access the "Devices" by clicking on the 
button located in the vertical side menu, or by selecting the appropriate tab (if the button has already been selected).

Management – Devices

The screen below will be displayed:

Devices - Inventory

The Devices screen has the following tabs:

;Inventory
;Communities

;Templates
.Provisioning

Next, the components of the   tab will be analyzed.Inventory
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Inventory Tab
In Blockbit GSM it is possible to carry out an inventory of all your devices easily, such as: Status, License, Version and Updates of the integrated devices.

The "Inventory" tab consists of seven columns: “ ”, " ", " ", “ ”, “ ”, “ ”, “ ”, “ ” and “Name Group Model  License Status Version Template Policy IPV4  Policy IPV6 Actions
”. The devices are divided into groups and in addition, at the top of the screen are the   and in the upper right corner of the screen is the search bar actions 

.menu

Inventory tab

This section will demonstrate how to:

, Register  and Edit Remove devices;
Manage groups of devices;
Synchronize devices with GSM;
Etc.

Next, we'll look at the functions located at the top of this panel.

https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=GSM+-+OPERA%C3%87%C3%83O+B%C3%81SICA
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Inventory - Actions menu
At the top right of the screen we have the actions menu:

Inventory - Actions menu button

By clicking on this button the menu below is displayed:

Inventory - Actions menu

The menu consists of the following options:

;Create Group
;Manage Groups

;Create Device
;Delete Devices

;Reload Status
;Synchronize Devices

.Update Devices

Next, each option in the action menu will be detailed.

https://docs.blockbit.com/pages/viewpage.action?pageId=26816554&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26816629&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26816683&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26816754&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26816773&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26816783&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26816792&src=contextnavpagetreemode
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Inventory - Actions menu - Create Group
The groups of devices or Device Manager aim to organize the registered devices. They also facilitate the installation of configurations (deploy) for the 
various devices in a single action, that is, it is not necessary to apply configurations to each one of them, just select the group, and it will be displayed and 
in case you want to change something, all applications will be carried out in one go. To create the device groups, follow these steps:

1. Click the Actions menu icon [ ];

2. Select the “Create Group” option;

Inventory - Actions menu - Create Group

3. An “Add Group” screen will appear, allowing you to create the desired group. Fill in the fields:
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Inventory – Add Group

:Name  Group's name. Ex.: ; Stores
:Description  Description of the device group. Ex.: Store Group;

:Devices  Here it is determined which devices are part of the group being created (you can leave it blank to add the devices later in   - Inventory
Actions Menu - Create Device, or in provisioning in the ) - Actions Menu - Provisioning Create Device . The devices added in this field will be 
inserted as tags;

:Logger  Its function is to determine the   that will be used to send reports (logs) to the logger analyzer.

If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

Group registered with success

The group was created successfully. After adding the group, it is possible to manage them in  . - Actions Menu - Inventory Manage Groups

https://docs.blockbit.com/display/RC/Loggers
https://docs.blockbit.com/display/RC/Analyzer
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Inventory - Actions menu - Manage Groups
To manage device groups. Follow the steps below:

1. Click the   ;Actions Menu icon [ ]

2. Click on the “Manage Groups” option;

Inventory - Actions menu - Manage Groups

3. The group administration screen will be displayed:

Inventory - Actions menu - Manage Groups

Next we will analyze each component of this window.
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For more information about the action menu in this window, click on this .page
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Manage Groups - Actions menu
At the top right of the screen we have the actions menu:

Manage Groups - Actions menu button

By clicking on this button the menu below is displayed:

Manage Groups - Actions menu

The menu consists of the following options:

Create Group;
Delete Groups.

Next, each option in the action menu will be detailed.
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Manage Groups - Create Group
The groups of devices or Device Manager aim to organize the registered devices. They also facilitate the installation of configurations (deploy) for the 
various devices in a single action, that is, it is not necessary to apply configurations to each one of them, just select the group and it will be displayed and 
in case you want to change something, all applications will be carried out in one go. To create the device groups, follow these steps:

1. Click the Actions menu icon ;[ ]

2. Select the “Create Group” button;

Inventory - Actions menu - Create Group

3. The “Add Group” screen will appear, allowing you to create the desired group. Fill in the fields:

Inventory – .Add Group

:Name  Group's name. Ex.: ; Stores
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:Description  Description of the device group. Ex.: Store device group;
:Devices  Here it is determined which devices are part of the group being created (you can leave it blank to add the devices later in  - Inventory

, or in provisioning in the Actions Menu -  Create Device  - Actions Menu -  Provisioning Create Device). The devices added in this field will be 
inserted as tags.

:Logger  Its function is to determine the   that will be used to send reports (logs) to the logger analyzer.

If you want to cancel click on the   button. To complete the procedure, click the   button.[ ] [ ]

Group registered with success

The group was created successfully. After adding the group, it is possible to manage them in  . - Actions Menu -  Inventory Manage Groups

For more information on how to delete groups, see this .page

https://docs.blockbit.com/display/RC/Loggers
https://docs.blockbit.com/display/RC/Analyzer
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Manage Groups - Delete Groups
In Blockbit GSM it is possible to delete device groups. Follow the steps below:

1. Select the group you want to delete by clicking on the checkbox  ;[ ]

2. Click on the Actions Menu icon ;[ ]

3. Click on the “Delete Groups” option;

Inventory – Actions Menu – .Delete Groups

4. A confirmation message will appear, verifying if you want to delete the selected group:

Inventory - .Delete groups message

Click the   button or click   to return to the previous panel.[ ] [ ]

Group deleted successfully

The group has been successfully removed.

Next we will analyze the components of the  .columns
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Manage Groups - Columns
In the following we will explain each column of the Manage Groups window:

Manage Groups - Columns

In the following we will explain each column:

Checkbox[ ]: Select the group.
:Name  Displays the name of the registered group;

: Description Displays the description of the registered group;
: Devices Number of devices registered in the group;
: Actions The “Actions” column consists of two buttons:

[ ]: Edit  Edit registered group data;

[ ]: Delete  Removes the group.

Click the   button in the upper right corner or   to close this window.[ ] [ ]

For more information on how to create a device, see this .page
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Inventory - Actions menu - Create Device
For the integration of Blockbit GSM and Blockbit UTM it is necessary to register the devices.

The registration of devices must be carried out in the following order: first in Blockbit GSM and later in Blockbit UTM.

At this moment we will perform the registration of the devices. To register, it is necessary to access the Blockbit GSM Web Interface and the Blockbit UTM 
Web Interface. In order to facilitate understanding, a reference in bold and underlined with the name of the interface on which we are working will be 
described before the step-by-step begins:

Blockbit GSM Web Interface:

1. As previously mentioned, in the vertical menu on the left, initially, click on the “Devices” button and the “Inventory” tab will open automatically;

Management - Devices

2. Click the Actions Menu icon  ;[ ]

3. Click on the “Create Device” option;

Inventory - Actions menu - Add Device

4. The add device screen will appear, fill in the following fields on the "Create device" screen:
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Inventory – Add Device

On this screen there are two pieces of information that were not mentioned in the previous session, they must be obtained from the Blockbit UTM Web 
Interface. This information are: Deploy Key and API Key.

5. Access the Blockbit UTM Interface;

Blockbit UTM Web Interface:

6. Enter the  located to the left of the interface;System Menu [ ]

7. Click the   button;[ ]
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Menu System – Administration

8. Click on the “Central Management” tab, the following interface will be displayed:

System - Administration menu - “Central Management” tab

9. Fill in the fields, as shown:

[ ]:Enable Manager  Enables the integration module with Blockbit GSM;
: Address Blockbit GSM IP Address or Hostname. Ex.: 172.16.102.235;

:Deploy Service  Communication port with Blockbit GSM, default value: 444;
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Communication is always initiated by the Blockbit UTM with the destination Blockbit GSM, on the TCP communication port 444 (Deploy port, 
configurable in the Blockbit GSM System Settings).

A Policy must be created allowing devices to communicate with Blockbit GSM on TCP port 444.

:Administrator  Selects the integration user that Blockbit GSM will use to manage Blockbit UTM. Ex.: admin;
:Status  Identifies the status of the communication with the Blockbit GSM. Ex.: ;Offline

:Deploy key  Encryption key for communication between Blockbit UTM and Blockbit GSM. If this field is not filled out, follow the steps below:

To generate the “Deploy key”, click on the   button. The message will appear if you want to generate a Deploy key;[ ]

Generate new deploy key

Click the   button. The system will generate the Deploy key, as shown below:[ ]

Deploy key

:API Key  Blockbit UTM user's cryptographic key, with administration and use permissions for the communication API with Blockbit GSM. If this 
field is not filled out, follow the steps below:

To generate the API key, click on the   button. The message will appear if you want to generate an API key;[ ]

Generate new API key.
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Click the   button. The system will generate the API key, as shown below:[ ]

API key

10. Click the   button located in the upper right corner of the screen to save the settings;[ ]

11. Copy the Deploy key to insert in the Blockbit GSM. To copy the key, click on the Deploy Key   button.[copy  ]

The following message will appear:

Text copied to clipboard - Deploy Key

Click the   button.[ ]

After completing all fields, you will get the following result:
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Complete “Central Management” tab

12. Return to the Blockbit GSM Web Interface;

Blockbit GSM Web Interface:

13. In the “Add Device” panel, paste the Deploy Key in the correct text box;

Add Device - Deploy Key

14. Return to the Blockbit UTM Web Interface;

Blockbit UTM Web Interface

15. Copy the API key to insert into the Blockbit GSM. To copy the key, click the  button of the API key. The following message will appear:copy [ ]

Text copied to clipboard - API Key.

Click the   button.[ ]

16. Return to the Blockbit GSM Web Interface;

Blockbit GSM Web Interface:

17. In the “Add Device” panel, paste the API key in the correct text box;
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Add Device - API Key

18. Fill in the remaining data:

: Name Enter the name that identifies the device in the Blockbit GSM. Ex.: ;Cluster Head Office
:Company  Enter the name of the company that owns the Device. Ex.: Blockbit;

Model: Select the device model. Ex.: BB-10;
:User Admin  Blockbit UTM user with administration permissions. It will be used when you want to access the Web Interface of Blockbit UTM 

through Blockbit GSM. Ex.: admin;
:Password  Blockbit UTM user password with administration permissions. If not entered, the password will be requested when accessing the 

device;
:Device Group  Select the group to which you want to add the device. Ex.: ;Head Office

: Logger It is an optional field, select from the drop-down list, which Logger will be used to generate reports. For more information, check the 
pages about  . Ex.: ;Loggers Logger1

If you are using Logger Cluster, note that it is not possible to link a device to a logger that is not active in the cluster. For more information on how 
to activate manually, see this  .page

: Description It is an optional field, type a description if necessary.

After completing all the fields, we will have arrived at a result similar to the one shown by the image below:

https://docs.blockbit.com/display/RC/Loggers
https://docs.blockbit.com/display/RC/Clusters+-+Colunas
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Inventory - Add Device - Example

Click the   button.[ ]

The device was successfully added, the Device Manager screen will appear;

19. Return to the Blockbit UTM Web Interface;

Blockbit UTM Web Interface

20. Click the Saved settings queue icon   to “Apply” the settings;[ ]
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Saved settings queue

21. Click on the “Apply” button. Communication between Blockbit UTM and Blockbit GSM will be established and on the Central Manager screen, the 
Status field will be changed from “Offline” to “Online”;

Status - Online

The device has been successfully registered with the Blockbit UTM.

22. Return to the Blockbit GSM Web Interface;

Blockbit GSM Web Interface

23. On the Device Manager screen in front of the Device Name field, the online icon   will appear in front of the name of the created device, informing [ ]
that the communication was successfully established.

Inventory – Connection Established

If you want to register other devices, repeat the steps shown above. In our example, at the end of all necessary registrations, we will have an environment 
similar to this:
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Device Manager - Registered Devices

Next, we'll look at how to  .remove the devices
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Inventory - Actions menu - Delete Devices
Through the actions menu it is possible to delete several devices at the same time. Follow the steps below:

1. Select the devices you want to delete by clicking on the checkbox , located in the “Actions” column, on the right side of the trash can icon. Ex.: [ ] Bran
,  and  ;ch office 1 Cluster Head Office Store 1

Device Manager - Selected Devices

2. Click on the Actions Menu ;[ ]

3. Click on the “Delete Devices” option;
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Inventory - Actions menu - Delete Devices

4. A screen will appear asking if you want to delete the selected device:

Inventory – Delete Devices

Click the   button.[ ]

Device deleted successfully

The devices have been successfully deleted.
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Inventory - Actions menu - Reload Status
Updates the status of all devices registered with GSM. To perform this operation, follow the steps:

1. Click on the   ;Actions Menu [ ]

2. Click on the “Reload Status” option;

Inventory - Actions menu - Reload Status

3. Wait for the panel to be available again:

Inventory – Reload all devices

After this step, the status will have been reloaded and displayed on the same panel.
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Inventory - Actions menu - Synchronize Devices
To synchronize the information of all devices registered with GSM, follow the steps:

1. Select the devices you want to delete by clicking on the checkbox , located in the “Actions” column, on the right side of the trash can icon. Ex.: [ ] Bran
,  and  ;ch office 1 Cluster Head Office Store 1

Inventory - Device selected

2. Click on the Actions Menu  ;[ ]

3. Click on the option “Synchronize Devices”;
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Inventory - Actions menu - Synchronize

All synchronizations will be successful.

Blockbit GSM automatically synchronizes information on ALL devices every 30 minutes.
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Inventory - Actions menu- Update Devices
Performs the version update of the devices registered in the GSM. To perform this operation, follow the steps:

1. Select the desired devices by clicking on the desired   check box;[ ]

2. Click the Actions Menu  ;[ ]

3. Click on the “Update Devices” option;

Inventory - Actions menu - Update Devices

4. The verification message will appear:

Update devices

5. To update the selected devices, click , otherwise click  .[ ] [ ]
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Inventory - "Name" column
The “Name” column shows the devices that were previously registered, ordered in their respective groups.

Next to the name of each registered device there is a symbol that indicates the status of the connection between Blockbit GSM and Blockbit UTM.

If the red symbol is flagged, it means that that device is not connected:

Inventory – Device without connection

If the green symbol is flagged, it means that that device is connected correctly:

Inventory - Device connected - Online

If you want to check the status, just place the mouse over the status button for a message to be displayed:

Inventory - Connection error

Inventory – Connection Established
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Inventory - Action buttons

Also in the Device Name Column, just to the right of the device name, there are three action buttons:  (Command Line Interface) , Access CLI [ ] Acce

   and  :ss Interface Web [ ] Synchronize [ ]

Action buttons - Device Name.

Next we will be presenting each one of them.

Access CLI;
Access Interface Web;
Synchronize.
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Inventory - Action button - "Access CLI"
The “Access CLI” action button - Command Line Interface: accesses the text interface (shell) through the existing connection with the Blockbit GSM:

Access CLI button - Command Line Interface

Click the  button. It will open a new tab in the browser to access the interface via the shell.Access CLI [ ]
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Inventory - Action button - "Access Interface Web"
The "Access Interface Web" action button accesses the device's web interface through the existing connection with the Blockbit GSM, that is, opens a tab 
in the browser to directly access the desired Blockbit UTM:

“Access Interface Web” button

Blockbit UTM can also be accessed directly from the device's IP address on TCP port 98. Ex.: https://172.16.102.220:98

Clicking on the “Access Interface Web” button may cause a browser pop-up. If it does, a red symbol will appear warning you that the pop-up is blocked in 
the upper right corner of the browser screen:

“Access Interface Web” button - Pop-up blocked

It is necessary to unblock. To do this, follow the steps:

1. Click on the pop-up blocking button located in the upper right corner of the browser;

2. The pop-up unlock screen will appear;

3. Click on the “Allow” button.

Unlock was successful. To proceed, click on the “Access Interface Web” button again. It will open a new tab in the browser with access to Blockbit UTM.

https://172.16.102.220:98
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Inventory - Action button - "Update / Synchronize"
The “Update / Synchronize” action button allows you to synchronize or update the device:

“Update / Synchronize” button

By clicking the  . button. The following window will appear:/ [ ]Update Synchronize

Update/Sync Device

Next, we'll look at both options:

:Update  This option has the function of updating the device to the most current version available. Ex.: A UTM 14.6 being upgraded to a UTM 
1.5.2;

: Synchronize The function of this option is to synchronize the information of the device in question with the “Device Manager” tab, allowing the 
display of the License Status, version and several other information;

If you want to cancel click on the   button. When clicking on the   button the update or synchronization will be carried out.[ ] [ ]

Synchronization and update were successful.
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Inventory - "Group" column
The “Group” column shows the registered device groups.

Inventory – Group

When you click on one of the groups, all appliances categorized with the group clicked will be displayed, as shown below: 
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Inventory – Group - Selected

If the group is clicked again, the previous screen will be displayed again.

For more information, regarding device groups, check Inventory - Actions Menu - Manage Groups.
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Inventory - "Model" column
The “Model” column shows the models of the registered devices.

Inventory – Model

When you click on one of the models, all the appliances of the clicked model will be displayed, as shown below:
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Inventory - Model - Selected

If the model is clicked again, the previous screen will be displayed again.
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Inventory - "License Status" column
The “License Status” column displays information regarding licenses such as: License status and license serial number.

License Status - License Number

The status icons that can be displayed are:

[Active ]: Displays whether the license is active or inactive and its respective activation date (Begin) and expiration (End);

[Unknown ]: Identifies that the license status is unknown. If a license is already active and this icon continues to appear, it is recommended 
to perform a  ;sync

[ ]:Expired  Demonstrates that the license has expired. To reactivate it, contact Blockbit;

[Inactive ]: Demonstrates that the license is inactive.
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Inventory - "Version" column
The “Version” column shows the version information and firmware updates installed on the device. Ex.: UTM 1.3.0  17022114.Blockbit  build

Inventory – Version

Access to Blockbit GSM allows you to manage devices in different firmware versions, however, it is highly recommended to always use the latest 
and most up-to-date version available.

For more information about the Blockbit GSM update process, check .System - "Update" tab

https://docs.blockbit.com/pages/viewpage.action?pageId=26818707
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Inventory - "Template" column
The “Template” column displays the name of the settings template applied to the device.

Inventory – Devices Template

For more information about device templates, check the  .Templates tab
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Inventory - "Policy IPv4" column
The “IPV4 Policy” column displays the name of the IP policy package applied to the device. Ex.: Policies Branch Office.

 – Inventory Policy IPv4

For more information, check the   sectionPolicies .

https://docs.blockbit.com/display/RC/Policies
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Inventory - "Policy IPv6" column
The “IPV6 Policy” column displays the name of the policy package applied to the device.

Inventory – Policies Head Office

For more information, check the   sectionPolicies .

https://docs.blockbit.com/display/TER/Policies
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Inventory - "Actions" column
The Actions column displays the “Edit” and “Delete” buttons for each device.

Inventory - “Edit” and “Delete” buttons

Next, we will analyze the function of both buttons:

Edit button;
Delete button.
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1.  

2.  
3.  

4.  

Inventory - "Actions" column - "Edit" button

Using the   button, it is possible to edit the device information created in the   or the selected group:[ ]Edit Inventory - Actions menu - Create Device

Determine which item you want to edit;

Click the   button;[ ]Edit
Edit the information you want;

If you want to cancel the changes made, click the [ ] button. To complete the edited changes, click the   button.[ ]

The edits were successful.
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1.  

2.  
3.  

Inventory - "Actions" column - "Delete" button

Through the    button, it is possible to remove the registered device or group.Delete [ ]

Determine which item you want to delete;

Click the button;Delete [ ] 
A screen will appear asking if you want to delete the selected item:

Inventory – .Delete device

If you want to cancel click on the   button. To complete the removal, click the   button.[ ] [ ]

Device deleted successfully

The removal was successful.
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Communities Tab
This section will demonstrate how to create VPN - Virtual Private Network communities on Blockbit GSM. These settings allow secure, fast and encrypted 
communication to occur between devices.

Blockbit GSM allows you to configure two topology modes to create communities: Full Meshed and Star:

:Full Meshed  All devices establish communication with each other. The following is the example of the Full Meshed Topology:

Device - Communities – Topology Full Meshed

:Star  All devices establish communication with a HUB (usually the company's headquarters), and this allows communication between devices, 
however, in a controlled manner. The following is an example of Star Topology.

Device - Communities – Topology Star

To access the Communities screen, click on the tab as shown below.
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Communities tab

The Communities Screen will appear. It consists of five columns: “Name”, “Description”, “Topology”, “Devices” and “Actions”. In addition, the   is search bar
located at the top of the screen and in the upper right corner of the screen is the  .actions menu

Devices - Communities

This section will demonstrate how:

Create and   VPN communities;delete
 to VPN communities and   devicesAdd remove ;

Etc.

In the following we will explain each component of this panel.

https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=GSM+-+OPERA%C3%87%C3%83O+B%C3%81SICA
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Communities - Actions menu
At the top right of the screen we have the actions menu:

Communities - Actions Menu button

By clicking on this button the menu below is displayed:

Communities - Actions menu

The menu consists of the following options:

Create Community;
Delete Community.

Next, each option in the action menu will be detailed.
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Communities - Actions menu - Create Community
To create Community, follow these steps:

1. Click on the  ;actions menu [ ]

2. Click on the “Create Community” option;

Communities - Actions menu - Create Community

3. The “Create Community” panel will be displayed. With the "General" side flap pre-selected.

Communities – Create Community - General

The "Create community" panel is made up of tabs:

General;
Encryption;
Advanced;
Devices.

Next, we'll look at the " " panel in detail.Create community
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Communities - Actions menu - Create Community - General
In the “General” section there are the following fields:

:Name  Device Community name. Ex.: VPN – ;Topology Full Meshed
:Description  Description of Device Community. Ex.: FULL MESHED.

In Settings, the fields below are displayed:

IKE Version: Determines the version of IKE that will be used;
Exchange Mode: IKE key negotiation method;

:Topology  Defines which topology is chosen in the Topology field. Ex.: Site-To-Site;
:Shared Key  It is a key shared between the devices. This key is used in the authentication process by the IKE protocol. Ex.: “q1Q!q1Q!”. To view 

the key entered, click the view icon.[ ] 

Communities – Create Community - General
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Communities - Actions menu - Create Community - 
Encryption
The side tab "Encryption" is divided into two panels: "Phase 1 (IKE)" and "Phase 2 (ESP)".

In "Phase 1 (IKE)" the following fields are displayed:

Encryption Algorithms: Determines which encryption algorithm will be used by the VPN community;
Authentication Algorithms: Determines the authentication algorithm that will be used by the VPN community;
Diffie-Hellman (DH) Group: Determines the level of complexity in the exchange of keys, the higher the value of the Diffie-Hellman Group, the 
greater the level of security but the more time it takes to process the key.

In "Phase 2 (IKE)" the following fields are displayed:

ESP Encryption Algorithms: Determines which encryption algorithm for the ESP protocol will be used by the VPN community;
ESP Authentication Algorithms: Determines the authentication algorithm of the ESP protocol that will be used by the VPN community;
Perfect Forward Secrecy (PFS) Group: Determines the level of complexity in the exchange of keys, the higher the value of the Perfect Forward 
Secrecy Group, the greater the level of security but the more time it takes to process the key.

Communities – .Create Community - Encryption
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Communities - Actions menu - Create Community - 
Advanced
Follow the fields displayed in the "Advanced" tab:

Communities – .Create Community - Advanced

IKE lifetime (s): Determines the lifetime that the protocol will wait to renegotiate the SA, is determined in seconds;
Key lifetime (s): Determines the validity time of the successful negotiation key, is determined in seconds;
Keying Tries: This is the number of times that the VPN points will renegotiate the tunnel or try to re-authenticate after the key expires;
Rekey margin (s): Determines how long before the connection expires the VPN points and initiates the renegotiation of the tunnel keys;
DPD Action: Controls the use of the lost VPN points detection protocol. Follows the operation of each option:

The “Clear” action closes, or closes the connection without taking any previous steps;
The “Hold” action sets up a strategic policy that captures traffic and tries to renegotiate the connection on demand;
The action “Restart” immediately initiates an attempt to renegotiate the connection;
The default is “None” or none, disables automatic sending of DPD messages.

DPD delay (s): Defines the time interval or period in which informational IKE v1 and IKE v2 exchange messages are sent to VPN points. It is 
determined in seconds;
DPD timeout (s): Sets the timeout interval for sending messages to IKE v1 after all connections to a VPN point are lost in the event of inactivity. It 
is determined in seconds;

Re-Auth [ ]: This check box allows you to enable the reauthentication process. This feature has the function of renegotiating the IKE keys and 
checking the validity of the credentials, if this check box is disabled, the connection will remain active even if the certificate has expired;

Fragmentation [ ]: By enabling this checkbox, very long IKEv2 messages are fragmented into a set of smaller messages, which in turn are 
individually encrypted;

Compression [ ]: This checkbox enables the use of the IPComp protocol to compress the contents of IP packets in conjunction with IPsec 
encryption;

NAT-T [ ]: Enable the NAT-T (NAT Transversal) item if one of the VPN sites is behind an address translation (NAT) server “Firewall”.
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Communities - Actions menu - Create Community - Devices
In the "Devices" tab, the following fields are displayed:

Communities – .Create Community - Devices

: Name Where the device name is displayed;
: Role Where the role of the device used by the VPN is displayed, it can be Hub or Spoke;

:Actions  In this column there are two action buttons:

Edit[ ]: This button allows you to edit and edit the settings of the devices added in the   option of the actions menuAdd device ;

Delete[ ]: This button removes the device.

ATENÇÃO: When adding devices, if one of them is configured as a hub, a   topology will automatically be created. However, if all site-to-site Star
devices are configured as spoke, a   topology will be automatically createdsite-to-site full-meshed .

https://docs.blockbit.com/display/RCE/Communities+-+Communities+Examples#CommunitiesCommunitiesExamples-Star
https://docs.blockbit.com/display/RCE/Communities+-+Communities+Examples#CommunitiesCommunitiesExamples-Full-Mesh
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Communities - Actions menu - Create Community - Devices 
- Actions menu
At the top right of the screen we have the actions menu:

Devices - Actions menu button

By clicking on this button the menu below is displayed:

Devices - Actions menu

The menu consists of the following options:

Create device;
Remove devices.

Next, each action menu option will be detailed.
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Communities - Actions menu - Create Community - Devices 
- Actions menu - Create device
To add a new device. Follow the steps below:

1. Click the Action Menu   button:[ ]

Devices - Create Device

2. Click on the  option, the following window will be displayedCreate Device :
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Device - Create Device

: Device Select the desired device from the list. Ex.: Store 1;
: Local Host Communication address of the LOCAL VPN point to establish the tunnel. It must be identified by: “IP address” or “Hostname 

(FQDN)”. Ex.: 172.31.102.222;
:Local ID  IP address of the selected device used to establish the VPN ;. Ex.: 172.31.102.222

: Networks This text field allows adding networks to the list. Click   to add the selected item. If you have entered the wrong item, select [ ]

the item and click   to remove it from the list. In this list are located the local networks of the selected device that will be accessible to [ ]
other devices after the establishment of the VPN ;. Ex.: 172.31.102.0/24

: Role It is the role of the device used by the VPN, it can be Hub or Spoke. Ex.: Hub;

When activating the checkbox the IPs of the eth interfaces of the UTMs members of this community will be dynamicDynamic[ ]:  .

Click   to register the device or click   to close this panel.[ ] [ ]
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Device added successfully

After these steps the devices will have been successfully added.

To add the other devices, repeat the steps above. After adding all devices we will have the following screen:

Device - Added Devices
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Communities - Actions menu - Create Community - Devices 
- Actions menu - Delete device
To delete devices. Follow the steps below:

1. Select the device you want to delete by clicking on the  ;selection[ ]

2. Click on the    icon;Actions Menu [ ]

3. Click on the “Delete Devices” option;

Communities – Create Community - Delete Device

If you want to remove a device just click on the checkbox and select all the desired devices and in the action menu click on "Delete device".
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Communities - Actions menu - Delete Community
To delete communities. Follow the steps below:

1. Select the community you want to delete by clicking on the  ;selection [ ]

2. Click on the   ;Actions Menu icon [ ]

3. Click on the “Delete Community” option;

Communities –  – .Menu de ações Delete Community

4. A confirmation message will appear, verifying if you want to delete the selected community:

Communities - .Delete community

Click the   button or click   to return to the previous panel.[ ] [ ]

Community deleted successfully

The community has been successfully removed.
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Communities - Columns
In the following we will explain each column of the Communities tab:

Communities

Select [ ]: Allows you to select a community.
:Name  Displays the name of the registered Community;

: Description Displays the description of the registered Community;
: Topology Displays the type of registered topology;

: Devices Displays the number of devices within the Community;
: Actions Provides the following essential actions:

[Edit ]: Allows you to edit the community settings added in the   option of the actions menuCreate Community ;

[Delete ]: Lets you remove a community.
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Communities - Communities Examples
Next, we will exemplify the registration of some device communities in order to demonstrate in practice how GSM automatically creates VPN topologies on 
devices:

We will carry out the demonstration using the following topologies:

Topology Star;
Topology Full-Mesh.

We will start the examples with the star topology:

Topology Star

This demonstration will take into account the following structure:

- IP addressingTopology Star 

Device IP Papel

UTM204 204.204.204.0 Hub

UTM206 206.206.206.0 Spoke

UTM8 108.108.108.0 Spoke

Before creating communities, in Inventory   according to their structure, in this example we will use:add the Devices

Example - Devices Tab

Back in the communities tab,   and configure it, as shown below:create a new community
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Example - Create Community

:Name  Device Community;
:Description  Device Community;
:IKE Version  IKEV2;

:Exchange Mode  Main;
:Topology  Site-to-site;

:Shared Key  q1Q!q1Q!.

The settings on the side tabs Encryption and Advanced will remain the same. Select the   tab and create the Hubs and Spokes as shown:Devices

UTM204

Configure the UTM204 device as a Hub, as shown below:
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Example - Create Community - Create Device

:Device  UTM204;
:Local Host  204.204.204.0;

:Local ID  204.204.204.0;
:Network  192.168.204.0/24;

:Role   .Hub

UTM206

Configure the UTM206 device as a Spoke, as shown below:
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Example - Create Community - Create Device

:Device  UTM206;
:Local Host  206.206.206.0;

:Local ID  206.206.206.0;
:Network  192.168.206.0/24;

:Role   .Spoke

UTM8

Configure the UTM8 device as a Spoke, as shown below:
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Example - Create Community - Devices - Create Device

:Device  UTM8;
:Local Host  108.108.108.0;

:Local ID  108.108.108.0;
:Network  192.168.108.0/24;

:Role   .Spoke

After these steps, we will arrive at this result:
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Example - Create Community - Devices

Finally, click ,   and  . Then, access the IP of one of the Spokes or in Inventory click on the icon .[ ] install package deploy [ ]

Exemplo - Inventory - Connect

At UTM, access the Services menu, click on the IPSEC VPN option.

https://docs.blockbit.com/display/RCES/GSM+-+INSTALL+PACKAGE
https://docs.blockbit.com/display/RCES/GSM+-+DEPLOYS+PANEL
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Example - UTM - Services - VPN IPSEC - Tunnels - Spokes

In the tunnels tab, we can see that, because we have configured a Hub in Devices Communities, only one tunnel was created automatically, which 
communicates with the centralizer, generating a Star topology. If we had connected to the Hub, two tunnels would be displayed, communicating with the 
Spokes, as shown below:

Example - UTM - Services - VPN IPSEC - Tunnels - Hub

This completes the configuration of a Star topology. Next, we will exemplify the Full-Mesh topology.

Topology Full-Mesh

This demonstration will take into account the following structure:

Topology Star - IP Addressing

Device IP Role

UTM204 204.204.204.0 Spoke

UTM206 206.206.206.0 Spoke

UTM8 108.108.108.0 Spoke

Before creating the communities, in Inventory   according to their structure, in this example we will use:add the Devices
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Example - Devices Tab

Back in the communities tab,   and configure it, as shown below:create a new community

Example - Create Community

:Name  Device Community;
:Description  Device Community;
:IKE Version  IKEV2;

:Exchange Mode  Main;
:Topology  Site-to-site;

:Shared Key  q1Q!q1Q!.

The settings on the side tabs Encryption and Advanced will remain the same. Select the   tab and create the Spokes as shown:Devices

UTM204

Configure the UTM204 device as a Spoke, as shown below:
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Example - Create Community - Create Device

:Device  UTM204;
:Local Host  204.204.204.0;

:Local ID  204.204.204.0;
:Network  192.168.204.0/24;

:Role   .Spoke

UTM206

Configure the UTM206 device as a Spoke, as shown below:
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Example - Create Community - Create Device

:Device  UTM206;
:Local Host  206.206.206.0;

:Local ID  206.206.206.0;
:Network  192.168.206.0/24;

:Role   .Spoke

UTM8

Configure the UTM8 device as a Spoke, as shown below:
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Example - Create Community - Devices - Create Device

:Device  UTM8;
:Local Host  108.108.108.0;

:Local ID  108.108.108.0;
:Network  192.168.108.0/24;

:Role   .Spoke

After these steps, we will arrive at this result:
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Example - Create Community - Devices

Finally, click ,   and  . Then, access the IP of one of the Spokes or in Inventory click on the icon  .[ ] install the package deploy [ ]

Example - Inventory - Connect

At UTM, access the Services menu, click on the IPSEC VPN option.

https://docs.blockbit.com/display/RCES/GSM+-+INSTALL+PACKAGE
https://docs.blockbit.com/display/RCES/GSM+-+DEPLOYS+PANEL
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Example - UTM - Services - VPN IPSEC - Tunnels

In the tunnels tab we can see that because we have configured several Spokes and no Hub in the Device Communities, a tunnel was automatically 
created for each Spoke, generating a Full Mesh topology.

This completes the configuration of the examples, for more information on device communities, see this  .page
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Templates tab
Templates are a set of general settings for Blockbit NGFW devices. With this set of configurations, it is possible to initialize the devices with the global 
configurations in a fast, practical and error-free way, decreasing the TCO, maximizing the performance of the IT team and avoiding configuration errors.

To access the Templates screen, click on the tab as shown below.

Templates tab

The Templates Screen will appear. It consists of four columns: “Name”, “Description”, “Versions” and “Actions”. In addition, the search bar is located at the 

top of the screen and in the upper right corner of the screen is the actions menu [ ].

The screen below will be displayed:

Devices - Templates

This section will demonstrate how:

Create,  and   Templatesclone delete ;
Configure the created Templates;
Etc.

Next, we'll look at the functions at the top of this table.

https://docs.blockbit.com/display/RCE/Templates+-+Actions+menu+-+Create+Template+2.4.0
https://docs.blockbit.com/display/RCE/Templates+-+Actions+menu+-+Clone+Template+2.4.0
https://docs.blockbit.com/display/RCE/Templates+-+Actions+menu+-+Delete+Templates+2.4.0
https://docs.blockbit.com/display/RC/Templates+-+Configurar+Template
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Templates - Actions menu
At the top right of the screen we have the actions menu:

Templates - Actions menu button

By clicking on this button the menu below is displayed:

Templates - Actions menu

The menu consists of the following options:

Create Template;
Delete Templates;
Clone Template.

Next, each action menu option will be detailed.
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Templates - Actions menu - Create Template
Through the button “Create Template” it is possible to create a new Template. To access, follow the steps below:

1. Click on the “Create Template” option;

Templates – Create Template

2. Fill in the “Create Templates” screen:

:Name  Template Name. Ex.: ;Devices Store
:Description  Template Description. Ex.: Basic Stores Settings;

:Version  Select the correct version according to the NGFW that will be used. It is important to keep in mind that if you select a different version, 
the template will not work.

Templates – Create Template

3. To save changes, click   otherwise click   to close the window[ ], [ ] .

Saved successfully
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After performing these procedures, the “Template” of the device was successfully created.

Finally, after registering the name and description of the Template, it will be necessary to click on detail   to display the “Config Template” screen [ ]
and finalize the template configuration;

For more information access the chapter  ;Templates - Config Template

https://docs.blockbit.com/display/RCE/Templates+-+Config+Template+2.4.0


201

Templates - Actions menu - Delete Templates
Through the “Delete Templates” button it is possible to delete several Templates at the same time. To delete via the actions menu, follow these steps:

1. Select  which Templates you want to delete;[ ]

Templates – Selection of Templates to be deleted

2. Enter the Actions Menu   and click on the “Delete Template” option;[ ]

Templates – Delete Template

3. The message will appear if you really want to delete the selected items;

Templates – Delete Template
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If you want to cancel click on the   button. To finish, click the   button.[ ] [ ]

Template deleted successfully

After performing these procedures, the Templates will be successfully deleted.



203

Templates - Actions menu - Clone Template
Through the it is possible to replicate a  “Clone Template” option Template.

1. Select  which Template you want to clone. Ex .: Devices Branch office[ ] ;

Templates - Selection of the Templates to be cloned

2. In the Actions menu ,, click on the option “Clone Template” [ ] ;

Clone template

3. The message will appear if you really want to clone the selected items;

Templates – Clone Template.
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If you want to cancel click on the  button. To finish, click the Confirm   button[ ] [ ] .

It's also possible to clone a Template by clicking the Clone button [ ].

Template successfully cloned

The templates were successfully cloned.
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Templates - Columns
Below we will explain each column of the Templates tab:

Templates

:Name  Displays the name of the registered Template;
: Description Displays the registered Template description;

:Version  Displays the version in which the Template was created;
: Actions The “Actions” menu consists of several buttons:

[ ]: Edit Allows you to edit the settings of the Template added in the Create Template option of the action menu;

View[ ]: Allows you to view, edit and add more specific Template options, for more information, visit the chapter Templates - Config 
;Template

[ ]: Delete Delete the Template;

checkbox[ ]: Select the Template.
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Templates - Config Template

By clicking on the detail button   it is possible to configure the template;[ ]

In this panel it is possible to make the general configurations and activate which modules will be used in this template.

Config Templates – .Edit Template

General

In "General" we have the following text boxes:
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Configuration - .General

:Name  The template name. Ex.: ;Device Head Office
:Description  The template description. Ex.: ;Template for Head Office

:Version  The version used by the template. It can be 2.3 or 2.4. This option is determined only when the template is created. For more 
information, check .Templates - Actions menu - Create Template

Modules

In "Modules" we have the following options:

Configuration - .Modules

The modules arranged in the checkboxes will be enabled or disabled according to the selection of these options:

[ ]:Custom  If this option is selected, the user has the option to customize which modules will be enabled;

[ ]:UTM  If this option is selected, all modules commonly used by the NGFW will be enabled;

[ ]:IPS  If this option is selected, all modules commonly used by the IPS will be enabled: The "Firewall" and "Deep Inspection" modules will be 
enabled;

[ ]:ATP  If this option is selected, all modules commonly used by the ATP will be enabled: The "Firewall", "Proxy", "Antimalware" and "Deep 
Inspection" modules will be enabled;

https://docs.blockbit.com/display/RCE/Templates+-+Actions+menu+-+Create+Template+2.4.0
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[ ]:SWG  If this option is selected, all modules commonly used by the SWG will be enabled: The "Firewall", "Proxy", "Web Cache", "Web Filter" 
and "Antimalware" modules will be enabled.

By checking the checkboxes it is possible to enable and disable the configuration of the NGFW modules. The available modules are:

[ ]:Firewall  In this module it is possible to manage the services, security settings and Zone Protection. For more information on these 
features, check ;Firewall

[ ]:Proxy  This module makes it possible to manage the configurations of HTTP, FTP, SMTP and POP3. For more information on these 
features, check  ;Proxy

[ ]:Web Cache  In this module it is possible to edit the Cache settings. For more information on these features, check  ;Web Cache

[ ]:Web Filter  This module makes it possible to customize the blocking page, Google domains and Safe Search settings. For more information 
on these features, check the  ;Web Filter

[ ]:Threat Protection  In this module it is possible to manage the general settings of Threat Protection. In version 1.5 this field is named 
"Antimalware". For more information on these features, check  ;Threat Protection

[ ]:Intrusion Prevention  This module makes it possible to manage the profiles, Whitelist and Blacklist of Intrusion Prevention. In version 1.5 
this field is named "DPI". For more information on these features, check  ;Intrusion Prevention

[ ]: SD-WAN In this module it is possible to manage SD-WAN profiles and services. For more information on these features, check  ;SD-WAN

[ ]: DHCP This module makes it possible to manage the DHCP servers, Ranges and Relay. For more information on these features, check DH
;CP

[ ]:DNS  In this module it is possible to edit the settings and DNS redirection. For more information on these features, check  ;DNS

[ ]:DDNS  This module makes it possible to manage dynamic hosts. For more information on these features, check DDNS (DynDns).

Note that: When deploying a Firewall (Zone Protection), with authentication by users / groups:

Only users / groups will be listed, if the NGFW already has them, since the GSM does not create users;

If the NGFW does not have users / groups, a rule will be created only with authentication enabled (without considering users / groups).

For more information on each configuration, please refer to the Blockbit NGFW manual.  

https://docs.blockbit.com/display/RCE/UTM+-+Firewall+-+General+Settings
https://docs.blockbit.com/display/RCE/NGFW+-+Services+-+Proxy
https://docs.blockbit.com/display/RC/NGFW+-+Services+-+Web+Cache
https://docs.blockbit.com/display/RC/NGFW+-+Web+Filter
https://docs.blockbit.com/display/RC/NGFW+-+Services+-+Threat+Protection
https://docs.blockbit.com/display/RC/NGFW+-+Services+-+Intrusion+Prevention
https://docs.blockbit.com/display/RC/NGFW+-+Services+-+SD-WAN
https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=UTM+-+Services+-+DHCP
https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=UTM+-+Services+-+DHCP
https://docs.blockbit.com/display/RC/NGFW+-+Services+-+DNS
https://docs.blockbit.com/pages/viewpage.action?pageId=12458838
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Templates - Config Template - Custom Branding
Through this tab it is possible to use GSM as a customization platform for Firewall devices, being possible to change the product title, icon, background 
image, menu colors etc. Using these options, it is possible to create firewall customization templates according to the visual identity used by the user's own 
company. This template, in turn, can be applied to multiple devices when deploying the device template (allowing you to select a group of devices that 
select the same customization).

The customization of appliances is controlled through a license, therefore, this option will only be available if the user has a valid active customization 
license. If the GSM license allows customization, the custom brand tab will be available in the templates configuration. If the subscription is expired and the 
user tries to apply a template already configured, the deploy system will present a license error.

This feature works by customizing the appliances even before they are installed on the network.

If you want to customize the GSM itself, see this  .page

To enable customization, click    ;Enabled [ ]

 When activating Custom Branding, references to "Blockbit" in the UTM layout will be automatically hidden, effectively making the appliances a 
white-label product.

However, note that there are some exceptions:

Windows and panels where the appliance model is displayed;
The content of the terms of use;
Any configuration or component that is only accessible via the root user;
Zero Touch Provisioning settings;

Config Template - Custom Brand

https://docs.blockbit.com/pages/viewpage.action?pageId=26819153
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 Enabled [ ]: It is necessary to activate this check box to enable the customization of the template, if it is disabled, the customization of the 
template will be disabled;

:Page title  Defines the name that will be displayed in the title bar in the system window. Ex.: UTM;
:Section  This option customizes the color of the GSM sections (where "Management", "Analytics" and "Settings" appears), this field accepts the 

HEX color code, in addition it is possible to click on the box beside and select the desired color in a color picker with RGBA field Ex.: #000000.  ;
:Section Font  In this option, the font color of the GSM sections is customized, this field accepts the HEX color code, in addition it is possible to 

click on the box beside and select the desired color in a color picker with RGBA field Ex.: #FFFFFF.  ;
: Selected In this option, the color of the selected menus and the top bar of the GSM is customized, this field accepts the HEX color code, in 

addition it is possible to click on the box beside and select the desired color in a color picker with RGBA field. Ex.: #ccb516;
:Selected Font  In this option, the font color of the selected menus is customized, this field accepts the HEX color code, in addition it is possible to 

click on the box beside and select the desired color in a color picker with RGBA field. Ex.: #000000;
: Open In this option, the color of the open menus is customized, this field accepts the HEX color code, in addition it is possible to click on the box 

beside and select the desired color in a color picker with RGBA field. Ex.: #f3dc3a;
:Open Font  In this option, the font color of the open menus is customized, this field accepts the HEX color code, in addition it is possible to click 

on the box beside and select the desired color in a color picker with RGBA field. Ex.: #000000;
: Open F Hover In this option, the highlighted color of the font of the open menus is customized when the mouse passes over them, this field 

accepts the HEX color code, in addition it is possible to click on the box beside and select the desired color in a color picker with field RGBA. Ex.: 
#ffec6c;

:Menu  In this option, the color of the menus is customized, this field accepts the HEX color code, in addition it is possible to click on the box 
beside and select the desired color in a color picker with RGBA field. Ex.: #bd9700;

:Menu Font  In this option, the color of the menu fonts is customized, this field accepts the HEX color code, in addition it is possible to click on the 
box beside and select the desired color in a color picker with RGBA field. Ex.: #000000;
Base: In this option, the base color of the panel where the menus are located is customized, this field accepts the HEX color code, in addition it is 
possible to click on the box beside and select the desired color in a color picker with RGBA field. Ex.: #000000;

:Favicon  Clicking the   button allows you to upload the page's favicon. If you want to view the added image, click [ ] [

, to download click  , to delete, click  . The format needs to be PNG or ICO, the minimum dimensions are 24x24, there is no ] [ ] [ ]
maximum size, it is only necessary that the image has the same height and width (need to be a square);

:Logo  Clicking the   button allows you to upload the logo used at the top of the menus. If you want to view the [ ]

added image, click  , to delete, click  . The format needs to be SVG of dimensions 300x65[ ] [ ] . There is no maximum size, it is only 
necessary that the image has different height and width (need to be rectangular);

:Background  Clicking the   button allows you to upload an image that is used as a background on the initial [ ]

login screen. If you want to view the added image, click , to delete, click  . The format needs to be PNG or JPG of dimensions [ ] [ ]
1920x1080;

:Preview  Demonstrates the changes that were made to the options above in a preview for checking before actually applying them.

To assist in defining colors:
       It is possible to create or consult a color palette on the website  that provides coloring information at: Color Name, HEX, https://coolors.co/generate
RGB, HSB, HSL, CMYK, LAB, RAL, HKS, Copic and Prismacolor.

        If it is necessary to convert from Pantone to RGB, CMYK or HEX, see the converter on the official website at this link: https://www.pantone.com
./color-finder

Here is an example of a template with customization already applied:

https://coolors.co/generate
https://www.pantone.com/color-finder
https://www.pantone.com/color-finder
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Config Template - Custom Brand - Edited Template

When applying custom branding on UTM it may be necessary to clear the browser cache to view the changes.

To access the cache deletion window just use the command "ctrl + shift + del".

 The caption "Powered by Blockbit" below the logo is not customizable.

If you are not satisfied with the changes made, click   to restore the default settings or disable the   check box and [ ] Enabled[ ]
deploy the template again to return to the factory defaults.

To save changes, click   otherwise, click   to close the window[ ], [ ] .

Saved successfully
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After performing these procedures, the firewall customization was successful.
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Provisioning tab
The Zero Touch Provisioning feature has the function of facilitating and speeding up the implementation of new Blockbit UTM to be managed by GSM. 
This functionality automates the process of installing and configuring new appliances, requiring only a valid connection to be made available during the first 
access. 

After making the   and connection of the appliance, when turning it on for the first time, the UTM will be installed, all settings of the UTM installation addition
wizard will be detected and carried out automatically, the certificate will be valid, any device template that has been configured will be implemented and 
any policy package that has been pre-configured will be applied automatically.

Through Zero Touch Provisioning the operational cost, technical level and the possibility of human error are drastically reduced, since at the physical point 
of the network it is not necessary to do anything more than just connect the appliance and turn it on.

It is possible to provision a specific device and also a .batch of multiple devices

Important

For the GSM (Global Security Management):

The following TCP ports has to be accessible to the Blockbit GSM: 
Port 80
Port 22
Port 443
Port 444
Port 555

For the NGFW (Next-Generation Firewall):

Internet access is essential to reach  using the TCP port 443.https://license.blockbit.com
Make sure the following ports are accessible by the Blockbit GSM public IP address. 

Port 80
Port 22
Port 443
Port 444
Port 555

Make sure the network is configured correctly.

To access the Provisioning screen, click on the tab as shown below.

Provisioning tab

The Provisioning screen will be displayed. It consists of the columns: “Name”, “Identification”, “Progress”, “Status”, “Connected” and “Actions”. In addition, 
the   is located at the top of the screen and in the upper right corner of the screen is the search bar actions menu.

The screen below will be displayed:

Devices - Provisioning

https://license.blockbit.com/
https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=GSM+-+OPERA%C3%87%C3%83O+B%C3%81SICA


214

This section will demonstrate:

How to   for provisioningcreate devices ;
.How to use the Batch provisioning feature

Next, we'll look at the functions at the top of this table.
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Provisioning - Actions menu
At the top right of the screen we have the actions menu:

Provisioning – Actions menu button

By clicking on this button the menu below is displayed:

Provisioning - Actions menu

The menu has options:

Create Device,
Add Batch Provisioning.

Next, we will detail each menu option.
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Provisioning - Actions menu - Create Device
To perform Zero Touch provisioning, the device must be properly licensed, the license is always linked to a company's e-mail and to a UUID, this step is 
essential because the approval and confirmation of the provisioning is sent by e-mail, in addition because all provisioning is tied to the UUID of an 
appliance.

In addition, for Zero Touch provisioning to work, it is mandatory to have a valid link configured in order to reach the Blockbit license portal in order to 
validate this license.

Before you configure provisioning, you must have created a   or   to add to the device during provisioning.Device Template Policy Package

As the GSM policies that are in the header have priority over those of the UTM, It is recommended that when creating a policy package to be 
used in provisioning, that they are created in the footer for security so that they do not overwrite important permissions of the UTM policies.

When deploying using a policy that uses QoS, it will be necessary to activate the WAN interface in , otherwise the policy Network - Traffic Shaping
will not work.

Through the button “Create Device” it is possible to create a new device for provisioning. To access, follow the steps below:

1. Click on the “Create Device” option;

Provisioning – Create Device

2. The "Device" window is made up of the "General", "Network" and "Certificate" tab. When adding a device for provisioning fill the fields with the device 
settings, basically as if you were going to install a UTM normally. Complete the fields as shown below:

https://docs.blockbit.com/pages/viewpage.action?pageId=26817850
https://docs.blockbit.com/pages/viewpage.action?pageId=26817607
https://docs.blockbit.com/display/RCE/Network+-+Traffic+Shaping
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Create Device – Device - General

:Name  Device Name. Ex.: Provisioned Device;
Company: Defines the company name. Ex.: Blockbit;
User Admin: Enter the same administrator user that was registered during the installation of UTM. Ex.: admin;
Password: Enter the password registered during the installation of UTM. This password must be at least eight characters long, contain upper and 
lower case letters and special characters. Ex.: q1W@e3R$;
Device Template: Through this field, it is possible to add the templates created in   for this device;Device Template
Policy Package: Through this field, it is possible to add the policy packages created in   for this devicePolicy Package ;

:UUID  Enter the UTM's unique identification code, it can be found on the Dashboard - System in the widget license;
:Description  Device description. Ex .: Provisioned Device Settings.

3. After filling in the fields on the "General" tab, fill in the fields on the "Network" tab, as shown below:

https://docs.blockbit.com/pages/viewpage.action?pageId=26817850
https://docs.blockbit.com/pages/viewpage.action?pageId=26817607
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Create Device – Device - Network

:Hostname  Defines the Hostname ;. It can be anyone as long as it complies with the FQDN - Fully Qualified Domain Name. Ex.: GSM
Language: Select the default language. Ex.: English;
Timezone: Select the time zone. Ex.: America/Sao_Paulo;

:Gateway . Ex.: 176.16.102.1; Sets the default route for the network
Suffix DNS: Determines the domain of the network. Ex.: ;blockbit.com

:DNS Server  Defines the network or internet DNS server. Ex.: 176.16.102.161;
:NTP Server 1 . Ex.: Sets the clock synchronization server  a.ntp.br;

:ETH[ ]  Activate the desired network interfaces by checking the checkbox;
IP Address: Inform which network address the settings will be applied to;
Net Mask: Inform which will be the netmask;
Network zone: Determine the Network Zone. By default, the default options are: LAN, WAN and DMZ;

DHCP Server[ ]: Enable this checkbox to distribute IP addresses as network devices request connection.

If an IP is defined on the eth0 port, when performing the UTM provisioning, the IP change will be applied replacing DHCP, thus requiring the user 
to access the IP defined on port 98.

4. After completing the fields on the "Network" tab, complete the fields on the "Certificate" tab, as shown below:

http://blockbit.com
http://a.ntp.br/
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Create Device – Device - Certificate

:Country  Defines the country. Ex.: ;BR
:State  Sets the state. Ex.: ;Sao Paulo

:City  Defines the city. Ex.: ;Sao Paulo
:Organization  Defines the company name. Ex.: Blockbit;

:E-mail  Sets the administrator email. Ex.: user@blockbit;
:Organizational Unit  Defines the department. Ex.: QA;

 ( ):Expires years  Defines the validity time of the certificate. Ex.: 10;
:Hostname  Sets the FQDN for the certificate. Ex.: .utm.blockbit.com

5. To save changes, click , otherwise click   to close the window[ ] [ ] .

Saved successfully

When saving the settings, a confirmation email will be sent to the address that is registered on the Blockbit License Portal. You will need to click on the link 
that will appear in the body of the email to actually start provisioning itself.

http://utm.blockbit.com
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Provisioning - Confirmation email

A confirmation email will be sent when authorizing provisioning, as shown below:

Provisioning - Provisioning confirmation

It is possible to track the progress of provisioning through the Status and Progress column in the   of the GSM, as shown below:Provisioning tab

Provisioning - Provisioning progress

It is also possible to see the provisioning progress through the UTM interface that will be provisioned. As shown in the following image:
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Provisioning - Provisioning in progress

This screen will be displayed in Portuguese or English according to the user's browser settings.

If provisioning is completed successfully, an automatic redirection to the login screen will occur, as shown below:

Provisioning - Redirect

When directed to the Login screen, it will probably not be possible to access the system immediately thanks to the completion of the provisioning settings, 
wait until the access has been released. During this stage it is extremely important not to disconnect the device. If the settings are still being made, a 

. For a more accurate view of the progress of provisioning, check the Status and notification will be displayed blocking access when trying to log in
Progress column on the   of the GSM.Provisioning tab

ATTENTION: When performing Zero Touch provisioning, DO NOT turn off the device before you are actually able to log into UTM. Check the 
Status and Progress column on the GSM   to get a more accurate view of the progress of the procedure. If there is a power outage at Provisioning tab
any time during provisioning, it is recommended to remove the provisioning that was made in GSM, access the CLI and use the   command on rewizard
the appliance ., so that provisioning is restarted from the initial step and also to restart all installation settings that will be made in the UTM

If provisioning is successful, the device will be displayed in the   tab, in the same way as a manually linked device.Inventory

https://docs.blockbit.com/pages/viewpage.action?pageId=12466660
https://docs.blockbit.com/display/RC/Aba+Inventory
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Provisioning - Device moved to Inventory tab

Upon successful completion of Zero Touch Provisioning, UTM will also automatically have the license validated, being administered by GSM in Central 
Management, with the deployment of   and   defined in GSM applied.Device Templates Policy Packages

After finishing configuring Zero Touch Provisioning, if you need to send logs to GSM, access the Settings menu, Administration option, Central 

Management tab in UTM, check the Enable Manager   checkbox and configure the Manager Address field with the IP of the GSM logger.[ ]

If provisioning is not completed successfully, a panel with two buttons will appear:

Provisioning - Configure Provisioning

If provisioning does not occur because the DNS is unable to provide a valid path to the Blockbit License Portal, click on the button [

 so that the panel illustrated below is displayed, it is possible to configure a valid IP so that the UTM can ]
properly license.

https://docs.blockbit.com/pages/viewpage.action?pageId=26817850
https://docs.blockbit.com/pages/viewpage.action?pageId=26817607
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Provisioning - Add a valid IP

Through the option   it is possible to make the configuration manually, when selecting this option you will be [ ]
directed to the standard Wizard. This will also happen if the license has expired or expired, the user will be notified and directed to the normal Wizard. For 
more information on how to configure it, see the UTM Wizard configuration  .page

If it is necessary to use the   command on a machine that has already been provisioned, you must first remove it from the GSM   tab.rewizard Inventory

That done, it will be necessary to create a new provisioning for the machine that has gone through the rewizard.

After these steps, the process is the same.

For more information about the columns on the Provisioning tab click this   for more information about batch provisioning, see this .link page

https://docs.blockbit.com/pages/viewpage.action?pageId=44236857
https://docs.blockbit.com/pages/viewpage.action?pageId=12466660
https://docs.blockbit.com/display/RC/Aba+Inventory
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Provisioning - Actions Menu - Add Batch Provisioning
The main benefit of the batch provisioning function is the agility with which the administrator is able to implement and configure services and policies, using 
pre-defined settings in device templates and policy packages, as well as facilitating the process of approval and error checking in this process (in case of 
possible inconsistencies in the code for example). In addition to all these benefits, the batch provisioning process is relatively simple and transparent, and 
can easily be followed by the panel on the Provisioning tab through the progress bar and status icons.

Batch provisioning works using a CSV file as a template, it basically contains all fields in the Zero Touch Provisioning window and acts in the same way: 
Gathering all the information necessary for the implementation of a new device. 

After completing the CSV, the user simply needs to determine which template and policy package will be applied to this list of devices, after adding the 
devices to be provisioned, just wait for the receipt of the batch provisioning email and click on the confirmation link.

If any inconsistency is detected, the batch implementation is not performed, the confirmation email will only be received if the entire batch is in compliance 
on the Blockbit licensing portal and if the CSV file is correctly configured.

To perform batch provisioning, click on the actions menu   and select the option “Add Batch Provisioning”;[ ]

Provisioning - Add Batch Provisioning

The window below will appear:

Add Batch Provisioning
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Before completing the form, click   to download the template in CSV[ ] .

 The CSV file is available according to the interface language. For example, if you have selected the language "Portuguese" when logging in, all 
CSV fields will be in this language (en-US).

The data of this model represents the fields of the form in   therefore, complete the CSV as needed and save it, there is no Zero Touch Provisioning
obligation for the file to be with the same name as when the download was made, just being necessary to configure it correctly and use the file extension 
(CSV).

When editing the CSV the field language, ntp server and timezone must use the correct information among those provided by GSM (see creation 
). For example, the only supported languages are "pt_BR" or "en-US", if another value is added in this field, the file will be considered of single device

invalid.

For more information about the Time Zone syntax in CSV visit this .page

If you are using Microsoft Excel to edit the CSV file, you can use the "Get Text / CSV data" function to facilitate data interpretation. This feature 
uses delimiters as columns, making it easy to view the file.

When you are finished completing the CSV, click   to upload the batch of devices.[ ]

Note that if the CSV is too long, it is natural that the system takes time to upload and read the file.

After uploading, make selections on the form as needed:

Device Template: Select the Device Template that will be applied to all appliances in the batch, if you need more information on how to create 
one see this  ;page
Policy Package: Select the Policy Package that will be applied to all appliances in the batch, if you need more information on how to create one, 
see this  .page

As   is part of the Device Template, it is possible to customize UTMs during this process.Custom Branding

 It is not necessary to select a Device Template and a Policy Package, it is mandatory to select at least one of them. If the user prefers to select 
only one of the two, provisioning will proceed normally.

After completing the form the window should look like the example below:

https://docs.blockbit.com/pages/createpage.action?spaceKey=RCE&title=CSV+Time+Zone+Syntax&linkCreation=true&fromPageId=29264390
https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=Templates+-+Menu+de+a%C3%A7%C3%B5es+-+Create+Template
https://docs.blockbit.com/pages/viewpage.action?pageId=26817607
https://docs.blockbit.com/pages/createpage.action?spaceKey=RCE&title=Templates+-+Config+Template+-+Custom+Brand&linkCreation=true&fromPageId=29264390
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Add Batch Provisioning - Example

Click   to batch provision or   to close the window.[ ] [ ]

Provisioning is only possible when the clients linked to the UUID are the same, if there are differences, the error will be displayed, informing that 
such UUIDs do not belong to the same client.

If a device in the CSV file has an incorrect data, a window is displayed informing the error and the line where the correction must be made.
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Error Import Batch

In order to ensure the completeness of the batch, if any error is detected, the entire batch will be discarded.

Make the indicated corrections and try again. To close this window, click the   or   button.[ ] [ ]

In addition to the validation of the CSV itself, batch provisioning can also be canceled due to errors in the UUID, for more information, see this  .page

If all devices are correctly configured, clicking   will save the settings and a confirmation email will be sent to the address registered in the [ ]
Blockbit License Portal. You will need to click on the link that will appear in the body of the email to actually start provisioning itself.

The confirmation email sent when authorizing provisioning is shown below:



228

Batch Provisioning - Confirmation email

From this stage onwards, the process will be identical to the provisioning of a single device being possible to follow the progress in the   of Provisioning tab
the GSM, in addition, it is also possible to see the progress through the UTM interface itself. For more information, see this .page

After provisioning has been successfully completed, devices will be displayed in the  , as shown below:Inventory tab

Devices -  - Inventory Provisioned Devices

For more information about the columns on the Provisioning tab, click on this , regarding Zero Touch Provisioning, see this .link page

https://docs.blockbit.com/display/RC/Aba+Inventory
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Possible errors in provisioning
In addition to CSV validation itself, batch provisioning can also be canceled in the following cases:

Incorrect Customer ID;
License in use;
Expired license;
License not found;
Inactive license.

To see more details about these errors, just click on the   icon in the status column.[ ]

Next we will demonstrate the window that is displayed when viewing these errors.

Incorrect Customer ID

View UUID error - Customer ID error

This error is displayed if the UUID used in the Lot is linked to another user. Provisioning is only possible when the customer linked to the UUID is the 
same, if there are any differences this error will be presented, informing that the UUIDs do not belong to the same customer.

https://docs.blockbit.com/pages/viewpage.action?pageId=21269222#Possibleerrorsinprovisioning-customeridincorreto
https://docs.blockbit.com/pages/viewpage.action?pageId=21269222#Possibleerrorsinprovisioning-Licen�aemuso
https://docs.blockbit.com/pages/viewpage.action?pageId=21269222#Possibleerrorsinprovisioning-Licen�aexpirada
https://docs.blockbit.com/pages/viewpage.action?pageId=21269222#Possibleerrorsinprovisioning-Licen�an�oencontrada
https://docs.blockbit.com/pages/viewpage.action?pageId=21269222#Possibleerrorsinprovisioning-Licen�ainativa
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License in use

View UUID error - License in Use

This error is displayed if the license used in the Batch is already in use by another device. If this UUID refers to a device provisioned by GSM, it is 
recommended to check the   tab, where it will be possible to manage and remove itInventory .

Expired license

View UUID error - Expiration Date

This error is displayed if the license used in the Batch is expired. In this case, contact Blockbit to regularize your situation.

License not found

https://docs.blockbit.com/display/RC/Aba+Inventory
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View UUID error - License not found

This error is displayed if the license has not been found on the portal. In this case, contact Blockbit to regularize your situation.

Inactive license

View UUID error - Inactive License

This error is displayed if the license is inactive. In this case, contact Blockbit to regularize your situation.

Therefore, ensure that the licenses for all devices to be carried out in batch provisioning are valid and that the CSV data has been completed correctly 
before performing batch provisioning..

For more information on batch provisioning, see this .page
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Time Zone Syntax in CSV
In order to facilitate the editing of the CSV, a table with all the time zones accepted in the UTM and the equivalent value to be added in the CSV follows:

Timezone Value

Africa/Abidjan Africa/Abidjan

Africa/Accra Africa/Accra

Africa/Addis_Ababa Africa/Addis_Ababa

Africa/Algiers Africa/Algiers

Africa/Asmara Africa/Asmara

Africa/Bamako Africa/Bamako

Africa/Bangui Africa/Bangui

Africa/Banjul Africa/Banjul

Africa/Bissau Africa/Bissau

Africa/Blantyre Africa/Blantyre

Africa/Brazzaville Africa/Brazzaville

Africa/Bujumbura Africa/Bujumbura

Africa/Cairo Africa/Cairo

Africa/Casablanca Africa/Casablanca

Africa/Ceuta - Ceuta, Melilla Africa/Ceuta

Africa/Conakry Africa/Conakry

Africa/Dakar Africa/Dakar

Africa/Dar_es_Salaam Africa/Dar_es_Salaam

Africa/Djibouti Africa/Djibouti

Africa/Douala Africa/Douala

Africa/El_Aaiun Africa/El_Aaiun

Africa/Freetown Africa/Freetown

Africa/Gaborone Africa/Gaborone

Africa/Harare Africa/Harare

Africa/Johannesburg Africa/Johannesburg

Africa/Juba Africa/Juba

Africa/Kampala Africa/Kampala

Africa/Khartoum Africa/Khartoum

Africa/Kigali Africa/Kigali

Africa/Kinshasa - Dem. Rep. of Congo (west) Africa/Kinshasa

Africa/Lagos Africa/Lagos

Africa/Libreville Africa/Libreville

Africa/Lome Africa/Lome

Africa/Luanda Africa/Luanda

Africa/Lubumbashi - Dem. Rep. of Congo (east) Africa/Lubumbashi

Africa/Lusaka Africa/Lusaka

Africa/Malabo Africa/Malabo
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Africa/Maputo Africa/Maputo

Africa/Maseru Africa/Maseru

Africa/Mbabane Africa/Mbabane

Africa/Mogadishu Africa/Mogadishu

Africa/Monrovia Africa/Monrovia

Africa/Nairobi Africa/Nairobi

Africa/Ndjamena Africa/Ndjamena

Africa/Niamey Africa/Niamey

Africa/Nouakchott Africa/Nouakchott

Africa/Ouagadougou Africa/Ouagadougou

Africa/Porto-Novo Africa/Porto-Novo

Africa/Sao_Tome Africa/Sao_Tome

Africa/Tripoli Africa/Tripoli

Africa/Tunis Africa/Tunis

Africa/Windhoek Africa/Windhoek

America/Adak - Aleutian Islands America/Adak

America/Anchorage - Alaska (most areas) America/Anchorage

America/Anguilla America/Anguilla

America/Antigua America/Antigua

America/Araguaina - Tocantins America/Araguaina

America/Argentina/Buenos_Aires - Buenos Aires (BA, CF) America/Argentina/Buenos_Aires

America/Argentina/Catamarca - Catamarca (CT); Chubut (CH) America/Argentina/Catamarca

America/Argentina/Cordoba - Argentina (most areas: CB, CC, CN, ER, FM, MN, SE, SF) America/Argentina/Cordoba

America/Argentina/Jujuy - Jujuy (JY) America/Argentina/Jujuy

America/Argentina/La_Rioja - La Rioja (LR) America/Argentina/La_Rioja

America/Argentina/Mendoza - Mendoza (MZ) America/Argentina/Mendoza

America/Argentina/Rio_Gallegos - Santa Cruz (SC) America/Argentina/Rio_Gallegos

America/Argentina/Salta - Salta (SA, LP, NQ, RN) America/Argentina/Salta

America/Argentina/San_Juan - San Juan (SJ) America/Argentina/San_Juan

America/Argentina/San_Luis - San Luis (SL) America/Argentina/San_Luis

America/Argentina/Tucuman - Tucuman (TM) America/Argentina/Tucuman

America/Argentina/Ushuaia - Tierra del Fuego (TF) America/Argentina/Ushuaia

America/Aruba America/Aruba

America/Asuncion America/Asuncion

America/Atikokan - EST - ON (Atikokan); NU (Coral H) America/Atikokan

America/Bahia - Bahia America/Bahia

America/Bahia_Banderas - Central Time - Bahia de Banderas America/Bahia_Banderas

America/Barbados America/Barbados

America/Belem - Para (east); Amapa America/Belem

America/Belize America/Belize

America/Blanc-Sablon - AST - QC (Lower North Shore) America/Blanc-Sablon
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America/Boa_Vista - Roraima America/Boa_Vista

America/Bogota America/Bogota

America/Boise - Mountain - ID (south); OR (east) America/Boise

America/Cambridge_Bay - Mountain - NU (west) America/Cambridge_Bay

America/Campo_Grande - Mato Grosso do Sul America/Campo_Grande

America/Cancun - Eastern Standard Time - Quintana Roo America/Cancun

America/Caracas America/Caracas

America/Cayenne America/Cayenne

America/Cayman America/Cayman

America/Chicago - Central (most areas) America/Chicago

America/Chihuahua - Mountain Time - Chihuahua (most areas) America/Chihuahua

America/Costa_Rica America/Costa_Rica

America/Creston - MST - BC (Creston) America/Creston

America/Cuiaba - Mato Grosso America/Cuiaba

America/Curacao America/Curacao

America/Danmarkshavn - National Park (east coast) America/Danmarkshavn

America/Dawson - Pacific - Yukon (north) America/Dawson

America/Dawson_Creek - MST - BC (Dawson Cr, Ft St John) America/Dawson_Creek

America/Denver - Mountain (most areas) America/Denver

America/Detroit - Eastern - MI (most areas) America/Detroit

America/Dominica America/Dominica

America/Edmonton - Mountain - AB; BC (E); SK (W) America/Edmonton

America/Eirunepe - Amazonas (west) America/Eirunepe

America/El_Salvador America/El_Salvador

America/Fort_Nelson - MST - BC (Ft Nelson) America/Fort_Nelson

America/Fortaleza - Brazil (northeast: MA, PI, CE, RN, PB) America/Fortaleza

America/Glace_Bay - Atlantic - NS (Cape Breton) America/Glace_Bay

America/Godthab - Greenland (most areas) America/Godthab

America/Goose_Bay - Atlantic - Labrador (most areas) America/Goose_Bay

America/Grand_Turk America/Grand_Turk

America/Grenada America/Grenada

America/Guadeloupe America/Guadeloupe

America/Guatemala America/Guatemala

America/Guayaquil - Ecuador (mainland) America/Guayaquil

America/Guyana America/Guyana

America/Halifax - Atlantic - NS (most areas); PE America/Halifax

America/Havana America/Havana

America/Hermosillo - Mountain Standard Time - Sonora America/Hermosillo

America/Indiana/Indianapolis - Eastern - IN (most areas) America/Indiana/Indianapolis

America/Indiana/Knox - Central - IN (Starke) America/Indiana/Knox

America/Indiana/Marengo - Eastern - IN (Crawford) America/Indiana/Marengo
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America/Indiana/Petersburg - Eastern - IN (Pike) America/Indiana/Petersburg

America/Indiana/Tell_City - Central - IN (Perry) America/Indiana/Tell_City

America/Indiana/Vevay - Eastern - IN (Switzerland) America/Indiana/Vevay

America/Indiana/Vincennes - Eastern - IN (Da, Du, K, Mn) America/Indiana/Vincennes

America/Indiana/Winamac - Eastern - IN (Pulaski) America/Indiana/Winamac

America/Inuvik - Mountain - NT (west) America/Inuvik

America/Iqaluit - Eastern - NU (most east areas) America/Iqaluit

America/Jamaica America/Jamaica

America/Juneau - Alaska - Juneau area America/Juneau

America/Kentucky/Louisville - Eastern - KY (Louisville area) America/Kentucky/Louisville

America/Kentucky/Monticello - Eastern - KY (Wayne) America/Kentucky/Monticello

America/Kralendijk America/Kralendijk

America/La_Paz America/La_Paz

America/Lima America/Lima

America/Los_Angeles - Pacific America/Los_Angeles

America/Lower_Princes America/Lower_Princes

America/Maceio - Alagoas, Sergipe America/Maceio

America/Managua America/Managua

America/Manaus - Amazonas (east) America/Manaus

America/Marigot America/Marigot

America/Martinique America/Martinique

America/Matamoros - Central Time US - Coahuila, Nuevo Leon, Tamaulipas (US border) America/Matamoros

America/Mazatlan - Mountain Time - Baja California Sur, Nayarit, Sinaloa America/Mazatlan

America/Menominee - Central - MI (Wisconsin border) America/Menominee

America/Merida - Central Time - Campeche, Yucatan America/Merida

America/Metlakatla - Alaska - Annette Island America/Metlakatla

America/Mexico_City - Central Time America/Mexico_City

America/Miquelon America/Miquelon

America/Moncton - Atlantic - New Brunswick America/Moncton

America/Monterrey - Central Time - Durango; Coahuila, Nuevo Leon, Tamaulipas (most areas) America/Monterrey

America/Montevideo America/Montevideo

America/Montserrat America/Montserrat

America/Nassau America/Nassau

America/New_York - Eastern (most areas) America/New_York

America/Nipigon - Eastern - ON, QC (no DST 1967-73) America/Nipigon

America/Nome - Alaska (west) America/Nome

America/Noronha - Atlantic islands America/Noronha

America/North_Dakota/Beulah - Central - ND (Mercer) America/North_Dakota/Beulah

America/North_Dakota/Center - Central - ND (Oliver) America/North_Dakota/Center

America/North_Dakota/New_Salem - Central - ND (Morton rural) America/North_Dakota/New_Salem

America/Ojinaga - Mountain Time US - Chihuahua (US border) America/Ojinaga
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America/Panama America/Panama

America/Pangnirtung - Eastern - NU (Pangnirtung) America/Pangnirtung

America/Paramaribo America/Paramaribo

America/Phoenix - MST - Arizona (except Navajo) America/Phoenix

America/Port_of_Spain America/Port_of_Spain

America/Port-au-Prince America/Port-au-Prince

America/Porto_Velho - Rondonia America/Porto_Velho

America/Puerto_Rico America/Puerto_Rico

America/Punta_Arenas - Region of Magallanes America/Punta_Arenas

America/Rainy_River - Central - ON (Rainy R, Ft Frances) America/Rainy_River

America/Rankin_Inlet - Central - NU (central) America/Rankin_Inlet

America/Recife - Pernambuco America/Recife

America/Regina - CST - SK (most areas) America/Regina

America/Resolute - Central - NU (Resolute) America/Resolute

America/Rio_Branco - Acre America/Rio_Branco

America/Santarem - Para (west) America/Santarem

America/Santiago - Chile (most areas) America/Santiago

America/Santo_Domingo America/Santo_Domingo

America/Sao_Paulo - Brazil (southeast: GO, DF, MG, ES, RJ, SP, PR, SC, RS) America/Sao_Paulo

America/Scoresbysund - Scoresbysund/Ittoqqortoormiit America/Scoresbysund

America/Sitka - Alaska - Sitka area America/Sitka

America/St_Barthelemy America/St_Barthelemy

America/St_Johns - Newfoundland; Labrador (southeast) America/St_Johns

America/St_Kitts America/St_Kitts

America/St_Lucia America/St_Lucia

America/St_Thomas America/St_Thomas

America/St_Vincent America/St_Vincent

America/Swift_Current - CST - SK (midwest) America/Swift_Current

America/Tegucigalpa America/Tegucigalpa

America/Thule - Thule/Pituffik America/Thule

America/Thunder_Bay - Eastern - ON (Thunder Bay) America/Thunder_Bay

America/Tijuana - Pacific Time US - Baja California America/Tijuana

America/Toronto - Eastern - ON, QC (most areas) America/Toronto

America/Tortola America/Tortola

America/Vancouver - Pacific - BC (most areas) America/Vancouver

America/Whitehorse - Pacific - Yukon (south) America/Whitehorse

America/Winnipeg - Central - ON (west); Manitoba America/Winnipeg

America/Yakutat - Alaska - Yakutat America/Yakutat

America/Yellowknife - Mountain - NT (central) America/Yellowknife

Antarctica/Casey - Casey Antarctica/Casey

Antarctica/Davis - Davis Antarctica/Davis
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Antarctica/DumontDUrville - Dumont-d'Urville Antarctica/DumontDUrville

Antarctica/Macquarie - Macquarie Island Antarctica/Macquarie

Antarctica/Mawson - Mawson Antarctica/Mawson

Antarctica/McMurdo - New Zealand time - McMurdo, South Pole Antarctica/McMurdo

Antarctica/Palmer - Palmer Antarctica/Palmer

Antarctica/Rothera - Rothera Antarctica/Rothera

Antarctica/Syowa - Syowa Antarctica/Syowa

Antarctica/Troll - Troll Antarctica/Troll

Antarctica/Vostok - Vostok Antarctica/Vostok

Arctic/Longyearbyen Arctic/Longyearbyen

Asia/Aden Asia/Aden

Asia/Almaty - Kazakhstan (most areas) Asia/Almaty

Asia/Amman Asia/Amman

Asia/Anadyr - MSK+09 - Bering Sea Asia/Anadyr

Asia/Aqtau - Mangghystau/Mankistau Asia/Aqtau

Asia/Aqtobe - Aqtobe/Aktobe Asia/Aqtobe

Asia/Ashgabat Asia/Ashgabat

Asia/Atyrau - Atyrau/Atirau/Gur'yev Asia/Atyrau

Asia/Baghdad Asia/Baghdad

Asia/Bahrain Asia/Bahrain

Asia/Baku Asia/Baku

Asia/Bangkok Asia/Bangkok

Asia/Barnaul - MSK+04 - Altai Asia/Barnaul

Asia/Beirut Asia/Beirut

Asia/Bishkek Asia/Bishkek

Asia/Brunei Asia/Brunei

Asia/Chita - MSK+06 - Zabaykalsky Asia/Chita

Asia/Choibalsan - Dornod, Sukhbaatar Asia/Choibalsan

Asia/Colombo Asia/Colombo

Asia/Damascus Asia/Damascus

Asia/Dhaka Asia/Dhaka

Asia/Dili Asia/Dili

Asia/Dubai Asia/Dubai

Asia/Dushanbe Asia/Dushanbe

Asia/Famagusta - Northern Cyprus Asia/Famagusta

Asia/Gaza - Gaza Strip Asia/Gaza

Asia/Hebron - West Bank Asia/Hebron

Asia/Ho_Chi_Minh Asia/Ho_Chi_Minh

Asia/Hong_Kong Asia/Hong_Kong

Asia/Hovd - Bayan-Olgiy, Govi-Altai, Hovd, Uvs, Zavkhan Asia/Hovd

Asia/Irkutsk - MSK+05 - Irkutsk, Buryatia Asia/Irkutsk
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Asia/Jakarta - Java, Sumatra Asia/Jakarta

Asia/Jayapura - New Guinea (West Papua / Irian Jaya); Malukus/Moluccas Asia/Jayapura

Asia/Jerusalem Asia/Jerusalem

Asia/Kabul Asia/Kabul

Asia/Kamchatka - MSK+09 - Kamchatka Asia/Kamchatka

Asia/Karachi Asia/Karachi

Asia/Kathmandu Asia/Kathmandu

Asia/Khandyga - MSK+06 - Tomponsky, Ust-Maysky Asia/Khandyga

Asia/Kolkata Asia/Kolkata

Asia/Krasnoyarsk - MSK+04 - Krasnoyarsk area Asia/Krasnoyarsk

Asia/Kuala_Lumpur - Malaysia (peninsula) Asia/Kuala_Lumpur

Asia/Kuching - Sabah, Sarawak Asia/Kuching

Asia/Kuwait Asia/Kuwait

Asia/Macau Asia/Macau

Asia/Magadan - MSK+08 - Magadan Asia/Magadan

Asia/Makassar - Borneo (east, south); Sulawesi/Celebes, Bali, Nusa Tengarra; Timor (west) Asia/Makassar

Asia/Manila Asia/Manila

Asia/Muscat Asia/Muscat

Asia/Nicosia - Cyprus (most areas) Asia/Nicosia

Asia/Novokuznetsk - MSK+04 - Kemerovo Asia/Novokuznetsk

Asia/Novosibirsk - MSK+04 - Novosibirsk Asia/Novosibirsk

Asia/Omsk - MSK+03 - Omsk Asia/Omsk

Asia/Oral - West Kazakhstan Asia/Oral

Asia/Phnom_Penh Asia/Phnom_Penh

Asia/Pontianak - Borneo (west, central) Asia/Pontianak

Asia/Pyongyang Asia/Pyongyang

Asia/Qatar Asia/Qatar

Asia/Qostanay - Qostanay/Kostanay/Kustanay Asia/Qostanay

Asia/Qyzylorda - Qyzylorda/Kyzylorda/Kzyl-Orda Asia/Qyzylorda

Asia/Riyadh Asia/Riyadh

Asia/Sakhalin - MSK+08 - Sakhalin Island Asia/Sakhalin

Asia/Samarkand - Uzbekistan (west) Asia/Samarkand

Asia/Seoul Asia/Seoul

Asia/Shanghai - Beijing Time Asia/Shanghai

Asia/Singapore Asia/Singapore

Asia/Srednekolymsk - MSK+08 - Sakha (E); North Kuril Is Asia/Srednekolymsk

Asia/Taipei Asia/Taipei

Asia/Tashkent - Uzbekistan (east) Asia/Tashkent

Asia/Tbilisi Asia/Tbilisi

Asia/Tehran Asia/Tehran

Asia/Thimphu Asia/Thimphu



239

Asia/Tokyo Asia/Tokyo

Asia/Tomsk - MSK+04 - Tomsk Asia/Tomsk

Asia/Ulaanbaatar - Mongolia (most areas) Asia/Ulaanbaatar

Asia/Urumqi - Xinjiang Time Asia/Urumqi

Asia/Ust-Nera - MSK+07 - Oymyakonsky Asia/Ust-Nera

Asia/Vientiane Asia/Vientiane

Asia/Vladivostok - MSK+07 - Amur River Asia/Vladivostok

Asia/Yakutsk - MSK+06 - Lena River Asia/Yakutsk

Asia/Yangon Asia/Yangon

Asia/Yekaterinburg - MSK+02 - Urals Asia/Yekaterinburg

Asia/Yerevan Asia/Yerevan

Atlantic/Azores - Azores Atlantic/Azores

Atlantic/Bermuda Atlantic/Bermuda

Atlantic/Canary - Canary Islands Atlantic/Canary

Atlantic/Cape_Verde Atlantic/Cape_Verde

Atlantic/Faroe Atlantic/Faroe

Atlantic/Madeira - Madeira Islands Atlantic/Madeira

Atlantic/Reykjavik Atlantic/Reykjavik

Atlantic/South_Georgia Atlantic/South_Georgia

Atlantic/St_Helena Atlantic/St_Helena

Atlantic/Stanley Atlantic/Stanley

Australia/Adelaide - South Australia Australia/Adelaide

Australia/Brisbane - Queensland (most areas) Australia/Brisbane

Australia/Broken_Hill - New South Wales (Yancowinna) Australia/Broken_Hill

Australia/Currie - Tasmania (King Island) Australia/Currie

Australia/Darwin - Northern Territory Australia/Darwin

Australia/Eucla - Western Australia (Eucla) Australia/Eucla

Australia/Hobart - Tasmania (most areas) Australia/Hobart

Australia/Lindeman - Queensland (Whitsunday Islands) Australia/Lindeman

Australia/Lord_Howe - Lord Howe Island Australia/Lord_Howe

Australia/Melbourne - Victoria Australia/Melbourne

Australia/Perth - Western Australia (most areas) Australia/Perth

Australia/Sydney - New South Wales (most areas) Australia/Sydney

Europe/Amsterdam Europe/Amsterdam

Europe/Andorra Europe/Andorra

Europe/Astrakhan - MSK+01 - Astrakhan Europe/Astrakhan

Europe/Athens Europe/Athens

Europe/Belgrade Europe/Belgrade

Europe/Berlin - Germany (most areas) Europe/Berlin

Europe/Bratislava Europe/Bratislava

Europe/Brussels Europe/Brussels
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Europe/Bucharest Europe/Bucharest

Europe/Budapest Europe/Budapest

Europe/Busingen - Busingen Europe/Busingen

Europe/Chisinau Europe/Chisinau

Europe/Copenhagen Europe/Copenhagen

Europe/Dublin Europe/Dublin

Europe/Gibraltar Europe/Gibraltar

Europe/Guernsey Europe/Guernsey

Europe/Helsinki Europe/Helsinki

Europe/Isle_of_Man Europe/Isle_of_Man

Europe/Istanbul Europe/Istanbul

Europe/Jersey Europe/Jersey

Europe/Kaliningrad - MSK-01 - Kaliningrad Europe/Kaliningrad

Europe/Kiev - Ukraine (most areas) Europe/Kiev

Europe/Kirov - MSK+00 - Kirov Europe/Kirov

Europe/Lisbon - Portugal (mainland) Europe/Lisbon

Europe/Ljubljana Europe/Ljubljana

Europe/London Europe/London

Europe/Luxembourg Europe/Luxembourg

Europe/Madrid - Spain (mainland) Europe/Madrid

Europe/Malta Europe/Malta

Europe/Mariehamn Europe/Mariehamn

Europe/Minsk Europe/Minsk

Europe/Monaco Europe/Monaco

Europe/Moscow - MSK+00 - Moscow area Europe/Moscow

Europe/Oslo Europe/Oslo

Europe/Paris Europe/Paris

Europe/Podgorica Europe/Podgorica

Europe/Prague Europe/Prague

Europe/Riga Europe/Riga

Europe/Rome Europe/Rome

Europe/Samara - MSK+01 - Samara, Udmurtia Europe/Samara

Europe/San_Marino Europe/San_Marino

Europe/Sarajevo Europe/Sarajevo

Europe/Saratov - MSK+01 - Saratov Europe/Saratov

Europe/Simferopol - MSK+00 - Crimea Europe/Simferopol

Europe/Skopje Europe/Skopje

Europe/Sofia Europe/Sofia

Europe/Stockholm Europe/Stockholm

Europe/Tallinn Europe/Tallinn

Europe/Tirane Europe/Tirane
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Europe/Ulyanovsk - MSK+01 - Ulyanovsk Europe/Ulyanovsk

Europe/Uzhgorod - Ruthenia Europe/Uzhgorod

Europe/Vaduz Europe/Vaduz

Europe/Vatican Europe/Vatican

Europe/Vienna Europe/Vienna

Europe/Vilnius Europe/Vilnius

Europe/Volgograd - MSK+01 - Volgograd Europe/Volgograd

Europe/Warsaw Europe/Warsaw

Europe/Zagreb Europe/Zagreb

Europe/Zaporozhye - Zaporozh'ye/Zaporizhia; Lugansk/Luhansk (east) Europe/Zaporozhye

Europe/Zurich Europe/Zurich

Indian/Antananarivo Indian/Antananarivo

Indian/Chagos Indian/Chagos

Indian/Christmas Indian/Christmas

Indian/Cocos Indian/Cocos

Indian/Comoro Indian/Comoro

Indian/Kerguelen Indian/Kerguelen

Indian/Mahe Indian/Mahe

Indian/Maldives Indian/Maldives

Indian/Mauritius Indian/Mauritius

Indian/Mayotte Indian/Mayotte

Indian/Reunion Indian/Reunion

Pacific/Apia Pacific/Apia

Pacific/Auckland - New Zealand (most areas) Pacific/Auckland

Pacific/Bougainville - Bougainville Pacific/Bougainville

Pacific/Chatham - Chatham Islands Pacific/Chatham

Pacific/Chuuk - Chuuk/Truk, Yap Pacific/Chuuk

Pacific/Easter - Easter Island Pacific/Easter

Pacific/Efate Pacific/Efate

Pacific/Enderbury - Phoenix Islands Pacific/Enderbury

Pacific/Fakaofo Pacific/Fakaofo

Pacific/Fiji Pacific/Fiji

Pacific/Funafuti Pacific/Funafuti

Pacific/Galapagos - Galapagos Islands Pacific/Galapagos

Pacific/Gambier - Gambier Islands Pacific/Gambier

Pacific/Guadalcanal Pacific/Guadalcanal

Pacific/Guam Pacific/Guam

Pacific/Honolulu - Hawaii Pacific/Honolulu

Pacific/Kiritimati - Line Islands Pacific/Kiritimati

Pacific/Kosrae - Kosrae Pacific/Kosrae

Pacific/Kwajalein - Kwajalein Pacific/Kwajalein
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Pacific/Majuro - Marshall Islands (most areas) Pacific/Majuro

Pacific/Marquesas - Marquesas Islands Pacific/Marquesas

Pacific/Midway - Midway Islands Pacific/Midway

Pacific/Nauru Pacific/Nauru

Pacific/Niue Pacific/Niue

Pacific/Norfolk Pacific/Norfolk

Pacific/Noumea Pacific/Noumea

Pacific/Pago_Pago Pacific/Pago_Pago

Pacific/Palau Pacific/Palau

Pacific/Pitcairn Pacific/Pitcairn

Pacific/Pohnpei - Pohnpei/Ponape Pacific/Pohnpei

Pacific/Port_Moresby - Papua New Guinea (most areas) Pacific/Port_Moresby

Pacific/Rarotonga Pacific/Rarotonga

Pacific/Saipan Pacific/Saipan

Pacific/Tahiti - Society Islands Pacific/Tahiti

Pacific/Tarawa - Gilbert Islands Pacific/Tarawa

Pacific/Tongatapu Pacific/Tongatapu

Pacific/Wake - Wake Island Pacific/Wake

Pacific/Wallis Pacific/Wallis

For more information on batch provisioning, see this .page
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Provisioning - Columns
Below we will explain each column of the Provisioning tab:

Provisioning

:Name  Displays the name of the registered provisioned Device;
: UUID Displays the UUID of the registered Device;

: Progress Displays a progress bar for device deployment;
:Status  Displays the current state of the device deployment;

Created: Records the date and time when the device was added to this panel;
: Actions The “Actions” menu consists of two buttons:

[ ]: Edit Allows you to edit the settings of the device added in the   option or through Batch Provisioning;Create Device

[ ]: Delete Deletes the device.
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Backups Tab
In this tab is located the tool for managing backups and restores of UTMs, the function of this feature is to create routines through GSM and remotely 
perform backups in the firewalls API.

The backup routines are based on SMB, NTS, SFTP and USB Storages, in addition, before sending the backup creation instructions, the system checks if 
there is space available for storage and also checks if another routine is already being executed so as to ensure that there are no conflicts or 
overwriting. Although the storage directory and backup "order" is done by GSM, it doesn’t save these files to local storage but to a remote server, backup 
routines are sent encrypted through a VPN tunnel. After transferring the files, in order to ensure the reliability of the data transmission, the integrity is 
verified through Checksum (MD5).

After creating backup routines, the administrator can remotely restore, download, or remove storage files.

For more information on GSM's own automatic backup routines, see this  .page

        If you want to know more about creating storage devices, see this  .page

 The device backup procedure is only available for version 2.0.1 or higher.

It is possible to consult the logs with more information regarding the backup procedure using the   command.[debug-backup]

To access this resource, click on the Backups tab. As shown below:

Backups tab

The Backups screen will appear. It consists of the "Names", "Last Backup", "Progress", "Status" and "Actions" columns. In addition, the   is search bar
located at the top of the screen and in the upper right corner of the screen is the actions menu.

In this window, all items for registering system storage points will be available.

https://docs.blockbit.com/pages/createpage.action?spaceKey=TER&title=*System+-+Aba+%22Backups%22
https://docs.blockbit.com/pages/createpage.action?spaceKey=TER&title=*System+-+Aba+%22Storages%22
https://docs.blockbit.com/pages/viewpage.action?pageId=26819813
https://docs.blockbit.com/pages/viewpage.action?pageId=12463012#GSMOPERA%C3%87%C3%83OB%C3%81SICA-searchbar
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Backups

In this session we will analyze:

How to create single backups and recurring backup routines;
How to edit backup routines;
Column components of this screen.

Next, we will detail the .actions menu
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Backups - Actions Menu
At the top right of the screen we have the actions menu:

Backups - Actions menu button

By clicking on this button the menu below is displayed:

Backups - Actions menu

The menu has options:

;Create Backup
Delete Backup.

Next, we will detail each menu option.
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Backup - Actions menu - Create Backup
To create a backup, it will be necessary to select the storage point, on which devices the backup routines will be performed and also whether it will be 

single or recurring. Initially, click on   and select the option , as shown below:[ ] Create Backup

Backup – Create Backup

The following window will be displayed:

Backup – Create Backup

This window is divided into two panels:
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1.  
2.  

1.  

General;
Schedule.

Next, we will detail each panel:

General
The general panel consists of the following fields:

Create Backup - General

:Name  Defines the name of the backup ;. Ex.: System Backup - Daily - UTM Devices 2.1 - SMB
:Device & Devices Group  Determines which Device or Device group the backup will be applied to. The options that appear in this field are 

created on the  . Ex.: UTMDev-2.1; tabInventory
:Type  Defines whether to create a system backup or just a snapshot of the settings, the available options are:

Snapshot (".snapshot" extension);
System (".system" extension).

:Remote Storage  Defines the remote storage unit that will be used to save the backup, it is created in the tab in System Storages . Ex.: 
;Storage_SMB

WARNING: It is recommended that the administrator segment the directories where the backups will be stored in order to prevent the backup files 
from being accidentally overwritten.

Number of Backup Retention: Determines how many backups will be stored in the directory. At the end of this limit, the oldest backup is 
deleted. For example, if you choose "3", only the last 3 backups will be kept, so when a new backup is generated the routine will be executed to 
delete the oldest one, always respecting the value added in this field. Ex.: 1;

:Percent usage retention  Defines the percentage of usage that the directory created within the storage will use when saving the backup. If the 
limit is reached, backup rotation is performed, removing the oldest one in order to always keep the most recent backups. If a directory has 100 GB 
and 30% retention is chosen, when the records occupy 30 GB the rotation will be activated, otherwise the retention number will be verified. Ex.: 
100%;

 The system acts first by checking if the usage percentage has been reached and then checking the number of backups retained. Consequently:

If you still have free space, the system will check the number of backups retained.
If the maximum retention amount has not been reached, the backup storage will continue to function normally without deleting previous 
records.

Analyzing the opposite scenario, the performance of the system will be as explained below:

https://docs.blockbit.com/pages/createpage.action?spaceKey=TER&title=*System+-+Aba+%22Storages%22
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1.  
2.  

If the space limit is reached, rotation will be activated to keep only the most recent backups;
If disk space still exists, but the number of backups retained exceeds the limit set by the administrator, the oldest records will be removed, 
respecting the value defined in the field, so that the directory always has the most recent backups.

If the administrator does not want the percentage to be considered, simply add the value "100" so that the space is fully used before activating the 
rotation. In this way, only the number of backups retained will be considered.

Schedule
The schedule panel consists of the following fields:

Create Backup - Schedule

:Schedule  Allows you to determine the frequency at which the backup will be created. The available options are:
:Oneshot  Defines that the backup will be done only once. When selecting this option, the Date and time field will be displayed;
Date and time: This field has the function of scheduling when the Backup will be executed.

:Daily  Defines that the backup will be made daily. When selecting this option, the Hour field will be displayed;
Hour: This field has the function of scheduling the time at which the Backup will be performed.

:Weekly  Defines that the backup will be made weekly. When selecting this option, the Weekday and Hour fields will be displayed;
Weekday: This field has the function of scheduling the day of the week on which the Backup will be executed;
Hour: This field has the function of scheduling the time at which the Backup will be performed.
:Monthly  Defines that the backup will be made once a month. When selecting this option, the Month day and Hour fields will be 

displayed;
Month day: This field has the function of scheduling the day of the month on which the Backup will be executed;
Hour: This field has the function of scheduling the time at which the Backup will be performed.

When finished, click   to cancel or   to save the backup routine.[ ] [ ]

After making these settings, the storage points will have been defined in the system and the backup routines for the devices will be created and listed in 
the  .columns

Below we will detail how to .remove the backups
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Backup - Actions menu - Delete Backup
Through the “Delete” button it is possible to delete several Backup Routines at the same time. To delete via the actions menu, follow these steps:

1. Select which Backup you want to remove by clicking  , as shown below:[ ]

Backups – Selection of Backup Routines to be deleted

2. Enter the    and click on the option “Delete Backup”;Actions menu [ ]

Backups – .Delete backup

3. The message will appear if you really want to delete the selected items;

Backups – Delete Backup
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If you wish to cancel, click on the   button. To finish, click on the   button.[ ] [ ]

Backup deleted successfully

After performing these procedures, the backups will be successfully deleted.
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Backups - Columns
Below we will explain each column of the Backups tab:

Backups

:Name  Displays the name of the Backup routine;
: Last backup Displays when the last backup was performed;
: Next backup Following what was configured in the schedule, it shows when the next backup will be performed;

:Progress  Displays a progress bar and a percentage for running Backup;
:Status  Displays the current status of the Backup routine execution, which can be:

[ ]: The backup routine is currently running;

[ ]: Something went wrong that caused the backup routine to fail;

[ ]: Routine is in waiting time. This can occur when the system detects a process that may interfere with the backup that is 
currently running (for example, another backup routine);

[ ]: The backup was successful;
: Actions The “Actions” menu consists of buttons:

Disable [ ] / Enable Backup [ ]: This option disables or enables the backup schedule. When disabling scheduling, previous 
;backups are not removed

[ ]:Edit  Allows you to edit the settings of the backup added in the   option;Create Backup

[ ]Backup Details : Displays more information about backup routines, see this page for more information;

[ ]: Delete Deletes the backup routine, is the equivalent of the   option.Delete Backup

For more details on the backups tab, see this .page
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Backups - Backup Details

The panel displayed when clicking the   button has the function of detailing the progress of the execution of the backup routines on  [ ]Backup Details
each device associated with the backup routine.

The Backup details panel consists of the following fields:

Backup Details

:Device  Displays the name of the Device routine;
:Progress  Displays a progress bar and a percentage for running Backup;

:Status  Displays the current status of the Backup routine execution, which can be:

[ ]: The backup routine is currently running;

[ ]: Something went wrong that caused the backup routine to fail;

[ ]: The routine is in waiting time. This can occur when the system detects a process that might interfere with the backup that 
is currently running (for example, another backup routine);

[ ]: The backup was successful;
: Actions The “Actions” menu consists of the button:

[ ]: Backups History This button has the function of detailing the backup history, for more information, see this  .page

Next, we will detail the   button;Backups History

For more information on the columns, visit this .page
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Backups - Backups Details - Backup History

The panel displayed when clicking on the   button has the function of displaying the history of the Backup routines performed on a Backup History [ ]
given device. It consists of the following fields:

Backup History

Name: Backup procedure name, in the example above, we have snapshots;
Size: Displays the size of the backup procedure;
Last Status: Defines when the last status change occurred;

:Status  Displays the current status of the Backup routine execution, which can be:

[ ]: The backup routine is currently running;

[ ]: Something went wrong that caused the backup routine to fail;

[ ]: The routine is in waiting time. This can occur when the system detects a process that might interfere with the backup that 
is currently running (for example, another backup routine);

[ ]: The backup was successful;
Actions: The “Actions” menu consists of two buttons:

[ ]: Restore When you click this button, the backup procedure is performed again. If a backup is removed from the directory, it will 
remain recorded in the history, but this option will be disabled;

[ ]: Download By clicking on this button, you can download the snapshot;

Delete[ ]: When you click this button, the backup is removed from the history.

For more information on the columns, visit this  .page
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Example - Device Backup
This section will present the step by step for configuring Device Backups.

For more information on Backups, see this  .page

This demonstration will consider the following scenarios:

Device Backup - Scenarios considered

Backup routines name               Scenario

System Backup - UTM 2.1 Group - Weekly - NFS-02 Weekly NFS System Backup

System Backup - UTM 2.1 Group - Daily - NFS-01 Daily NFS System Backup

Snapshot  Backup  - UTM 2.1 Group - Daily - NFS-02 Daily NFS Snapshot Backup

Snapshot Backup  - UTM 2.1 Group - Weekly - SFTP-01 Weekly SFTP Snapshot Backup

Snapshot Backup - UTM 200.41 - Single Time - SFTP-01 Single SFTP Snapshot Backup

The following devices will be used in this example:

Device Backup - Devices used

Device Name Device Group

UTM 2.1 - 200.1

UTM 2.1 GroupUTM 2.1 - 200.41

The following Storages will be used in this example:

Device Backup - Storages used

Nome IP

Storage_NFS_01 172.16.102.200

Storage_NFS_02 172.31.160.30

   Storage_SFTP_01 172.31.160.31

The steps we will take in this demonstration will be:

Inclusion of Devices;
Creation of Storages;
Backup Routines Creation;
Validation of settings.

We will start the demo by adding the . devices to the inventory
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Device Backup - Inclusion of Devices
This section will present the step-by-step for configuring Backups.

For more information on adding Devices, see the   on the Inventory tab.page

The steps we will take in this demonstration will be:

Addition of Device UTM 2.1 - 200.1;
Addition of Device UTM 2.1 - 200.41.

The following Devices will be used in this example:

Device Backup - Devices used

Name Group

UTM 2.1 - 200.1

UTM 2.1 GroupUTM 2.1 - 200.41

This session will not detail the process of installing and registering devices on GSM, for more in-depth information about these procedures, see the 
instructions on this  .page

Access the Management menu and click on the Devices option:

Management - Devices

Click the Inventory tab:

Inventory Tab
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Click on the icon and select the “Create Device” option;Actions Menu [ ] 

Inventory - Create Device

Initially we will add the Device "UTM 2.1 - 200.1":

Addition of Device UTM 2.1 - 200.1

Complete the form as shown below:
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Inventory - Add Device

Name: We will name the device "UTM 2.1 - 200.1";
Company: In this field we will use "Blockbit QA";
Deploy Key: We will use the deployment key obtained from the Central Management of the UTM in question;
API Key: We will also use the API Key obtained from the UTM Central Management;
User Admin: Add the UTM user with administrative permissions to access via GSM;
Password: Add the UTM user password with administrative permissions to access via GSM;
Device Group: In this example we will add the device to the "UTM 2.1 Group" group;
Logger: In this example we will not be dealing with Logger, so this field is optional;
Description: We will not add a description.

Click   to save the settings.[ ]

Next, we will configure the device "UTM 2.1 - 200.41":

Addition of Device UTM 2.1 - 200.41

We will use the following settings:
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Inventory - Add Device

Name: We will name the device "UTM 2.1 - 200.41";
Company: In this field we will use "Blockbit QA";
Deploy Key: We will use the deployment key obtained from the Central Management of the UTM in question;
API Key: We will also use the API Key obtained from the UTM Central Management;
User Admin: Add the UTM user with administrative permissions to access via GSM;
Password: Add the UTM user password with administrative permissions to access via GSM;
Device Group: In this example we will add the device to the "UTM 2.1 Group" group;
Logger: In this example we will not be dealing with Logger, so this field is optional;
Description: We will not add a description.

We will not configure the other fields, click   to save the settings.[ ]

When finishing all the configurations, the screen will be as shown below:
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Loggers - Loggers

This finalizes the configuration of the devices, next we will .create the storages
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Device Backup - Storage Creation
After , in this step we will perform the following steps:adding the devices

Object Creation; 
Creating the Storage_NFS_01 IP Object;
Creating the Storage_NFS_02 IP Object;
Creation of the IP Object Storage_SFTP_02.

Storages Configuration;
Storage_NFS_01 creation;
Storage_NFS_02 creation;
Storage_SFTP_01 creation.

In this step we will detail the installation of the Storages used by Backup, the following Storages will be used in this example:

 This example will assume that the storage that will be used by the administrator is installed and configured correctly. For more information about 
Blockbit GSM compatibility with remote storage see this  .page

Device Backup - Storages used

Name IP

Storage_NFS_01 172.16.102.200

Storage_NFS_02 172.31.160.30

Storage_SFTP_01 172.31.160.31

Initially we will generate the IPs that will be used by the Storages.

Object Creation 

First, we will create the Single IP Objects that will be used to connect to the Remote Storages, so access the Management menu and click on the Objects 
option:

Management - Objects

https://docs.blockbit.com/display/RC/System+-+Aba+Storages
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Click on the Addresses tab:

Addresses tab

Creating the Storage_NFS_01 IP Object

Click on the  icon and select the “Create Object” option;Actions Menu [ ]

Inventory - Create Device

Initially we will add the Storage_NFS_01 IP, complete the form as shown below:
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Adresses Object - Create Adresses Object

Name: We will use the name "Storage_NFS_01";
Type: Select the "IPv4 Address" option;

Unique [ ]: This will be an object of a unique type, so be sure to check this checkbox;
Address: The Storage address is "172.16.102.200";
Mask: The mask can remain the default;
Description: In this example, we will not add a description.

Click   to save the settings.[ ]

Creating the Storage_NFS_02 IP Object

In addition, we will add the Storage_NFS_02 IP, complete the form as shown below:
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Adresses Object - Create Adresses Object

Name: We will use the name "Storage_NFS_02";
Type: Select the "IPv4 Address" option;

Unique [ ]: This will be an object of a unique type, so be sure to check this checkbox;
Address: The Storage address is "172.31.160.30";
Mask: The mask can remain the default;
Description: In this example, we will not add a description.

Click   to save the settings.[ ]

Creation of the IP Object Storage_SFTP_02

In addition, we will add the Storage_SFTP_02 IP, complete the form as shown below:
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Adresses Object - Create Adresses Object

Name: We will use the name "Storage_SFTP_02";
Type: Select the "IPv4 Address" option;

Unique [ ]: This will be an object of a unique type, so be sure to check this checkbox;
Address: The Storage address is "172.31.160.31";
Mask: The mask can remain the default;
Description: In this example, we will not add a description.

Click   to save the settings.[ ]

After creating the address objects, we will create the Storages.

Configuring the Storages

Access the Settings menu and click on the option System:
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 - Settings System

Access the Storages tab:

Storages tab

We will create two NFS Storages and one SFTP.

Storage_NFS_01 creation

We will start creating the NFS Storages, click on the Actions Menu icon   and select the option “Create Storage NFS”;[ ]

Storages - Create Storages NFS

Initially we will add Storage_NFS_01, complete the form as shown below:
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Storages - Create Storage NFS

In this window we will just configure the following fields:

: Description In this example, we will name the storage "Storage_NFS_01";
: IP Select the IP address of the NFS server configured in the previous step, in this case we will use the object "Storage_NFS_01";

: Directory We will use the /home/bkp-nfs/User/nfs-200.30 directory.

The other fields can be kept with the default configuration.

Click   to save the settings.[ ]

Storage_NFS_02 creation

Again, we will create an NFS Storages, click on the  icon and select the option “Create Storage NFS”;Actions Menu [ ]
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Storages - Create Storages NFS

Initially we will add Storage_NFS_02, complete the form as shown below:

Storages - Create Storage NFS

In this window we will just configure the following fields:

: Description In this example we will name the storage "Storage_NFS_02";
: IP Select the IP address of the NFS server configured in the previous step, in this case we will use the object "Storage_NFS_02";

: Directory We will use the "/bkp-blockbit-nfs/user/nfs-200.30" directory.

The other fields can be kept with the default configuration.

Click   to save the settings.[ ]
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Creation of Storage_SFTP_01

Finally, we will create an SFTP Storages, click on the  icon and select the option “Create Storage SFTP”;Actions Menu [ ]

Storages - Create Storages SFTP

Initially we will add Storage_SFTP_01, complete the form as shown below:

Storages - Create Storage SFTP
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Description: In this example, we will name the storage "Storage_SFTP_01";
User: Add the administrative user "root";
IP: Select the IP address of the NFS server configured in the previous step, in this case we will use the object "Storage_SFTP_01";
Port: The access category will be "SSH";

: Directory We will use the "/bkp-blockbit-ssh/user/ssh-200.3.3" directory.
: Simultaneous transfers We can leave it as "5";

Compression[ ]: We will not use this option;

 [ ]:Only Logger  We will not use this option.

Click on   to save the settings.[ ]

To finish all the configurations, a fabric similar to that shown below:

System - Storages

Not next step, we will create  .Backup rotines
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Device Backup - Creation of Backup Routines
After creating the  , we will go deeper into the backup routines:storages

Weekly NFS System Backup Creation;
Daily NFS System Backup Creation;
Daily NFS Snapshot Backup Creation
Weekly SFTP Snapshot Backup Creation;
Single SFTP Snapshot Backup Creation;

The following backup routines will be created in this example:

Device Backup - Backups

Name

System Backup - UTM 2.1 Group - Weekly - NFS-02

System Backup - UTM 2.1 Group - Daily - NFS-01

Snapshot  Backup  - UTM 2.1 Group - Daily - NFS-02

Snapshot Backup  - UTM 2.1 Group - Weekly - SFTP-01

Snapshot Backup - UTM 200.41 - Single Time - SFTP-01

Initially, access the Management menu and click on the Devices option:

Management - Devices

Click on the "Backups" tab:

Devices - Backups Tab
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Click on the    icon and select the “Create Backup” option;Actions Menu [ ]

Backups - Create Backup

Weekly NFS System Backup Creation

We will start by creating a Weekly Backup:

Backups - Create Backup
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:Name  In this example we will name the backup "System Backup - UTM 2.1 Group - Weekly - NFS-02";
:Device & Devices Group  We will use the device group "UTM 2.1 Group";

:Type  In this example we will use the type: "System";
:Remote Storage  We will select "Storage_NFS_02";

Number of Backup Retention: In this case we will configure it so that only 1 backup will be retained;
:Percent usage retention  We will use 100% of the directory space, so that there is no limitation;

:Schedule  The schedule will be weekly, so we will select the option "Weekly":
Weekday: Choose the day when the backup will be made, in this case "Sunday";
Hour: Finally, select the time at which it will be done, in this example, it will be at 16:00.

Click   to save the settings.[ ]

Daily NFS System Backup Creation

Next, we will create a Daily Backup:

Backups - Create Backup

:Name  In this example we will name the backup as "System Backup - UTM 2.1 Group - Daily - NFS-01";
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:Device & Devices Group  We will use the device group "UTM 2.1 Group";
:Type  In this example we will use the type: "System";

:Remote Storage  We will select "Storage_NFS_01";
Number of Backup Retention: In this case we will configure it so that only 1 backup will be retained;

:Percent usage retention  We will use 100% of the directory space, so that there is no limitation;
:Schedule  The schedule will be daily, so we will select the option "Daily":

Hour: Finally, select the time at which it will be done, in this example, it will be at "18:00".

Click   to save the settings.[ ]

Daily NFS Snapshot Backup Creation

Next, we will create a Daily Snapshot Backup:

Backups - Create Backup

:Name  In this example we will name the backup as "Snapshot Backup - UTM 2.1 Group - Daily - NFS-02";
:Device & Devices Group  We will use the device group "UTM 2.1 Group";

:Type  In this example we will use the type: "Snapshot";
:Remote Storage  We will select "Storage_NFS_02";
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Number of Backup Retention: In this case we will configure so that there is retention of 2 backups;
:Percent usage retention  We will use 100% of the directory space, so that there is no limitation;

:Schedule  The schedule will be daily, so we will select the option "Daily":
Hour: Finally, select the time when it will be done, in this example, it will be at "12:30".

Click   to save the settings.[ ]

Weekly SFTP Snapshot Backup Creation

Next, we will create a Weekly Snapshot Backup:

Backups - Create Backup

:Name  In this example we will name the backup as "Snapshot Backup - UTM 2.1 Group - Weekly - SFTP-01";
:Device & Devices Group  We will use the device "UTM 2.1 - 200.41";

:Type  In this example we will use the type: "Snapshot";
:Remote Storage  We will select "Storage_SFTP_01";

Number of Backup Retention: In this case we will configure so that there is retention of 2 backups;
:Percent usage retention  In this case we will use 20% of the directory space;
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:Schedule  The schedule will be daily, so we will select the option "Weekly";
Weekday: Choose the day when the backup will be made, in this case "Monday";
Hour: Finally, select the time when it will be done, in this example, it will be at 15:55.

Click   to save the settings.[ ]

Single SFTP Snapshot Backup Creation

Finally, we will create a single Snapshot Backup:

Backups - Create Backup

:Name  In this example we will name the backup as "Snapshot Backup - UTM 200.41 - Single Time - SFTP-01";
:Device & Devices Group  We will use the device "UTM 2.1 - 200.41";

:Type  In this example we will use the type: "Snapshot";
:Remote Storage  We will select "Storage_SFTP_01";

Number of Backup Retention: In this case we will configure so that there is retention of 1 backups;
:Percent usage retention  In this case we will use 100% of the directory space;

:Schedule  This will be a single snapshot, so we’ll select the "Oneshot" option;
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Date and Time: Choose the day and time when the backup will be made, in this case "08/03/2021 17:08".

Click   to save the settings.[ ]

When finishing all the configurations, the screen will be as shown below:

Devices - Backups

Finally, we’ll discuss   the settings we’ve made.validating
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Device Backup - Configuration validation
To validate the correct functioning of the backup settings, just check the status and progress of the backups on the interface where they were created, an 
example follows:

 - Devices Backups

For more information on the components of this screen, see this .page

In addition, the operations performed by the backups generate audit logs, as shown in the image below:

 - Administration Audit Log

For more information on audit reports, see this  .page

Finally, during the backup process, it is also possible to check more details in the CLI using the   command.[debug-backup]

https://docs.blockbit.com/pages/viewpage.action?pageId=26819454
https://docs.blockbit.com/pages/viewpage.action?pageId=26819813
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CLI - debug-backup

For more information on device backups, see this .page
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Profiles
In this session it is possible to create profiles for the UTM Web Filter, Application Control, Threat Protection, Intrusion Prevention, SSL Inspection and SD-
WAN services.

The main function of these profiles is to make it possible to administer the services previously mentioned on all connected devices through a single central 
point.

For more information on each configuration, refer to the Blockbit UTM manual.

To apply the profiles created in this session, access the Device template of a UTM 2.0 and after clicking on the button, enable the desired [ ] 

modules, done that, access the module, click on the button, create a service and in the "profile" field select the profile that was actions menu [ ] 
created in this session. For more information, visit .Device template

The profiles created in this tab cannot be applied to UTM version 1.5 or earlier.

In these cases, during the process of creating a device template 1.5 it will be necessary to create the profile functions, directly in the template itself.

For more information access  .Templates - Menu de ações - Create Template

To access the screen, just select the “Profiles” button.

Management – Profiles

The screen below will appear:

Profiles – Web Filter

The Profiles screen has the following tabs:

Web Filter;
Application Control;
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Threat Protection;
Intrusion Prevention;
SSL Inspection;
SD-WAN.

Next, the components of the Web Filter will be analyzed.
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Web Filter tab
Web Filter acts as a second layer to filter users' navigation. It is responsible for the content filter and can only be used when HTTP / HTTPS web access 
requests are forwarded by a proxy server, before requesting data from the remote server, it redirects some information from the request (url, user and user 
IP address) to the Web Filter service.

For more information about Web Filter, consult the .Blockbit UTM manual

Click on the "Web Filter" tab.

Web Filter Tab

The “Web Filter” screen will appear. It consists of the “Name”, “Description”, “Version” and “Actions” columns. In addition, the search bar and the actions 
menu are located at the top right of the screen.

Profiles – Web Filter

Next, the menu of actions will be analyzed, and later we will delve into the content of the columns of the Web Filter panel.

https://docs.blockbit.com/display/RCE/Blockbit+NGFW+-+Administrator%27s+Guide
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Web Filter - Actions Menu
At the top right of the screen we have the actions menu:

Web Filter - Actions Menu Button

By clicking on this button the menu below is displayed:

Web Filter - Actions Menu

The menu consists of the following options:

Create Profile;
Clone Profile;
Delete Profile.

Next, each action menu option will be detailed.
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Web Filter - Actions Menu - Create Profile

Through the option “Create Profile” it is possible to create a new Web Filter profile. To access, click on the actions menu .[ ]

1. Click on the “Create Profile” option;

Web Filter - Create Profile

2. The “Create Profile” screen will be displayed. Fill it with the following data:

Web Filter – Create Profile

:Name  Profile name. Ex.: ; Webfilter
:Description  Profile description. Ex.: ; Webfilter

:Version  Defines the version that will be used in the profile. It is important that the version is the same as the UTM;

ATTENTION: If the profile version is different from the UTM version, they will not be compatible.
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        Always create profiles with the same version of the UTMs to which they will be applied.

If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

Profile saved successfully

Profile was created successfully.

Next we will look at how to  .clone a Web Filter profile
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Web Filter - Actions Menu - Clone Profile

Through the “Clone Profile” option it's possible to clone a Web Filter profile. To access, click on the actions menu .[ ]

Web Filter - Main Screen.

1. Click on the “Clone Profile” option;

Web Filter - Clone Profile

2. To confirm just click,"Confirm":

Web Filter – Clone Profile
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Profile successfully cloned.

It's also possible to clone a profile by clicking the "Clone" button [ ].

Next we will look at how to  .remove a Web Filter profile
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Web Filter - Actions Menu - Delete Profile
Through the button “Delete Profile” it is possible to delete the selected Profiles. To delete from the Actions menu, follow these steps:

1. Select which Profile (s) you want to delete. To select, just click with the mouse on the checkbox located next to the Name. In the selected profiles the 

checkbox will change from gray to blue  . Ex.: [ ] Test;

Web Filter - Profiles

2. Enter the actions menu  and click on the “Delete Profile” option. [ ]

Web Filter - Delete Profiles

3. The notification message will appear asking if you really want to delete the selected Profiles:

Web Filter - Profile deletion message
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If you want to cancel click on the . To finish, click the [ button. [ ] ] 

Profile has been successfully deleted

After performing these procedures, the profiles will have been successfully deleted.

Next, we will analyze the content of the  menu.columns

https://docs.blockbit.com/display/TER/Web+Filter+-+Profiles+-+Colunas
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Web Filter - Columns
Below we will explain each column of the Application Control tab:

Profiles – Web Filter

We will explain each column below:

Selection box [ ]: Select the profile;
:Name  Displays the name of the registered profile;

: Description Displays the description of the registered profile;
:Version  Displays the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, otherwise 

the profile will not be compatible;
: Actions The “Actions” column consists of several buttons:

[ ]: Edit  Allows you to edit the profile settings added in the option Create Profile from the actions menu;

[ ]: List Profiles  Allows you to view, edit and add more specific profile options, for more information, check  ;Web Filter - List Profile

[ ]: Delete  Delete the profile.

Following are the button functions   will be explained and exemplified.List Profiles
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Web Filter - List Profile

By clicking on the detail button   it is possible to configure the profile;[ ]

In this panel it is possible to make the general configurations, configure filters and quotas that will be used in this profile.

For more information about Web Filter, consult the Blockbit UTM manual.  

Web Filter - Edit Profile

General
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In "General" we have the following text boxes:

Web Filter – General

Name: Define a name for the profile. Ex.: ;Webfilter
: Description Set a description for the profile. Ex.: Webfilter.

Search

In "Search" it is possible to manage access to search services:

Web Filter - Search

Restrict login domains for Google Apps[ ]: This option allows you to control which domains will access Google Apps;

: Enforce Safe Search for Google, Bing, Yahoo[ ] This check box forces Safe Search to be activated on search engines.

Filters

In "Filters" the following options are available:

Web Filter - Filters
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Web categories [ ]: Allows you to select the web categories to apply “Block” or “Exception” filters to the set of applied policies. To select the 

categories, click the   button, choose the desired categories and then select ,  or . In the actions menu , it is [ ] Allow Deny Disable [ ]
also possible to apply any of these options in all categories in  ,   and   to disable them. Below is a brief description of Allow All Deny All Disable All
the function of each action:

Allow: Below is a brief description of the function of each action;
Deny: Access to URLs classified under this category is denied;
Disable: This category is disabled, this means that the Web Filter will ignore it and will only consider URLs in allowed or blocked 
categories.

Web Filter - Add Categoy

It is also possible to add custom categories by clicking on the   button;[ ]
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Web Filter - Add Categoy - Custom

Click in the field and select the desired category, in this field   type objects will be available, the selected objects will be added as tags. Finally, dictionary

click the   button to exit this window or click the   button to save.[ ] [ ]

To finish adding the categories, click the   button to save or click the   button to exit this window.[ ] [ ]

File Filter [ ]: Allows you to select the file types added in Objects - Contents to apply filters to the set of applied policies. To select the objects, 

click on the   button, and enable the desired checkboxes. In the action menu, you can also click   to check all or   to [ ] Select All Deselect All
deselect all categories.

https://docs.blockbit.com/pages/viewpage.action?pageId=12465297
https://docs.blockbit.com/display/RC/Objects+-+Contents
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Web Filter - Add File Filter

Click the   button to cancel. Click the   button to save. [ ] [ ]

Surfing Quotas

In "Surfing Quotas" the following panel is displayed:
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Web Filter - Surfing Quotas

[ ] : Maximum Time Allows you to set a time share in minutes or hours per day.

Web Filter –  Maximum Time

[ ]  :Maximum Traffic  Allows you to configure a share of traffic in MB per day.

Web Filter – Maximum Traffic

[ ]   :Max Download Size  Allows you to configure the maximum download size, in MB or GB.

Web Filter - Maximum Download Size

[ ]   :Max Upload Size  Allows you to configure the maximum upload size, in MB or GB.
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Web Filter - Maximum Upload Size

The settings made can be added to a   in the Inspection menu in the Web Filter option.policy

After completing all settings, click the   button to return to the Profiles panel or click the   button to save.[ ] [ ]

For more information about the Web Filter tab, see this  .page

Next, we will detail the contents of the tab. Application Control

https://docs.blockbit.com/pages/viewpage.action?pageId=69666329
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Application Control tab
Through the Application Control feature, it is possible to control whether users will be allowed access to certain applications or if they will not be authorized 
to use any application. The applications are divided into categories allowing the administrator to specifically determine the access of each item.

For more information on Application Control, refer to the Blockbit UTM manual.

Click on the "Application Control" tab.

Application Control tab

The “Application Control” screen will appear. It consists of the columns “Name”, “Description”, “Type”, “Version” and “Actions”. In addition, at the top right of 
the screen is located the   e o .search bar actions menu

Profiles –   Application Control

Next, the   will be analyzed and later we will delve into the content of the   of the Application Control panelactions menu columns .

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Application Control - Actions menu
At the top right of the screen we have the actions menu:

Application Control – Actions menu button

By clicking this button, the menu below will be displayed:

Application Control – Actions menu

The menu consists of the following options:

Create Profile;
Clone Profile;
Delete Profile.

Next, each action menu option will be detailed.
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Application Control - Actions menu - Create Profile

Through the option “Create Profile” it is possible to create a new Application Control profile. To access, click on the   .actions menu [ ]

1. Click on the “Create Profile” option;

Application Control - Create Profile

2. The “Create Application Control” screen will be displayed. Fill it with the following data:

:Name  Profile name. Ex.: ; Stores
:Description  Profile description. Ex.: ; Application Control - Stores

: Version Defines the version that will be used in the profile. It is important that the version is the same as the UTM;

ATTENTION: If the version of the profile is different from that of the UTM, they will not be compatible.

        Always create profiles with the same version of the UTMs to which they will be applied.

Application Control – Create Application Control
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If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

Profile saved successfully

Profile was created successfully.

Next, we will look at how to .clone a Profile
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Application Control - Actions menu - Clone Profile

Through the “Clone Profile” option it is possible to clone an Application Control profile. To access, click on the   .actions menu [ ]

Application Control - Main screen.

1. Click on the “Clone Profile” option;

Application Control - Clone Profile

2. To confirm just click the "Confirm" button:

Application Control - Clone Profile.
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Profile was created successfully.

It's also possible to clone a profile by clicking the "Clone" button [ ].

Next, we will see how to .delete a Profile
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Application Control - Actions menu - Delete Profile
Through the button “Delete Profile” it is possible to delete the selected Profiles. To delete from the Actions Menu, follow these steps:

1. Select which Profile (s) you want to delete. To select, just click with the mouse on the checkbox located next to the Name. In the selected profiles the 

checkbox will change from gray to blue  . Ex.: Test[ ] ;

Application Control - Profiles

2. Enter the actions menu  and click on the “Delete Profile” option. [ ]

Application Control – Delete Profile

3. The notification message will appear asking if you really want to delete the selected Profiles:

Application Control - Profile deletion confirmation.
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If you want to cancel click on the [ ] button. To finish, click the [ ] button.

The profile has been successfully removed.

After performing these procedures, the Profiles will have been successfully deleted.
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Application Control - Columns
Below we will explain each column of the Application Control tab:

Profiles – Application Control

We will explain each column below:

Checkbox[ ]: Select the profile;
Name: Displays the name of the registered profile;
Description: Displays the description of the registered profile;
Version: Displays the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, otherwise 
the profile will not be compatible;
Actions: The “Actions” column consists of several buttons:

Edit [ ]: Allows you to edit the profile settings added in the option Create Profile from the actions menu;

List Profiles [ ]: Allows you to view, edit and add more specific profile options, for more information, check Application Control - 
Actions Menu - Create Profile;

Delete [ ]: Delete the profile.

Following, the button functions of   will be explained and exemplified.List Profiles
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Application Control - List Profile

By clicking on the  it is possible to configure the profile; detail button[ ]

In this panel it is possible to make the general configurations and define the permissions of the applications used in that profile.

Application Control - Create Profile

General

In "General" we have the following text boxes:

Application Control – General

Name: Define a name for the profile. Ex.: Load Balance;
Description: Define a description for the profile. Ex.: SD-WAN - Load Balance.
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Application Control

"Application Control" determines the applications that will be allowed or denied access:

Application Control - Applications

To edit the applications, make sure that the  is enabled, then click the button to manage permissions. checkbox [ ] list applications [ ] 

Application Control - Add Application

When selecting one of the icons on the left, the applications will be displayed in the panel on the right.

In the example below, we will disable access for some chat applications.

To do so, select the desired category, in this example, we will select the "social" option:
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Application Control - Add Application - "Social" option selected

Determine the desired application and in the selection box, choose the option , as exemplified in the image below: Deny [ ]

Application Control - Add Application - Denied items
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If it is necessary to make a configuration for all items in a category, simply select the desired option in the or in the checkbox  actions menu [ ] 
shown below:

Application Control - Add Application - All, Allow All and Deny All

When having an application with permission denied, the amount of applications denied and allowed will be displayed under the icon of its respective 
category on the left, as shown below:

Application Control - Add Application - 7 items denied and 99 allowed

Finally, if you want to cancel click on the [ ] button button. To finish editing the applications click on the [ ] .

After having performed the previous processes, a summary of all allowed and denied applications will be displayed in the Applications field, as shown 
below:

Application Control - Applications - Applications allowed and denied

To complete this process, just click the button [ ] button again.

Profile updated successfully

The profile was created successfully.
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Threat Protection Tab
With Threat Protection profiles, you can analyze files for malware inspection and threat blocking. This section will demonstrate how to create profiles that 
will later be installed in the policies.

Click on the "Threat Protection" tab.

Threat Protection Tab

The “Threat Protection” screen will appear. It consists of the “Name”, “Description”, “Version” and “Actions” columns. In addition, the  is located search bar
at the top right of the screen and the  .actions menu

Profiles – Threat Protection

Next, the actions menu will be analyzed and later we will delve into the content of the Threat Protection panel columns.

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Threat Protection - Actions menu
At the top right of the screen we have the actions menu:

Threat Protection - Actions menu button

By clicking on this button the menu below is displayed:

Threat Protection - Actions menu

The menu consists of the following options:

Create Profile;
Clone Profile;
Delete Profile.

Next, each action menu option will be detailed.
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Threat Protection - Actions menu - Create Profile

Through the “Create Profile” option it is possible to create a new Threat Protection profile. To access, click on the .actions menu [ ]

1. Click on the “Create Profile” option;

Threat Protection - Create Profile

2. The “Create Threat Protection” screen will be displayed. Fill it with the following data:

:Name  Profile name. Ex.: ; Stores
:Description  Profile description. Ex.: ; Aplication Control - Stores

:Version  Defines the version that will be used in the profile. It is important that the version is the same as the UTM's;

ATTENTION: If the version of the profile is different from that of the UTM, they will not be compatible.

        Always create profiles with the same version of the UTMs to which they will be applied.

Threat Protection - Create Threat Protection
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If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

The profile has been successfully saved.

Profile was created successfully.

Next we will look at how to .Clone a Profile



315

Threat Protection - Actions menu - Clone Profile

Through the “Clone Profile” option it's possible to clone a Threat Protection profile. To access, click on the .actions menu [ ]

Threat Protection - Main menu.

1. Click on the “Clone Profile” option;

Threat Protection - Clone Profile

2. To confirm just click the "Confirm" button:

Threat Protection - Clone profile.
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The profile has been successfully cloned .

It's also possible to clone a profile by clicking the "Clone" button [ ]. 

Next we will look at how to .Delete a Profile
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Threat Protection - Actions Menu - Delete Profile
Through the button “Delete Profile” it is possible to delete the selected Profiles. To delete from the actions menu, follow these steps:

1. Select which Profile (s) you want to delete. To select, just click with the mouse on the checkbox located next to the Name. In the selected profiles the 

checkbox will change from gray to blue . Ex.: Test[ ] ;

Threat Protection – Selection of Profiles to delete

2. Access the  and click on the “Delete Profiles” option.actions menu [ ]

Threat Protection – Delete Profiles.

3. The notification message will appear asking if you really want to delete the selected Profiles:

Threat Protection – Profile deletion confirmation
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If you want to cancel click on the button. To finish, click the button.[ ] [ ] 

The profile has been successfully deleted.

After performing these procedures, the profiles will have been successfully deleted.

Now we will look at the .Columns menu



319

Threat Protection - Columns
Below we will explain each column of the Threat Protection tab:

Profiles – Threat Protection

In the following we will explain each column:

Checkbox[ ]: Select the profile;
:Name  Displays the name of the registered profile;

: Description Displays the description of the registered profile;
:Version  Displays the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, otherwise 

the profile will not be compatible;
: Actions The “Actions” column is made up of several buttons:

[ ]: Edit  Allows you to edit the settings of the profile added in the   option of the actions menuCreate Profile ;

[ ]: List Profiles  Allows you to view, edit and add more specific profile options, for more information, check Threat Protection - 
;Actions Menu - Create Profile

[ ]: Delete  Delete the profile.

Next, the functions of the   button will be explained and exemplified.List Profiles
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Threat Protection - List Profile

By clicking on the  it is possible to configure the profile;detail button [ ]

In this panel it is possible to make general profile settings, trigger malware scan and block threats.

Threat Protection - Profile

General

In "General" we have the following text boxes:

Threat Protection – General

Name: Define a name for the profile. Ex.: ;Threat Protection
: Description Set a description for the profile. Ex.: Threat Protection.
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Threat Protection

"Threat Protection" determines the scanning of malware and the blocking of threats.

Threat Protection - Threat Protection

In the following, we will analyze in detail these two fields.

Malware Scanning

To add Malware Scanning, make sure that the   is enabled, then click on the   button the following panel will be [ ]checkbox   [ ]list applications
displayed:



322

Threat Protection - Add Malware Scanning

Check the checkboxes to add malware scanning, as shown below:
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Threat Protection - Check boxes checked

If it is necessary to make a configuration on all items, just select the desired option in the :action menu [ ]

Threat Protection - Select all and Deselect All



324

Finally, if you want to cancel click on the   button[ ] . To finish adding Malware Scanning to applications, click on the   button[ ] .

Threat Blocking

To add Threat Blocking, make sure that the   is enabled, then click on the   button the following panel will be [ ]checkbox   [ ]list applications
displayed:

Threat Protection - Add Threat Blocking
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Check the checkboxes to add the threat block, as shown below:

Threat Protection - Add Threat Blocking

If it is necessary to make a configuration on all items, just select the desired option in the :action menu [ ]

Threat Protection - Select all and Deselect All
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Finally, if you want to cancel click the   button[ ] . To finish adding Malware Scanning to applications, click the   button[ ] .

After having performed the previous processes, a summary of all selected threat protection items will be displayed in both fields, as shown below:

Threat Protection - Selected items

To finish, just click the   button again.[ ]
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Intrusion Prevention tab
The Intrusion Prevention System (IPS) is an attack and intrusion prevention module, it works by analyzing the traffic flow in order to detect and stop 
vulnerabilities in the network.

For more information on Intrusion Prevention, consult the Blockbit UTM manual.

Click on the “Intrusion Prevention” tab.

Intrusion Prevention tab

The “Intrusion Prevention” Screen will appear. It consists of the columns “Name”, “Description”, “Version”, “Type”, “Processes” and “Actions”. In addition, at 
the top right of the screen is located the

   and the .search bar actions menu

Profiles – Intrusion Prevention

Next, the action menu will be analyzed and later we will delve into the content of the Intrusion Prevention panel columns.

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Intrusion Prevention - Actions Menu
At the top right of the screen we have the actions menu:

Intrusion Prevention - Actions Menu Button

By clicking on this button the menu below is displayed:

Intrusion Prevention - Actions Menu

The menu consists of the following options:

Create Profile;
Clone Profile;
Delete Profile.

Next, each action menu option will be detailed.
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Intrusion Prevention - Actions Menu - Create Profile

Through the option “Create Profile” it is possible to create a new Intrusion Prevention profile. To access, click on the .actions menu [ ]

1. Click on the “Create Profile” option;

Intrusion Prevention - Create Profile

2. The “Add Profile” screen will be displayed. Fill it with the following data:

Intrusion Prevention – Add Profile

:Name  Profile name. Ex.: ; Intrusion Prevention - Stores
:Description  Profile description. Ex.:  ;Intrusion Prevention - Stores

:Version  Defines the version that will be used in the profile. It is important that the version is the same as the UTM's;

ATTENTION: If the version of the profile is different from that of the UTM, they will not be compatible.
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        Always create profiles with the same version of the UTM to which they will be applied.

If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

The profile has been successfully saved.

Now, we will look at the .Clone Profile menu
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Intrusion Prevention - Actions Menu - Clone Profile

Through the “Clone Profile” option it's possible to clone a Intrusion Prevention profile. To access, click on the .actions menu [ ]

Intrusion Prevention - Main screen.

1. Click on the “Clone Profile” option;

Intrusion Prevention - Clone Profile

2. To confirm just click the "Confirm" button:

Intrusion Prevention - Clone Profile.
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The profile has been successfully cloned.

It's also possible to clone a profile by clicking the "Clone button [ ]."

Next we will look at how to .Delete a Profile
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Intrusion Prevention - Actions Menu - Delete Profile
Through the button “Delete Profile” it is possible to delete the selected Profiles. To delete from the actions menu, follow these steps:

1. Select which Profile (s) you want to delete. To select, just click with the mouse on the checkbox that is located next to the Name. In the selected profiles 

the checkbox will change from gray to blue  . Ex.: [ ] Test;

Intrusion Prevention - Profile selection

2. Enter the  and click on the option “Delete Profile”.actions menu [ ]

Intrusion Prevention – Delete Profile

3. The notification message will appear asking if you really want to delete the selected Profiles:

Intrusion Prevention - Profile deletion confirmation message.
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If you want to cancel click on the   button. To finish, click the   button.[ ] [ ]

The profile has been successfully deleted.

After performing these procedures, the profiles will have been successfully deleted.

Next, we will look at the .Columns menu
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Intrusion Prevention - Columns
Next we will explain each column of the Intrusion Prevention tab:

Profiles – Intrusion Prevention

In the following we will explain each column:

Checkbox[ ]: Select the profile;
Name: Displays the name of the registered profile;

: Description Displays the description of the registered profile;
:Version  Displays the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, otherwise 

the profile will not be compatible;
Type: Determines what type of prevention will be applied. The available options are Firewall, Transparent and Passive;
Processes: Determines the number of simultaneous processes for loading the profile. Each process refers to a thread. We recommend that this 
value be “ less or Equal” to the number of processing cores in your Appliance;

: Actions The “Actions” column is made up of several buttons:

[ ]: Edit  Allows you to edit the settings of the profile added in the   option of the actions menuCreate Profile ;

[ ]: List Profiles  Allows you to view, edit and add more specific profile options, for more information, check Intrusion Prevention - 
Create Profile;

[ ]: Delete  Delete the profile.

Next, the functions of the   button will be explained and exemplified.List Profiles
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Intrusion Prevention - Create Profile

By clicking on the  it is possible to configure the profile;detail button[ ]

Intrusion Prevention - Create Profile

Settings Tab

In this tab it is possible to make the general configurations, definitions and the way in which Intrusion Prevention works.

General

In "General" we have the following text boxes:
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Intrusion Prevention – General

Name: Define a name for the profile. Ex.: Intrusion Prevention - Stores;
Description: Define a description for the profile. Ex.: Intrusion Prevention - Stores;
Version: Determine the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, 
otherwise the profile will not be compatible.

Mode

In "Mode" are determined the applications whose access will be allowed or denied:

Intrusion Prevention - Mode

Processes: Define a name for the profile. Ex.: Intrusion Prevention - Stores;
Type: Select the IPS operating mode. The available types are: Firewall, Transparent and Passive;
Flow: This item is only required for configuration in “Transparent”. Select the packet targeting flow. The flow is determined by the input device of 
the packet. Ex.: Eth1 : Eth2;
Interface: This item is only required for configuration in “Passive” mode. Select the incoming packet flow network interface. Ex.: Eth1. 

In the Flow and Interface fields, the network interfaces must be “enabled” and without an IP address.

Definitions

In "Definitions" are determined the applications whose access will be allowed or denied:
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Intrusion Prevention - Definitions

 Enable client recommended rules[ ]: Enabling this option enables the display of Blockbit's standard ATP rules. These rules will be displayed 
on the client;

Enable server recommended rules[ ]: Enabling this option enables the display of Blockbit's standard IPS rules. These rules will be displayed 
on the server tab;

: Inspect all ports[ ] Enables independent inspection of the port the application is running on.

Enabling the Inspect all Ports option limits the process of your network traffic.

Client tab

When enabling the  option in the Settings tab, the Client tab will display the ATP signatures as shown below:Enable client recommended rules

For more information about ATP, refer to the Blockbit UTM manual.

Intrusion Prevention - Client

The signatures are divided as follows:
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Status: Defines whether the subscription is “Enable / Disable”;
Block: Defines if the subscription is “Enable / Disable” for blocking;
Quarantine: It is possible to “Enable / Disable” the quarantine option informing if it will be validated by source or destination IP. By enabling the 
quarantine option automatically, the system will enable the signature with the  status. With that, all traffic that matches the signature will block
dynamically insert the address into the quarantine in this way, keeping it blocked according to the time that was configured for quarantine;
Risk: Which determines the risk of the signature based on the criticality and complexity of the attack that can be of the ,  and  Low Medium high
type;
Category: These are groups of signatures that serve the same purpose;
Name: Determines the name of the subscription in the system;
SID: It is the unique identifier of the signature.

 Enable or clear the checkbox  or  in Settings tab, Enable rules recommended by the client Enable rules recommended by the server some 
the SID in blue is the default recommended by Blockbit (for example, when editing some of them, it will becomes gray).SIDs will be highlighted, 

See the example below, where the third and fourth SID are highlighted:

Highlighted SID example

Server tab

When enabling the  option on the Settings tab, the Server tab will display the IPS signatures as shown below:Enable server recommended rules

For more information on IPS, refer to the Blockbit UTM manual.
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Intrusion Prevention - Server

The signatures are divided as follows:

Status: Defines whether the subscription is “Enable / Disable”;
Block: Defines if the subscription is “Enable / Disable” for blocking;
Quarantine: It is possible to “Enable / Disable” the quarantine option informing if it will be validated by source or destination IP. By enabling the 
quarantine option automatically, the system will enable the signature with the  status. With that, all traffic that matches the signature will block
dynamically insert the address into the quarantine in this way, keeping it blocked according to the time that was configured for quarantine;
Risk: Which determines the risk of the signature based on the criticality and complexity of the attack that can be of the ,  and  Low Medium high
type;
Category: These are groups of signatures that serve the same purpose;
Name: Determines the name of the subscription in the system;
SID: It is the unique identifier of the signature.

Restore button

If at any time you want to restore the profile and default settings of Blockbit, click the [ ] button, the following window will be displayed.

Intrusion Prevention - Do you really want to restore the profile to default?



341

Click the [ ] button to exit this window or the  button [ ]  to restore the profile pattern.

Profile restored

Finally, if you want to cancel click on the [ ] button button. To finish editing the applications click on the button [ ] .

Saved successfully

The settings have been successfully made.



342

SSL Inspection tab
SSL Inspection works by intercepting SSL traffic and inspecting encrypted content, using this feature it is possible to select the content to be inspected 
through compliance policies.

For more information on SSL Inspection, see this   of the Blockbit UTM manual.  page

Click on the “SSL Inspection” tab.

SSL Inspection tab

The “SSL Inspection” Screen will appear. It is composed of the “Name”, “Description”, “Mode”, “Version” and “Actions” columns. In addition, the search bar 
and the   are located at the top right of the screen.actions menu

Profiles – SSL Inspection

Next, the   will be analyzed and later we will delve into the content of the   of the SSL Inspection panelactions menu columns .

https://docs.blockbit.com/display/RC/Proxy+-+SSL+Inspection
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SSL Inspection - Actions menu
At the top right of the screen we have the actions menu:

SSL Inspection – Actions Menu Button

By clicking on this button the menu below is displayed:

SSL Inspection – Actions Menu

The menu consists of the following options:

Create Profile;
Clone Profile;
Delete Profile.

Next, each action menu option will be detailed.
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SSL Inspection - Action Menu - Create Profile

Through the option “Create Profile” it is possible to create a new SSL Inspection profile. To access, click on the actions menu  .[ ]

1. Click on the “Create Profile” option;

SSL Inspection - Create Profile

2. The “Create SSL Profile” screen will be displayed. Fill it with the following data:

SSL Inspection – Create SSL Profile

:Name  Profile name. Ex.: ; Stores
:Description  Profile description. Ex.: ; Aplication Control - Stores

:Version  Defines the version that will be used in the profile. It is important that the version is the same as the UTM's;

ATTENTION: If the version of the profile is different from that of the UTM, they will not be compatible.

        Always create profiles with the same version of the UTMs to which they will be applied.
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If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

The profile has been successfully saved.

Next, we will look at how to .Clone a Profile
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SSL Inspection - Action Menu - Clone Profile

Through the “Clone Profile” option it's possible to clone an SSL Inspection profile. To access, click on the actions menu  .[ ]

SSL Inspection - Main menu.

1. Click on the “Clone Profile” option;

SSL Inspection - Clone Profile.

2. To confirm, just click in the "Confirm button":

SSL Inspection - Clone Profile.
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The profile has been successfully cloned.

It's also possible to clone a profile by clicking the "Clone" button [ ].

Next we will look at how to .Delete a Profile



348

SSL Inspection - Actions Menu - Delete Profile
Through the button “Delete Profile” it is possible to delete the selected Profiles. To delete from the actions menu, follow these steps:

1. Select which Profile (s) you want to delete. To select, just click with the mouse on the checkbox located next to the Name. In the selected profiles the 

checkbox will change from gray to blue . Ex.: [ ] Test;

SSL Inspection – Profile selection

2. Enter the  and click on the “Delete Profile” option.actions menu [ ]

SSL Inspection – .Delete Profile

3. The notification message will appear asking if you really want to delete the selected Profiles:

SSL Inspection – Message if you want to delete the profiles
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If you want to cancel click on the button   button. To finish, click the button button.[ ] [ ] 

The profile has been successfully deleted. 

After performing these procedures, the profiles will have been successfully deleted.

Now we will look at the .Columns Menu
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SSL Inspection - Columns
In the following we will explain each column of the SSL Inspection tab:

Profiles – SSL Inspection

In the following we will explain each column:

Checkbox[ ]: Select the profile.
:Name  Displays the name of the registered profile;

: Description Displays the description of the registered profile;
:Version  Displays the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, otherwise 

the profile will not be compatible;
: Actions The “Actions” column is made up of several buttons:

[ ]: Edit  Allows you to edit the settings of the profile added in the   option of the actions menuCreate Profile ;

[ ]: List Profiles  Allows you to view, edit and add more specific profile options, for more information, check SSL Inspection - SSL 
Profile;

[ ]: Delete  Delete the profile.

Next, the functions of the   button will be explained and exemplified.List Profiles
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SSL Inspection - SSL Profile

By clicking on the detail button it is possible to configure the profile; [ ] 

In this panel it is possible to make general configurations, inspection exceptions and which protocols are used in this profile.

SSL Inspection - SSL Profile

Name: Define a name for the profile. Ex.: ;SSL Inspection - Stores
:Description  Define a description for the profile. Ex.: SSL Inspection - Stores;

Protocols: Determines which protocols will be used by SSL Inspection. The available options are: ,  e ;HTTPS SMTPS POP3S
Inspection Exception: Determines exceptions to SSL inspection. The values entered in this field will be added as tags;
Web Categories: It allows selecting the web categories to apply “Block” or “Exception” filters to the set of applied policies. To select the 

categories, click the button, choose the desired categories by checking the , as shown below:[ ] checkbox [ ]
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SSL Inspection - Add Category

If it is necessary to make a configuration on all items, just select the desired option in the actions menu [ ]:
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SSL Inspection - Add Category - Actions Menu

To exit this panel, click the [ ] button  button or click the [ ] to complete adding the categories.

Finally, if you want to cancel the configuration click on the [ ] button button. To finish editing the profile click on [ ] .

Profile saved successfully

The profile has been successfully edited.
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SD-WAN tab
The monitoring function of the SD-WAN is to allow the supervision of specific data from the WAN, enabling the best network path according to the factors 
determined by the administrator, this allows directing the most appropriate resources according to predetermined rules and policies or based on in the 
specific profile of users.

For more information on SD-WAN, refer to the Blockbit UTM manual.

Click on the “SD-WAN” tab.

SD-WAN tab

The “SD-WAN” screen will appear. It consists of the “Name”, “Description”, “Version” and “Actions” columns. In addition, at the top right of the screen is 
located the  and the actions menu.search bar

Profiles –   SD-WAN

Next, the   will be analyzed and later we will delve into the content of the   of the SSL Inspection panelactions menu columns .

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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SD-WAN - Actions menu
At the top right of the screen we have the actions menu:

SD-WAN – Actions Menu button

By clicking on this button the menu below is displayed:

SD-WAN – Actions menu

The menu consists of the following options:

Create Profile;
Clone Profile;
Delete Profile.

Next, each action menu option will be detailed.
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SD-WAN - Actions menu - Create Profile

Through the option “Create Profile” it is possible to create a new SD-WAN profile. To access, click on the   .Actions menu [ ]

1. Click on the “Create Profile” option;

SD-WAN - Create Profile

2. The “Create Profile SDWAN” screen will be displayed. Fill it with the following data:

:Name  Profile name. Ex.: ; Load Balance
:Description  Profile description. Ex.: ; SD-WAN - Load Balance

:Version  Defines the version that will be used in the profile. It is important that the version is the same as the UTM's;

ATTENTION: If the version of the profile is different from that of the UTM, they will not be compatible.

        Always create profiles with the same version of the UTMs to which they will be applied.

SD-WAN – Create an SD-WAN Profile
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If you want to cancel click on the   button. To complete the creation of the policy package click on the   button.[ ] [ ]

The profile has been successfully saved.

Now, we will look at how to .Clone a Profile
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SD-WAN - Actions menu - Clone Profile

Through the “Clone Profile” option it's possible to clone a new SD-WAN profile. To access, click on the   .Actions menu [ ]

SD-WAN - Main Screen.

1. Click on the “Clone Profile” option:

SD-WAN - Clone Profile

2. To confirm just click the "Confirm" Button:

SD-WAN - Clone Profile
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The profile has been successfully cloned.

It's also possible to clone a profile by clickinig the "Clone" button [ ].

Next we will look at how to .Delete a Profile
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SD-WAN - Actions menu - Delete Profile
Through the button “Delete Profile” it is possible to delete the selected Profiles. To delete from the actions menu, follow these steps:

1. Select which Profile (s) you want to delete. To select, just click with the mouse on the checkbox located next to the Name. In the selected profiles the 

checkbox will change from gray to blue . Ex.: [ ] Test;

SD-WAN – Profile selection

2. Enter the Actions Menu and click on the “Delete Templates” option.

SD-WAN – .Delete Profiles

3. The notification message will appear asking if you really want to delete the selected Profiles:

SD-WAN – Profile deletion confirmation message
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If you want to cancel click on  button. To finish, click on button.[ ] [ ] 

The profile has been successfully deleted.

After performing these procedures, the profiles will have been successfully deleted.

Next, we will look at the .Columns Menu
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SD-WAN - Columns
In the following we will explain each column of the SD-WAN tab:

Profiles – .SD-WAN

In the following we will explain each column:

Checkbox[ ]: Select the profile.
:Name  Displays the name of the registered profile;

: Description Displays the description of the registered profile;
:Version  Displays the version in which the profile was created. It is extremely important to create profiles of the same version as UTM, otherwise 

the profile will not be compatible;
: Actions The “Actions” column is made up of several buttons:

[ ]: Edit  Allows you to edit the settings of the profile added in the   option of the actions menuCreate Profile ;

[ ]: List Profiles  Allows you to view, edit and add more specific profile options, for more information, check SD-WAN - SDWAN 
Profile;

[ ]: Delete  Delete the profile.

Next, the functions of the   button will be explained and exemplified.List Profiles
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SD-WAN - SDWAN Profile

By clicking on the button it is possible to configure the profile;detail [ ] 

For more information on each configuration, see this   of the Blockbit UTM manual.page

In this panel it is possible to make all the configurations referring to the performance of the SD-WAN. Next we will demonstrate configuring the Load 
Balance.

Interfaces tab

In this tab it is possible to configure how the SD-WAN will interact with the eth interfaces.

https://docs.blockbit.com/display/RC/NGFW+-+Services+-+SD-WAN
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SD-WAN - SDWAN Profile - Interfaces Tab

General

In "General" we have the following text boxes:

SD-WAN – General

Name: Define a name for the profile. Ex.: ;Load Balance
: Description Set a description for the profile. Ex.: ;SD-WAN - Load Balance

: Type In this field it is defined how the SD-WAN will act. Selecting these options defines which text fields will be displayed in the General panel. It 
is possible to select any type, but in this demonstration we will use “Load Balance”. For more information about the types of SD-WAN check the 
chapter  . The available options are:Types of Profile

Load Balance;
Failover;
Spillover;
Dynamic Selection.

:Interfaces  It is essential for the correct functioning of the SD-WAN to define the internet link interfaces that will be used in the composition of the 
profile. In this example we will select the interfaces: "tun0 – Network 10" and "tun1 – Network 11";

  (sec.):Monitoring Interval  Define the monitoring interval between each test. It is recommended to leave as 1 second. Ex.: 1 second;
  1-100%:Fail Ratio  Set the failure rate value between 1 to 100%. It is recommended to leave the default of 70%. Ex.: 70%.

Interfaces

In "Interfaces" we have the following options:

https://docs.blockbit.com/display/RC/SD-WAN+-+Tipos+de+Perfil
https://docs.blockbit.com/display/RC/SD-WAN+-+Load+balance
https://docs.blockbit.com/display/TER/SD-WAN+-+Failover
https://docs.blockbit.com/display/RC/SD-WAN+-+Spillover
https://docs.blockbit.com/display/RC/SD-WAN+-+Dynamic+Selection
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SD-WAN – Interfaces

It is only possible to interact with the interfaces that have been    if an interface is  , it will be grayed out, it will not enabled [ ] disabled [ ]
be possible to edit it and will be disregarded.

Mover[ ]: Click and drag to the desired position, so the link that is in the first position from top to bottom will be used for outgoing traffic, if the 
link is disabled, traffic will be automatically redirected to the subsequent link in the list, thus ensuring high availability of internet access, when the 
link is enabled again, the system will automatically return the output to the first link in the list;

:Interfaces  It is essential for the correct functioning of the SD-WAN to define the internet link interfaces that will be used in the composition of the 
profile. In this example we will select the interfaces: "eth0" and "eth1";

Monitor Tab

In this tab are configured the performance indicators and monitoring targets, used by the SD-WAN.
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SD-WAN - SDWAN Profile - Monitor Tab

Performance Indicators

In "Performance Indicators" we have the following text boxes:

SD-WAN –  - SDWAN Profile Performance Indicators

:Lattency  Determines how long it takes for a data packet to leave the origin, arrive at the destination, and return. Ex.: 10 ms;
:Jitter  Determines the average of how long it takes for a data packet to leave the origin, arrive at the destination and return. Ex.: 30 ms;

:Packet Loss  Determines the acceptable percentage of packet loss. Ex.: 75%;
:Bandwidth  Determines the acceptable percentage of bandwidth consumption. Uses as a base the download values in “Traffic Shaping”.Ex.: 

70%.



367

For more information on each configuration, refer to this   of the Blockbit UTM manual.page

Monitoring Targets

In "Monitoring Targets" we have the following text boxes:

SD-WAN –  - SDWAN Profile Monitoring Interfaces

Defines the addresses where the tests will be performed. It is recommended that in the “Monitoring Targets” the virtual IPs are placed on the other side of 
the tunnel so that if the communication is successful, this indicates that the Tunnel is correctly configured.

Finally, if you want to cancel click the   button[ ] . To finish editing the applications click on the   button[ ] .

https://docs.blockbit.com/display/RC/NGFW+-+Services+-+SD-WAN
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Objects
This section will demonstrate how to create, edit, and delete objects.

The system was developed object-oriented to facilitate the process of adjusting, maintaining and reading rules and configurations.

Objects can be shared between system services and devices.

All changes applied to an object are automatically replicated and applied to all services in use by the respective object. 

To access the screen, simply select the "Objects" button;

Management Objects – 

The screen below will appear:

Objects - Addresses

The Objects screen has the following tabs:

Addresses;
Services;
Times;
Schedules;
Dictionaries;
Contents.

Next, the components of the   tab will be analyzed.Addresses
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Objects - Addresses
Address type objects are used to identify hosts (machines) or networks (networks).

By default, the system brings some pre-registered objects, for example, objects referring to invalid network classes: “Class A reserved”, “Class B 
reserved”, “Class C reserved”.

All of these objects are available to be used in the processes of configuring and enabling services.

Blockbit GSM allows the definition of three ways of identifying Address:

 / :IP address Network address  They are objects that identify machines and networks through their IP addresses. Ex .: 172.16.102.235 or 
172.16.102.0/24;

:MAC address  They are objects that identify the machines through the physical addresses of their network cards. Ex .: 38:59:F9:1F:4E:16;
:FQDN address  They are objects that identify the machines through their DNS address. Ex .:  or ;blockbit.com www.blockbit.com

To access, click on the “Addresses” tab:

Addresses tab

The “Adresses” screen will appear. It consists of the columns “Select”, “Name”, “Description”, "Type", "Used" and "Actions". In addition, at the top of the 
screen is the  and the  on the right.search bar action menu

Objects – Addresses

We will explain in detail the  and later the columns of the "Addresses" tab.action menu

http://blockbit.com
http://www.blockbit.com
https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Objects - Addresses - Actions Menu
At the top right of the screen we have the actions menu:

Objects - Actions menu button

By clicking on this button the menu below is displayed:

Objects - Actions menu

The menu consists of the following options:

Create Object;
Create Group;
Delete Object.

Next, each action menu option will be detailed.
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Objects - Addresses - Actions Menu - Create Object
Through the option “Create Object” it is possible to create a new Object Address. To access, follow the steps:

1. In the , click on the “Create Object” option;actions menu [ ]

Objects –  – Addresses Create Object

2. The Create Addresses Object screen will appear. Fill in the fields:
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Objects – Create Addresses Object

It is possible to create IPv4, IPv6, Mac and FQDN addresses. Here are some examples:

;Example 1 - Creating IPv4 Address Object
;Example 2 - Creating IPv6 Address Object

.Example 3 - Creating Physical Address Object
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Objects - Example 1 - Creating an IPv4 Address Object
Here is a demonstration of how to create an IPv4 address object:

Objects – Create Addresses Object - IPv4

Attention: Once the Type field has been defined and after saving the object, it is not possible to change it during editing.

: Name Name of the object. Ex .: IP Servers;
:Type  Type of connection object, being able to choose between: IPv4 Address, IPv6 Address, MAC Address and FQDN Address. After saving the 

object, it will no longer be possible to edit this field;

[ ]:Unique  Determines whether the address will be unique or not, disabling the Mask field;

Address: The address of the type of connection object selected later. After entering an address, click to add it to the list or select it and [ ]

click  to remove. After adding an address of the selected type, the Type field will be disabled, if you want to change the type, remove all [ ]
addresses from the list;

:Mask  This field will be available to add the IP address mask, if the type IPv4 Address or IPv6 Address is selected in the field "type";
:Description  This field is intended for the object description. Ex.: Servers IP.
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By clicking on the to add the contents of the file  [ ]Import Address  button and select the file to be imported, click [ ] 

inside the object, if you want to remove any registered address, select the IP address and click the button and the content will be removed.[ ] 

The supported format of the list is one IP or network address per line.

 Ex.: 10.0.0.1

        189.175.102.208

        172.16.0.0/16

Click on the   button to save.[ ] button to Cancel or [ ]  

Object successfully changed

The object address was created successfully.

Here is a demonstration of how to create an IPv4 address object:
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Objects – Create Addresses Object - IPv4

Attention: Once the Type field has been defined and after saving the object, it is not possible to change it during editing.

: Name Name of the object. Ex .: IP Servers;
:Type  Type of connection object, being able to choose between: IPv4 Address, IPv6 Address, MAC Address and FQDN Address. After saving the 

object, it will no longer be possible to edit this field;

[ ]:Unique  Determines whether the address will be unique or not, disabling the Mask field;

Address: The address of the type of connection object selected later. After entering an address, click to add it to the list or select it and [ ]

click  to remove. After adding an address of the selected type, the Type field will be disabled, if you want to change the type, remove all [ ]
addresses from the list;

:Mask  This field will be available to add the IP address mask, if the type IPv4 Address or IPv6 Address is selected in the field "type";
:Description  This field is intended for the object description. Ex.: Servers IP.
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By clicking on the to add the contents of the file  [ ]Import Address  button and select the file to be imported, click [ ] 

inside the object, if you want to remove any registered address, select the IP address and click the button and the content will be removed.[ ] 

The supported format of the list is one IP or network address per line.

 Ex.: 10.0.0.1

        189.175.102.208

        172.16.0.0/16

Click on the   button to save.[ ] button to Cancel or [ ]  

Object successfully changed

The object address was created successfully.
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Objects - Example 2 - Creating IPv6 Address Object
Here is a demonstration of how to create an IPv6 address object:

Objects – Create Addresses Object - IPv6

Attention: Once the Type field has been defined and after saving the object, it is not possible to change it during editing.

Name: Name of the object. Ex .: Server IPs - IPv6;
Type: Type of connection object, being able to choose between: IPv4 Address, IPv6 Address, MAC Address and FQDN Address. After saving the 
object, it will no longer be possible to edit this field;

Unique[ ]: Determines whether the address will be unique or not, disabling the Prefix field;

Address: The address of the type of connection object selected later. After entering an address, click to add it to the list or select it and [ ]

click  to remove. After adding an address of the selected type, the Type field will be disabled, if you want to change the type, remove all [ ]
addresses from the list;
Prefix: Defines the prefix of the IP address that will be added to the object. Ex: 128;
Description: This field is intended for the object description. Ex.: Server IPs - IPv6.
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By clicking on the button and select the file to be imported, click to add the contents of the file inside the object, if  [ ] [ ] 

you want to remove any registered address, select the IP address and click the button and the content will be removed.[ ] 

The supported format of the list is one IP or network address per line.

Ex.:   2001::FF:01/68

::FF:0A/128

2001:abcd:172.16.102.0/120

Click the  button to Cancel or the  button to save.[ ] [ ]

Object successfully changed

The object address was created successfully.

Here is a demonstration of how to create an IPv6 address object:
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Objects – Create Addresses Object - IPv6

Attention: Once the Type field has been defined and after saving the object, it is not possible to change it during editing.

Name: Name of the object. Ex .: Server IPs - IPv6;
Type: Type of connection object, being able to choose between: IPv4 Address, IPv6 Address, MAC Address and FQDN Address. After saving the 
object, it will no longer be possible to edit this field;

Unique[ ]: Determines whether the address will be unique or not, disabling the Prefix field;

Address: The address of the type of connection object selected later. After entering an address, click to add it to the list or select it and [ ]

click  to remove. After adding an address of the selected type, the Type field will be disabled, if you want to change the type, remove all [ ]
addresses from the list;
Prefix: Defines the prefix of the IP address that will be added to the object. Ex: 128;
Description: This field is intended for the object description. Ex.: Server IPs - IPv6.
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By clicking on the button and select the file to be imported, click to add the contents of the file inside the object, if  [ ] [ ] 

you want to remove any registered address, select the IP address and click the button and the content will be removed.[ ] 

The supported format of the list is one IP or network address per line.

Ex.:   2001::FF:01/68

::FF:0A/128

2001:abcd:172.16.102.0/120

Click the  button to Cancel or the  button to save.[ ] [ ]

Object successfully changed

The object address was created successfully.
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Objects - Example 3 - Creating Physical Address Object
Here is a demonstration of how to create a MAC Address object:

Objects – Create Addresses Object - Mac Address

Attention: Once the Type field has been defined and after saving the object, it is not possible to change it during editing.

:Name  Object name. Ex.: Mac Dev;
:Type  Type of connection object, being able to choose between: IPv4 Address, IPv6 Address, MAC Address and FQDN Address. After saving the 

object, it will no longer be possible to edit this field;

[ ]:Unique  Determines whether the address will be unique or not;

Address: The address of the type of connection object selected later. After entering an address, click to add it to the list or select it and [ ]

click  to remove. After adding an address of the selected type, the Type field will be disabled, if you want to change the type, remove all [ ]
addresses from the list;

:Description  This field is intended for the description of the object. Ex .: Mac Dev.
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By clicking on the to add the contents of the file inside the object,  [ ] button and select the file to be imported, click [ ] 

if you want to remove any registered address, select the IP address and click the button and the content will be removed.[ ] 

The definition of the MAC address is made up of 48 bits and its format is completely specific, it has 12 hexadecimal digits, grouped two by 
two separated by colons.

Object syntax:

00:01:02:AA:CC:FF

Click on the button to save.[ ] button to Cancel or the [ ] 

Object successfully changed

The object address was created successfully.
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Objects - Addresses - Actions Menu - Create Group
Through the button “Create Group” it is possible to create a new object group. To access, follow the steps:

1. In the , click on the “Create Group” option;actions menu [ ]

Objects – – Addresses   Create Group

2. Fill in the information on the Create Addresses Group Object screen:

Objects – Create Addresses Group Object

:Name  Object group name. Ex.: ; Server group
:Description  This field is intended for the description of the group. Ex.:  ;Network Server Group

:Type  Connection object type, being able to choose between: IPv4 Address, IPv6 Address, MAC Address and FQDN Address;
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:Objects  Allows you to select the objects that were previously added in . The objects added Objects - Addresses - Actions Menu - Create Object
in this field will be inserted as tags.

Click on the button to Cancel or click the button to save. [ ] [ ] 

Settings successfully changed

The group was created successfully.
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Objects - Addresses - Actions Menu - Delete Object
Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. Select which package (s) you want to delete by clicking on the  .Ex.: ;[ ]checkbox Test

Objects - Objects selected for deletion

2. Enter the  and click on the “Delete Object” button.actions menu [ ]

Objects - Actions Menu - Delete Object

3. The message will appear if you really want to delete the selected groups or objects:
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Objects - Are you sure you want to delete the following objects address

If you want to cancel click on   button. To finish, click on  button.[ ] [ ]

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.

Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. Select which package (s) you want to delete by clicking on the  .Ex.: ;[ ]checkbox Test

Objects - Objects selected for deletion
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2. Enter the  and click on the “Delete Object” button.actions menu [ ]

Objects - Actions Menu - Delete Object

3. The message will appear if you really want to delete the selected groups or objects:

Objects - Are you sure you want to delete the following objects address

If you want to cancel click on   button. To finish, click on  button.[ ] [ ]

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.
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Objects - Addresses - Columns
In the “Addresses” tab, it is possible to view the actions menu and six columns:

Objects – Addresses tab

Below we will explain each column of the Addresses tab:

Checkbox[ ]: Select the desired objects;
:Name  Object Name;

: Description Displays the object description;
:Type  Object Type;

: Used[ ] Enumerates the number of times this object is being used. By clicking on this number the window  is displayed.Object Mapping
: Actions Allows you to edit, select and delete the object;

[ ]:Edit  Allows you to edit the settings of the Object added in the option ;  from the actions menuCreate Object

Deletar[ ]: Allows you to remove the object.
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Objects - Addresses - Object Mapping

By clicking on the icon of how many times an object was used   the Object Mapping window is displayed.[ ]

The function of the object mapping window is to display where the object was used.

In the example below, the object was used in the Device template named Device Stores.

Object Mapping

In addition, when clicking on the link, a redirection is made directly to where the object is being used.
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Objects - Services
On this screen we have the Services objects administrative panel, which comprises port and protocols.

In its initial configuration, by default, the system brings some pre-registered objects (ports / protocols), the objects referring to the most common protocols 
and services: Example: "DHCP", "DNS", "HTTP", "HTTPS".

All of these objects are available to be used in the configuration and enabling processes of the services. Service objects can be composed of a set of 
different protocols and services, it is also possible to create groups containing different service objects as a common resource to be applied to any Blockbit 
UTM functionality, eg: “Compliance policies”, “ Services”, among others.

Services type objects identify protocols and applications based on their TCP, UDP, IP and ICMP ports.

To access the screen, select the "Objects" tab.

Objects button

Click on the "Services" tab.

Services tab

The "Services" screen will appear. It consists of the columns “Select”, “Name”, “Description”, "Type", "Used" and "Actions". In addition, at the top of the 
screen is the  and the  on the right.search bar action menu

Objects – Services

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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We will explain in detail the   and then the columns on the "Services" tab.actions menu
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Objects - Services - Actions Menu
At the top right of the screen we have the actions menu:

Objects – Actions menu button

By clicking on this button the menu below is displayed:

Objects – Actions menu

The menu consists of the following options:

Create Object;
Create Group;
Delete Object.

Next, each action menu option will be detailed.
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Objects - Services - Actions menu - Create Object
Through the option “Create Object” it is possible to configure the object according to the definitions of the policies that you want to apply for specific hosts. 
To create a new Object Services, follow the steps:

1. In the , click on the option “Create Object”;actions menu [ ]

Objects – Services – Create Object

2. The Create Service Objects screen will appear.
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Objects – Services – Create Service Objects

Here are some examples of how to create address objects:

;Example 1 - Creating a service object
.Example 2 - Creating VPN Client service object using MAC iOS

Below are some notes regarding the selection of the types of protocols in some fields of the form.

Protocol Type

The administrator can select between the types of protocol to compose the object, this selection allows to determine different protocols and to group them 
in the same object:
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Objects – Services – Protocol Type

Here are the options for this checkbox:

TCP: It is associated with ports and port ranges for the various services that run your applications under the TCP protocol. Ex .: "Vpn pptp (1723), 
http (80), https (443), dns (53)";
UDP: It is associated with ports and port ranges referring to the various services that run their applications under the UDP protocol. Ex .: “Vpn ike-
isakmp (500), Vpn l2tp (1701), Vpn Nat-t (4500), dns (53)”;
IP: It is associated with other IP layer protocols. Ex .: “ah, egp, esp, gre, icmp, igmp, sctp, tcp and udp”;
ICMP v4 and ICMP v6: It is associated with types of treatment and / or expected response regarding the traffic of the ICMP v4 or ICMP v6 
protocol. Ex .: "Echo Request", "Echo Replay", "Destination unreachable", "time exceeded".

Port Type

The administrator can select between 2 (two) types of ports (services) that will compose the object.

Objects – Services – Port Type

Here are the options for this checkbox:

Source/Destination: Definition of the [Source port] / [Destination port] fields, referring to services that normally follow RFC's standards and 
perform the service on a specific port (Destination port), usually on services that run under the TCP protocol. Ex. “HTTP (80); HTTPS (443), DNS 
(53) ”. There are cases of services that also run under the UDP protocol. Ex.: “DNS (53)”;
Range: Definition of the ports or services that normally run within a class of ports [Initial port] / [End port], usually in services that run under the 
UDP protocol. Services that normally run in port ranges. Eg: “VOIP - initial port 4500 / UDP; final port 5500 / UDP .; Cameras - initial port 10000 / 
UDP; final port 20000 / UDP ”.

 The  field is an optional field. It is usually executed under a random high [1024: 65535] port executes at the start of the service.[Source port]
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 The range of ports even for applications of the same type may vary according to the specification of each application.
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Objects - Example 1 - Creating a service object
Through the option “Create Object” it is possible to create a new Object Services. To access, follow the steps:

1. In the , click on the “Create Object” option;actions menu [ ]

Objects –  – Services Create Object

2. The Create Service Objects screen will appear. Fill in the fields:
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Service Objects – Create Service Objects

: Name Name of the object. Ex: HTTP;
: Protocol Type Select the object's protocol, among the options: “TCP”, “UDP”, “IP” and “ICMP”. Ex .: TCP;

Port Type: Determines whether the port type will be of origin / destination or within an IP range. If you selected the range option, you will need to 
determine the range in the following text fields;
Port: Determines the source and destination port of the addresses, to be added to the list of service objects;

:List  Lists the added ports. To delete any value entered, select it and click the button , otherwise click on the button  to make [ ] [ ]
an addition to the list;

: Description Description of the object. Eg HTTP Protocol.

Click on the button  button To cancel. Click on the  button to save. [ ] [ ]

Object successfully changed

The service object was created successfully.
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Objects - Example 2 - Creating VPN Client service object 
using MAC iOS
Let's exemplify the registration of a Service object for VPN Client application using MAC iOS. Eg: “iOS X Server VPN - Ports 500 / UDP; 1701 / UDP; 4500 
/ UDP; 1723 / TCP ”.

Object Service - VPN iOS X Server

: Name Name of the object. Ex .: iOS iOS X SERVER VPN;
: Protocol Type Select the object's protocol, among the options: “TCP”, “UDP”, “IP” and “ICMP”. In this example we will use the TCP and UDP 

protocol;
Port Type: Determines whether the port type will be of origin / destination or within an IP range. If you selected the range option, you will need to 
determine the range in the following text fields. In this example, only the "Source / Destination" option will be used;
Port: Determines the source and destination port of the addresses, to be added to the list of service objects. In this example we will specifically 
use the destination ports, as shown in the image, add:

Protocol Type: TCP;   1723 Destination Port: and click on[ ] to add the value to the list;
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Protocol Type: UDP;   500 Destination Port: and click on[ ] to add the value to the list;

Protocol Type: UDP;   1701 Destination Port: and click on[ ] to add the value to the list;

Protocol Type: UDP;   4500 Destination Port: and click on[ ] to add the value to the list.

: List Lists the added ports. To delete any value entered, select it and click the button, otherwise click on the button to make [ ] [ ] 
an addition to the list. After the previous step, we should have 4 inserts already listed, as shown in the image;

: Description Description of the object. Ex .: VPN iOS X SERVER.

Click the  button to cancel. Click on the  button to save.  [ ] [ ]

Object successfully changed

The service object was created successfully.
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Objects - Services - Actions Menu - Create Group
Through the button “Create Group” it is possible to create a new object group. To access, follow the steps:

1. In the , click on the “Create Group” option;actions menu [ ]

Objects – – Services   Create Group

2. Fill in the information on the Services Group Object screen:

Objects – Services Group Object

:Name  Name of the object group. Ex.: Web Services group;
:Description  This field is intended for the description of the group. Ex .: Web Services Group;

:Objects  Allows you to select the objects that were previously added in . Objects - Addresses - Actions Menu - Create Object The objects added 
.in this field will be inserted as tags
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Click on the button  to save. [ ]  to Cancel or click on [ ] button 

Settings successfully changed

The group was created successfully.
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Objects - Services - Actions menu - Delete Object
Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. . Ex.: ;Select which package (s) you want to delete by clicking the [ ]checkbox Test

Objects - Objects selected for deletion

2. Enter the  and click on the “Delete Object” button.actions menu [ ]

Objects - Actions menu - Delete Object

3. The message will appear if you really want to delete the selected groups or objects:
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Objects - Are you sure you want to delete the object service?

If you want to cancel click on  button. To finish, click on button.[ ] [ ] 

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.
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Objects - Services - Columns
In the "Services" tab, you can view the actions menu and six columns:

Objects – Services tab

Below we will explain each column of the Services tab:

Checkbox[ ]: Select the desired objects;
:Name  Object Name;

: Description The object description;
:Type  Object Type;

: Used[ ] Enumerates the number of times this object is being used. By clicking on this number, the  window is displayed;Object Mapping
: Actions Allows you to edit, select and delete the object;

[ ]:Edit  Allows you to edit the settings of the Object added in the  option of the action menu;Create Object

Deletar[ ]: Allows you to remove the object.
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Objects - Services - Object Mapping

By clicking on the icon of how many times an object was used   the Object Mapping window is displayed.[ ]

The function of the object mapping window is to display where the object was used.

In the example below, the object was used in the Device template named Device Stores.

Object Mapping

In addition, when clicking on the link, a redirection is made directly to where the object is being used.
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Objects - Times
Times objects are made up of the “days of the week” and the “start and end time”. Ex .: “Business Hours - start: Monday from 8:00 AM until Friday at 6:00 
PM.

To access the screen, simply select the “Objects” button.

Botão “ ”Objects

Click on the "Times" tab.

"Times" Tab

The "Times" screen will appear. It consists of the columns “Select”, “Name”, “Description”, "Type", "Used" and "Actions". In addition, at the top of the 
screen is the  and the  on the right.search bar actions menu

Objects - Times

We will explain in detail the  and later the  of the "Times" tab.actions menu columns

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Objects - Times - Actions Menu
At the top right of the screen we have the actions menu:

Objects - Actions menu button

By clicking on this button the menu below is displayed:

Objects - Actions menu

The menu consists of the following options:

Create Object;
Create Group;
Delete Object.

Next, each action menu option will be detailed.
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Objects - Times - Actions Menu - Create Object
Through the option “Create Object” it is possible to create a new Time object. To access, follow the steps:

1. In the , click on the “Create Object” option;actions menu [ ]

Objects – Times – Create Object

2. The Create Times Objects screen will appear. Fill in the fields:
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Service Objects – Create Times Object

Name: Object name. Ex.: Working hours;
Weekday: Allows you to select the days of the week. Ex.: “Monday”, “Tuesday”, “Wednesday”, “Thursday” and “Friday”;
Start / End time: Defines the object's time periods. The end time cannot be earlier than the start time and vice versa. Ex.: “08:00 – 23:59”;

List: Lists the times added. To delete any value entered, select it and click the   button, otherwise click the  button to make an [ ] [ ] 
addition to the list;
Description: Object description. Ex.: HTTP Protocol.

Click the   button to cancel. Click the   button to save.[ ] [ ]

The object time was created successfully.
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Objects - Times - Actions Menu - Create Group
Through the button “Create Group” it is possible to create a new object group. To access, follow the steps:

1. In the  , click on the option “Create Group”;actions menu [ ]

Objects – Times – Create Group

2. Fill in the information on the Times Group Object screen:

Objects – Times Group Object

Name: Object group name. Ex.: Work hours time group;
Description: This field is intended for the description of the group. Ex.: Work hours group;
Objects: Allows you to select the objects that were previously added in  . The objects added in this Objects - Times - Actions Menu - Create Object
field will be inserted as tags.
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Click the   button to Cancel or the   button to save.[ ] [ ]

Saved successfully

The group was created successfully.
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Objects - Times - Actions Menu - Delete Object
Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. Select which package (s) you want to delete by clicking the . Ex.: Test;checkbox[ ]

Objects - Objects selected for deletion

2. Enter the    and click on the “Delete Object” button.actions menu [ ]

Objects - Actions Menu - Delete Object

3. The message will appear if you really want to delete the selected groups or objects:
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Objects - Are you sure you want to delete the following object time?

If you want to cancel, click the button . To finish, click the   button.[ ] [ ]

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.
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Objects - Times - Columns
In the "Times" tab it is possible to view the actions menu and six columns:

Objects - Times Tab

Below we will explain each column of the Times tab:

Select[ ]: Select the desired objects;
:Name  Object Name;

: Description The object description;
:Type  Object Type;

: Used[ ] Enumerates the number of times this object is being used. By clicking on this number, the  window is displayed;Object Mapping
: Actions Allows you to edit, select and delete the object;

[ ]:Edit  Allows you to edit the Object settings added in the  option of the action menu;Create Object

Deletar[ ]: Allows you to remove the object.
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Objects - Times - Object Mapping

By clicking on the icon of how many times an object has been used   the Object Mapping window is displayed.[ ]

The function of the object mapping window is to display where the object was used.

In the example below, the object was used in the Device template named Device Stores.

Object Mapping

In addition, when clicking on the link, a redirection is made directly to where the object is being used.
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Objects - Schedules
Schedules objects are made up of the definitions of a period that competes “Start date / time” and “End date / time”. Ex .: 2017-05-11 8:00 AM until 2017-
05-30 5:00 PM.

To access the screen, simply select the “Objects” button.

“Objects” button

Click on the "Schedules" tab.

Schedules tab

The "Schedules" screen will appear. It consists of the columns “Select”, “Name”, “Description”, "Type", "Used" and "Actions". In addition, at the top of the 
screen is the  and the actions menu on the right.search bar

Objects - Schedules

We will explain in detail the actions menu and later the columns of the "Schedules" tab.

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Objects - Schedules - Actions Menu
At the top right of the screen we have the actions menu:

Objects - Actions menu button

By clicking on this button the menu below is displayed:

Objects - Actions menu

The menu consists of the following options:

Create Object;
Create Group;
Delete Object.

Next, each action menu option will be detailed.
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Objects - Schedules - Actions menu - Create Object
Through the option “Create Object” it is possible to create a new object Schedules. To access, follow the steps:

1. In the  , click on the “Create Object” option;actions menu [ ]

Objects –  – Schedules Create Object

2. The Create Schedule Objects screen will appear. Fill in the fields:

Schedules Objects – Create Schedules Object

: Name Name of the object. Ex.: ;Vacations
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Start / End date: Defines the period between the start date and time and the end date and time, to add click  . Ex.: 22/12/2019 19:30 - 04[ ]
/01/2020 00:00;

: List Displays the list of added periods. To delete any value entered, select it and click the button  ;[ ]
: Description Object description. Ex.: .Vacation Days

Click the  button to Cancel. Click the   button to save. [ ] [ ]

The schedule object was created successfully.
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Objects - Schedules - Actions Menu - Create Group
Through the button “Create Group” it is possible to create a new object group. To access, follow the steps:

1. In the , click on the option “Create Group”;actions menu [ ]

Objects – – Schedules   Create Group

2. Fill in the information on the Schedules Group Object screen:

Objects – Schedules Group Object

:Name  Name of the object group. Ex.:  ;External visits
:Description  This field is intended for the description of the group. Ex.:  ;All external visits

:Objects  Allows you to select the objects that were previously added in  . The objects added Objects - Schedules - Menu de ações - Create Object
in this field will be inserted as tags.
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Click the   button to Cancel or the   button to save.[ ] [ ]

Saved successfully

The group was created successfully.
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Objects - Schedules - Actions Menu - Delete Object
Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. Select which package (s) you want to delete by clicking on the .Ex.: ;[ ]checkbox Test

Objects - Objects selected for deletion

2. Enter the  and click on the “Delete Object” button.action menu [ ]

Objects - Actions menu - Delete Object

3. The message will appear if you really want to delete the selected groups or objects:
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Objects - Are you sure you want to delete the following object schedules?

If you want to cancel, click the button. To finish, click the   button.[ ]  [ ]

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.
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Objects - Schedules - Columns
In the “Schedules” tab, it is possible to view the actions menu and six columns:

Objects – Schedules tabs

Below we will explain each column of the Schedules tab:

Select[ ]: Select the desired objects;
Name: Displays the name of the Object;

: Description Displays the object description;
:Type  Displays the object Type;

: Used[ ] Enumerates the number of times this object is being used. By clicking on this number, the Object Mapping window is displayed.
: Actions Allows you to edit, select and delete the object;

[ ]:Edit  Allows you to edit the Object settings added in the Create Object option of the action menu;

Deletar[ ]: Allows you to remove the object.
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Objects - Schedules - Object Mapping

By clicking on the icon of how many times an object has been used   the Object Mapping window is displayed.[ ]

The function of the object mapping window is to display where the object was used.

In the example below, the object was used in the Device template named Device Stores.

Object Mapping

In addition, when clicking on the link, a redirection is made directly to where the object is being used.
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Objects - Dictionaries
Dictionaries-type objects are made up of “word lists” or a set of “regular expression” combinations. Eg: "Alphanumeric", "E-mail address", "HTML link", 
"URL", etc.

To access the screen, simply select the “Objects” button.

“Objects” button

Click on the "Dictionaries" tab.

Dictionaries Tab

The "Dictionaries" screen will appear. It consists of the columns “Select”, “Name”, “Description”, "Type", "Used" and "Actions". In addition, at the top of the 
screen is the  and the action menu on the right.search bar

Objects – Dictionaries

We will explain in detail the action menu and then the columns of the "Dictionaries" tab.

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar
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Objects - Dictionaries - Actions Menu
At the top right of the screen we have the actions menu:

Objects - Actions menu button

By clicking on this button the menu below is displayed:

Objects - Actions menu

The menu consists of the following options:

Create Object;
Create Group;
Delete Object.

Next, each actions menu option will be detailed.
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Objects - Dictionaries - Menu de ações - Create Object
Through the option “Create Object” it is possible to create a new object Dictionaries. To access, follow the steps:

1. In the  , click on the “Create Object” option;actions menu [ ]

Objects –  – Dictionaries Create Object

2. The Create Dictionaries Objects screen will appear. Fill in the fields:
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Objects – Create Dictionaries Object

: Name Displays the Object Name. Ex.: ;Alphanumeric
: Expressions Refers to the list of "regex", which we can combine to build a regular expression and add to the list of keywords. Select the code 

and click   to add it to the Word field;[ ]

: Word This field defines the regular expression to identify the desired item. To add click  . Eg: [a-zA-Z \ s0-9] +;[ ]

: List Extensions Displays the list of regular expressions. To delete any value entered, select it and click the button  ;[ ]
: Description Object description. Ex.:  .Regular expression to match alphanumeric

If you prefer to import a list of regular expressions, click the button, the file must contain one item per line.[ ] 

Click the   button to Cancel or click the   button to Save.[ ] [ ]
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The dictionaries object was created successfully.
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Objects - Dictionaries - Menu de ações - Create Group
Through the button “Create Group” it is possible to create a new object group. To access, follow the steps:

1. In the  , click on the option “Create Group”;actions menu [ ]

Objects – – Dictionaries   Create Group

2. Fill in the information for the Dictionaries Group Object screen:

Objects – Dictionaries Group Object

:Name  Displays the object group name. Ex.:  ;Dictionaries Group Object
:Description  This field is intended for the description of the group. Ex.:  ;Regex that refer to user information

:Objects  Allows you to select the objects that were previously added in  . The objects Objects - Dictionaries - Menu de ações - Create Object
added in this field will be inserted as tags.

https://docs.blockbit.com/pages/createpage.action?spaceKey=TER&title=Objects+-+Dictionaries+-+Menu+de+a%C3%A7%C3%B5es+-+Create+Object
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Click the   button to Cancel or the   button to save[ ] [ ]

Saved successfully

The group was created successfully.
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Objects - Dictionaries - Actions Menu - Delete Object
Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. Select which package (s) you want to delete by clicking the .Ex.: ;checkbox[ ] Test

Objects - Objects selected for deletion

2. Enter the    and click on the “Delete Object” buttonactions menu [ ]

Objects - Actions menu - Delete Object

3. The following message will appear:
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Objects - Are you sure you want to delete the following object dictionaries?

If you want to cancel click on the button. To finish, click the button  button.[ ]  [ ] 

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.



436

Objects - Dictionaries - Columns
In the “Dictionaries” tab it is possible to view the actions menu and six columns:

Objects - Dictionaries Tab

Below we will explain each column of the Dictionaries tab:

Select[ ]: Select the desired objects;
:Name  Displays the object Name;

: Description Displays the object description;
:Type  Displays the object type;

: Used[ ] Enumerates the number of times this object is being used. By clicking on this number, the Object Mapping window is displayed.
: Actions Allows you to edit, select and delete the object;

[ ]:Edit  Allows you to edit the Object settings added in the Create Object option of the action menu;

Deletar[ ]: Allows you to remove the object.



437

Objects - Dictionaries - Object Mapping

By clicking on the icon of how many times an object has been used   the Object Mapping window is displayed.[ ]

The function of the object mapping window is to display where the object was used.

In the example below, the object was used in the Device template named Device Stores.

Object Mapping

In addition, when clicking on the link, a redirection is made directly to where the object is being used.
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Objects - Contents
Contents objects are composed of groupings of application types based on the type of content that specify their characteristic. Eg: "ActiveX", 
"Compressed", "Executables", "Images", "Javascript", "Multimedia" and "Office".

To access the screen, simply select the “Objects” button.

“Objects” button

Click on the “Contents” tab.

Objects – Contents

The “Contents” screen will appear. It consists of the columns “Select”, “Name”, “Description”, "Type", "Used" and "Actions". In addition, at the top of the 
screen is the search bar and the action menu on the right.

Objects - Contents

We will explain in detail the action menu and later the columns of the "Contents" tab.
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Objects - Contents - Actions Menu
At the top right of the screen we have the actions menu:

Objects – Actions menu button

By clicking on this button the menu below is displayed:

Objects - Actions menu

The menu consists of the following options:

Create Object;
Create Group;
Delete Object.

Next, each action menu option will be detailed.
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Objects - Contents - Actions menu - Create Object
Through the option “Create Object” it is possible to create a new object Contents. To access, follow the steps:

1. In the , click on the “Create Object” option;actions menu [ ]

Objects –  – Contents Create Object

2. The Create Contents Objects screen will appear. Fill in the fields:
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Objects – Create Contents Object

: Name Displays the object name. Ex.: Images;

: List Mime-Types Displays the list of mime-types for the object. To add, click , to delete any value entered, select it and click the [ ] [

 button;]

: List Extensions Displays the list of object extensions. To add, click  to delete any value entered, select it and click the   button;[ ] [ ]
: Description Displays the object description. Ex.: “ ”.Bitmaps Images and Vector Files

Click the   button to cancel. Click the   button to save.[ ] [ ]

The contents object was created successfully.
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Objects - Contents - Actions Menu - Create Group
Through the button “Create Group” it is possible to create a new object group. To access, follow the steps:

1. In the  , click on the option “Create Group”;actions menu [ ]

Objects – – Contents   Create Group

2. Fill in the information on the Contents Group Object screen:

Objects – Contents Group Object

:Name  Displays the name of the object group. Ex.: ;Image group
:Description  This field is intended for the description of the group. Ex.:  ;Image group

:Objects  It allows selecting the objects that were previously added in . The objects added in Objects - Contents - Actions menu - Create Object
this field will be inserted as tags.



443

Click the   button to Cancel or the   button to save.[ ] [ ]

Saved successfully

The group was created successfully.
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Objects - Contents - Actions Menu - Delete Object
Through the button “Delete Object” it is possible to delete objects or groups of objects. To delete from the actions menu, follow these steps:

1. Select which package (s) you want to delete by clicking the .Ex.: ;[ ]checkbox Test

Objects - Objects selected for deletion

2. Enter the    and click on the “Delete Object” button.actions menu [ ]

Objects - Actions Menu - Delete Object

3. The message will appear if you really want to delete the selected groups or objects:
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Objects - Are you sure you want to delete the following object contents

If you want to cancel, click the   button. To finish, click the   button.[ ] [ ]

Object deleted successfully

After performing these procedures, the packages will have been successfully deleted.
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Objects - Contents - Columns
In the “Contents” tab, you can view the actions menu and six columns:

Objects – Contents tab

Below we will explain each column of the Contents tab:

Select[ ]: Select the desired objects;
:Name  Displays the object name;

: Description The object description;
:Type  Displays the object type;

: Used[ ] Enumerates the number of times this object is being used. By clicking on this number, the Object Mapping window is displayed.
: Actions Allows you to edit, select and delete the object;

[ ]:Edit  Allows you to edit the settings of the Object added in the Create Object option of the actions menu;

Deletar[ ]: Allows you to remove the Object.



447

Objects - Contents - Object Mapping

By clicking on the icon of how many times an object was used   the Object Mapping window is displayed.[ ]

The function of the object mapping window is to display where the object was used.

In the example below, the object was used in the Device template named Device Stores.

Object Mapping

In addition, when clicking on the link, a redirection is made directly to where the object is being used.
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Users
The Users menu allows you to manage UTM users connected to GSM and to sort them by groups. This feature is intended to facilitate the definition and 
administration of compliance policies that will be applied later.

To access the screen, simply select the "Users" menu;

UsersManagement – 

The screen below will be displayed:

 - Users Users

The Users screen has the following tabs:

Users;
Groups.

Next, the components of the   tab will be analyzed.Users



449

Users tab
This tab is used to manage UTM users. The "Users" tab should already be selected automatically, otherwise, click on it:

"Users" tab

The Users Screen will appear. It consists of the columns “Login”, “Name”, “E-mail”, “Device” and “Used”. In addition, the search bar and the actions menu 
are located at the top right of the screen.

Users - Users main screen

In the next section, we will explain in detail the components of this screen.
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Users - Actions Menu
At the top right of the screen we have the actions menu:

Users – Actions Menu button

By clicking on this button the menu below is displayed:

Users – Actions menu

Next, the action menu will be detailed. It consists of:

Add to Group;
Select All and Deselect All.

Next, each action menu option will be detailed.
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Users - Actions Menu - Add to Group
Through the option “Add to Group” it is possible to add a new user to the Group. To access it, follow the steps:

1. Select the user (s) you want to add. To select, click with the mouse on the checkbox next to the “Used” column. In selected users the checkbox will 

change to blue . Ex.:  and ;[ ] user1@blockbit.com user2@blockbit.com

Users – Selection of users to be added

2.In the  click on the “Add to group” option;actions menu [ ]

Users – .Add to group

3. Define which group you want to add. You can select one or more groups to add. Ex .: Administrators;

mailto:user1@blockbit.com
mailto:user2@blockbit.com


452

Users – .Add users to group

Click on the  button to Save.[ ]

Users added successfully to group

The user has been successfully added to the Group.
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Users - Actions Menu - Select All and Deselect All
By clicking on “Select All” in the action menu all users will be selected.

Users – Select All

This allows for easy implementation of an action that affects all users.

The “Deselect All” function is just the opposite: Remove all selections previously made.
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Users - Columns
A tela é composta pelo menu de ações e seis colunas. Segue uma breve descrição das colunas:

Users – Users.

Select[ ]: Select the desired users;
Login: Displays the user login. Ex.: ;user1@blockbit.com
Name: Displays the Username. Ex.: user1;
E-mail: Displays the User email. Ex.: ;user1@blockbit.com
Device: Shows which device the User was registered on. Ex.: Branch Office;
Used: Lists the number of times this group has been used in Policies Manager.

mailto:user1@blockbit.com
mailto:user_filial1@blockbit.com
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Groups Tab
This tab has the function of creating and editing UTM user groups. To access the screen, just select the "Groups" tab.

Users – User Groups

The User Groups Screen will appear. It consists of the actions menu and the User Groups already created, and these will be ordered in the columns 
"Name", "Type", "Device Name", "Used" and "Actions". In addition, the search bar and the actions menu are located at the top right of the screen.

Users - Groups

Next, the menu of actions will be analyzed and later we will delve into the content of the panel's columns.
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Groups - Actions Menu
At the top right of the screen we have the actions menu:

Groups - Actions Menu button

By clicking on this button the menu below is displayed:

Groups - Actions menu

The menu consists of the following options:

Create Group;
Delete Group;
Select All and Deselect All.

Next, each action menu option will be detailed.
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Groups - Actions Menu - Create Group
This section will demonstrate how to create user groups. This feature facilitates the definition and administration of compliance policies that will be applied 
later.

Through the button “Create Group” it is possible to create a new Group. To access, click on the .actions menu [ ]

1. Click on the “Create Group” option;

Groups – Actions menu - Create Group

2. Fill in the Create Group screen;

:Name  Displays the name of the Group. Ex.: ;Support
:Description  Displays the group description. Ex.: ;Members of the TI team group - Support

Users: Determines the users who will be part of the group being created.

Groups – .Create Group
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To add new users to the group, click on the button, as shown below:[ ] 

Groups - Create Group - Add Users

Select the users you want to add to the group and click the button.[ ] 

Finally, click the button again to Save.[ ] 
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Group saved successfully

The group was created successfully.
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Groups - Actions Menu - Delete Group

Through the button “Delete Group” it is possible to delete created groups. To access, click on the .Actions Menu[ ]

1. Select the Group you want to delete. To select, click on the checkbox next to the Name column. In the selected group, the checkbox will change from 

gray to blue . Ex.:  and ;[ ] Administrator Store Managers

Users - Groups - Groups you want to delete

2. In the  , click on the option “Delete Groups”actions menu [ ]

Users - Groups – Actions Menu - Delete Groups

3. The message will appear if you want to delete the item(s):
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User - Groups – Message if you want to delete the groups

Click the   button to cancel. Click the   button to delete the selected groups.[ ] [ ]

Groups deleted successfully

The group (s) have been successfully deleted.
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Groups - Actions Menu - Select All and Deselect All
By clicking on “Select All” in the action menu all user groups will be selected.

Groups – Select All

This allows for easy implementation of an action that affects all user groups.

The “Deselect All” function is just the opposite: Remove all selections previously made.
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Groups - Columns
The User Groups Screen will appear. It consists of the Actions Menu and the User Groups already created in the UTM, and these will be ordered by the 
Actions Menu and six columns. A brief description of the columns follows:

Users – Groups

Select[ ]: Select the desired groups;
Name: Displays the Group's name;
Type: Determines the type of IP;
Device Name: Shows which device the Group was registered on;
Used: Lists the number of times this group has been used in Policies Manager.
Actions: Contains the following buttons:

Edit[ ]: It allows to edit the settings of the group added in the Create Object option of the actions menu;

Delete[ ]: Removes the group.

In the session ahead we will explain in detail the menu of actions.
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Groups - Edit Group

Using the  button it is possible to edit a created group.Edit [ ] 

1. Determine the Group you want to edit;

2. In the Actions column, click the  button;[ ]Edit

3. The screen below will appear. In this screen it is possible to edit the Settings (group name and description) and Users (group users) information;

Groups – Edit Group

Name: Displays a group name. Ex.: ; Administrators
:Description  Set a description for the group. Ex.: Admin user group;

:Users  Determines the users who will be members of this group. To select the categories, click the [ ] button, choose the desired categories 

by checking the checkboxes [ ], as shown below:
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Groups – Edit Group

If it is necessary to make a configuration on all items, just select the desired option in the action menu [ ]:

SSL Inspection - Add Category - Actions Menu



466

To exit this panel, click the  button or click the   button to complete this process.[ ] [ ]

Group saved successfully

The group was successfully edited.
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Policies
This section will demonstrate how to create policy packages that will later be installed on devices.

With policy packages, you can manage the following services on Blockbit UTM: "Web Content Filter", "WEB Filtering and Application Control", "SSL 
Intercept", "IPS Inspection", "ATP Inspection", "Routing", "Traffic Shaping", "Traffic Priority and Warranty", "Traffic Quota Control and Time", "File Size 
Control", "Header Filters and Content", "link "," Multiple services "," NAT "and" Proxy ".

To access the screen, simply select the "Policies" button.

Management – Policies

The screen below will de displayed:

Policies – Policy Packages

The Policies screen has the following tabs:

Policy Packages;
Policy Templates.

Next, the components of the   tab will be analyzed.Policy Package
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Policy Packages Tab
This section will demonstrate how to create policy packages that will later be installed on devices.

If it is not already selected, click on the "Policy Packages" tab;

“ ” tabPolicy Packages

The "Policy Packages" screen will be displayed. It is composed by the columns “Name”, “Description”, “Type”, “Version”, “Policies” and “Actions”. In 
addition, at the top right of the screen is the  and the .search bar action menu

Policies – Policy Packages

This section will demonstrate how to:

 and  policy packages;Register Remove
Administer policy groups;
Etc.

Next, we'll look at each component of this panel.

https://docs.blockbit.com/display/RCE/GSM+-+BASIC+OPERATION#GSMBASICOPERATION-SearchBar


469

Policy Packages - Actions menu
At the top right of the screen we have the actions menu:

Policy Package – Actions menu button

Clicking this button displays the menu below.:

Policy Packages – Actions menu

The menu consists of the following options:

Create Package;
Delete Packages;
Clone Packages;
Select All and Deselect All.

Next, each option in the action menu will be detailed.
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Policy Packages - Actions menu - Create Package

Through the option “Create Package” it is possible to create a new package. To access, click on the .actions menu [ ]

1. Click on the “Create Package” option;

Policy Packages - Create Package

2. The “Create Policy Package” screen will be displayed. Fill it with the following data:

:Name  Package name. Ex.: ;Branch Office Policies
:Description  Package description. Ex.: ;Policies and Rules - Branch Office

:Version  Defines the version to be used in the package. It is important that the package version is the same as the UTM;

ATTENTION: If the package version is different from the UTM, they will not be compatible.

        Always create packages with the same version of the UTMs to which they will be applied.

:Type  Select the type of IP protocol to be used, among the options: "IPv4" and "IPv6".
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Policy Packages – Create Policy Package

If you want to cancel click on the  button. To complete the creation of the policy package click on the button.[ ]  [ ] 

Package created successfully

The package was created successfully.
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Policy Packages - Actions Menu - Clone Packages
Through the button “Clone Packages” it is possible to clone existing packages. To clone packages follow the steps:

1. Select which package (s) you want to clone by clicking on the   located in the action menu. Ex.: ;[ ]checkbox Policies Branch office

Policy Packages - Package selection

2. In the , click on the option “Clone Packages”.action menu [ ]

Policy Manager - Actions menu - Clone Package

3. A message will appear asking if you want to clone the selected item.
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Policy Package – Clone Policy Package

If you wish to cancel click the  button. To conclude, click the   button. [ ] [ ]

Package cloned succesfully

After performing these procedures the packages will have been successfully duplicated. As noted in the image below:

Policy Package - Cloned Package

It's also possible to clone a Policy Package by clicking the Clone button [ ].
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Policy Packages - Actions menu - Delete Packages
Trough the “Delete Packages” button it is possible to delete several installed packages at the same time. To delete from the action menu, follow these 
steps:

1. Select which package (s) you wish to delete by clicking the  located in the action menu. Ex.: Policies Branch office;checkbox [ ]

Policy Packages – Delete Packages

2. Access the  and click the "Delete Packages" button.actions menu [ ]

Policy Packages – Actions menu – Delete Packages

3. The message asking if you really want to delete the selected packages will be displayed:
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Policy Packages – Delete Policy Package?

If you wish to cancel click on the  button. To conclude click on the  button.[ ] [ ]

Package deleted succesfully

After performing these procedures the packages will have been successfully deleted.
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Policy Packages - Actions menu - Select All and Deselect 
All
By clicking on "Select All" in the action menu all policies will be selected.

Policy Packages – Select All

This allows changes that affect all policies to be easily implemented.

The function of “Deselect All” is simply the opposite: Remove all previously made selections.

Policy Packages - Deselect All
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Policy Packages - Columns
Below we will explain each column of the Policy Packages tab:

Policies – Policy Packages

Next we will explain each column:

Checkbox[ ]: Select the Policy Package;
:Name  Displays the name of the registered Policy Package;

: Description Displays the description of the registered Policy Package;
: Type Represents the type of IP. Ex.: “IPv4”;

:Version  Displays the version in which the Policy Package was created. It is extremely important to create Policy Packages of the same version 
as UTM, otherwise the package will not be compatible;

:Policies  Displays the amount of policies the package has. Ex.: “100”;
: Actions The “Actions” column is made up of several buttons:

[ ]: Edit  Allows you to edit the Policy Package settings added in the   option of the action menuCreate Package ;

[ ]: List Group Policies  Allows you to view, edit and add more specific Policy Package options. For more information, go to the Poli
;cy Packages - Policy Manager

[ ]: Delete  Deletes the Policy Package.

Next, the functions of the List Group Policies button will be explained and exemplified.
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Policy Packages - Policy Manager
The Policy Manager screen displays more detailed information of the created Policy Packages.

Policy packages – Policy Manager

The Policy Manager dashboard is divided into:

Package Name: Displays the name of the registered Policy Package;

System Version[ ]: Displays the version in which the Policy Package was created. It is extremely important to create Policy Packages of the 
same version as UTM, otherwise the package will not be compatible;

IP[ ]: Represents the type of IP used in Policy Packages created ;. Ex.: “IPv4”
Search bar: Its function is to make it possible to locate specific items, it is possible to click on some column fields within the policy group to serve 
as a filter in a more specific search;

Botão Back [ ]: Return to previous panel;

Actions menu [ ]: Displays the following set of contextual options:
Create Group;
Delete Groups;
Import Template;
Save Template;
Create Policy;
Delete Policies;

  Expand All and Collapse All.
Pre Rules: Represents all policy groups created as "Header”, when installed in Blockbit UTM it will be installed above existing policy groups in 
Blockbit UTM, therefore it will have priority over the rules created in the UTM itself;
Local Rules: Represents the default rules for existing policy groups in Blockbit UTM;
Post Rules: All policy groups created as "Footer", when installed in Blockbit UTM will be installed below existing policy groups in Blockbit UTM, 
therefore it will have priority over the rules created in UTM and it will have priority over rules applied in the Footer.

It is important to remember that policies are ordered by “Priority”, and they are enforced considering the “First Match Wins” method (which literally means 
“1st among competitors wins”). Therefore, the policies located above have priority while those below have lower priority.

Each policy group contains the following buttons:

[ ] Clicking and dragging moves the group order and allows you to rearrange the priority according to which group is above (First Match Wins);

[ ] Expands to display the policies created in the group;

[ ] Informs how many policies there are in the group;

[ ] Allows you to edit the settings added in the Create Group option in the action menu;
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[ ] Delete the group;

[ ] Select the group to interact with the action menu.

The columns within each policy group are divided into:

Move [ ]: Clicking and dragging moves the order of the policy and allows you to rearrange the priority according to which policy is above (First 
Match Wins);

Id [ ]: Displays the identification number of the policy, it is possible to click on it to serve as a filter in the search field;
Rule: Displays the name of the policy;
Users: It determines which users are affected by the policy, it is possible to click on this field to serve as a filter in the search field;
Source: Displays if the source of this rule will be the Network zone, IP address, network interface, Mac Address or any of these, it is possible to 
click on this field to serve as a filter in the search field;
Destination: It determines the destination of the rule, the IP address or service, it is possible to click on this field to serve as a filter in the search 
field;
Schedule: Displays if the rule depends on a period of time or scheduling, you can click on this field to serve as a filter in the search field;
Services: Displays the services that the rule affects, you can click on this field to serve as a filter in the search field;
Tags: Displays the tags that have been added to this rule, you can click on this field to serve as a filter in the search field;
Modules: Determines which UTM modules the rule will interact with, it is possible to click on this field to serve as a filter in the search field;
Action: Displays some contextual buttons and what action the rule takes.

Enabled[ ] ou  Through this selector, activates or deactivates the rule; Disabled[ ]:

Edit[ ]: Allows you to edit the settings added in the Create Policy option of the actions menu;

Delete[ ]: Removes the policy;

Select[ ]: Allows the selection of policies in order to interact with the actions menu;
Action: Determines the behavior of the policy in question, having as possible outcomes:

[ ]: As the name says, this option grants access;

[ ]: Access is denied;

[ ]: Access is denied, but a rejection message is displayed to the user.

Validate Policies

In Policies  IPv4, on the actions menu, there is the “Validate Policies” option for the system to check for conflicts and redundancies among current Policies.
When validating policies it's important to check the notifications on the upper right corner of the screen to check the result. After, one must also refresh the 
page on the browser.

The Policies Validation can display as a result, one the following Policies' statuses:
 In case two Policies name the same origin and same destination, but the actions contradict each other. For Same parameters with different actions:

instance, the allow action over browsing in a certain Policy and the restrict action over the very same browsing on another, but for the same origin and 
same destination.

 Happens when two Policies comprehend the same actions, origin and destination.Duplicity:
 Happens when a Policy overlaps another in terms of action, when the described action is already carried out by a previous Policy.Obscuring:

It's important to remember that the rules' prioritization is top-down within the Firewall.

For more information on policies, see the chapter about   on the UTM Manual.policies

https://docs.blockbit.com/pages/viewpage.action?pageId=24585437
https://docs.blockbit.com/display/RCE/UTM+-+POLICIES
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Policy Manager - Actions menu - Create Group
This button creates policy group, to do so, follow the steps:

1. In the Actions Menu, click on the “Create Group” option;

Policy Packages – Actions menu – Create Group

2. The “Create Group” screen will appear;

Policy Manager – Create a Policy Group – New Group

Name: Determines the name of the policy group;
Position: Determines the priority of the policy group by following the "First Match wins" rule;

Pre Rules: It is above the other rules, so this rule group will have higher priority;
Post Rules: It is below the other rules, so this rule set will have lower priority.
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3. If you wish to cancel click the   button. To conclude, click the   button;[ ] [ ]

Group created successfully

4. The group was created successfully;

5. The Policy Manager screen will display a new gray item with the name previously entered (in the case of the example: “Administrator Access”);

6. The dark gray "Local Rules" bar represents the standard UTM rules. The policy group that was created will be positioned according to the previously 
selected priority, in this example "Pre Rules" therefore, it will be located above the rules, as shown below.

Policy Manager – Rules

The Policy Packages priority can also be edited, just hold the Drag button [ ] and move the Pre Rules down or the Post Rules up.

For more information on the components of this panel, check the  page.Policy Packages - Policy Manager
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Policy Manager - Actions menu - Delete Groups
The “Delete Policies” button deletes the selected Policy Groups.

Attention: When deleting the group, all policies that are within it will be deleted as well.

To delete, follow the steps:

1. Select the Policy group (s) you wish to delete. To select, click with the mouse in the checkbox. In the selected groups the checkbox will change from 

gray to blue  . Ex.: ;[ ] Administrator CLI

Policy selected to be deleted

2. In the Actions Menu, click on the option “Delete Groups”;

Policy Manager - Actions menu - Delete Policies

3. The screen will appear asking if you want to delete the group:
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Policy Manager – Delete

If you want to cancel, click the   button. To finish, click the  button.[ ] [ ] 

The group was successfully removed.
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Policy Manager - Actions menu - Import Template
The "Import Template" button is intended to import an existing Template into a specific package where it can be imported into the "Header" or "Footer" of 
the selected package. To import a template, follow these steps:

1. Select the location where the template will be imported: “Header” or “Footer”;

2. In the , click on the “Import Template” option;actions menu [ ]

Policy Manager – Actions menu – Import Template.

3. The Import Template screen will be displayed;

Policy Manager – Template Name
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4. As shown below, select the desired Template Name and the position in which you want it to be imported. Ex.: Productivity Loss;

Policy Manager – Selected template

If you wish to cancel, click the button. To conclude click on the button. The imported template will display “_import” in [ ] [ ] 
front of your name, as exemplified by the image below.

Policy Manager – Imported Template

The template was imported successfully.
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Policy Manager - Actions menu - Save Template
The “Save Template” button has the purpose of saving a certain group of selected policies and transforming it as a Template to be reused later.

The group cannot have the same name as a template already created.

To save a Template, follow these steps:

1. Select the group you want to save. To select, click the mouse on the checkbox. In the selected packages the checkbox will change from gray to blue [

. Ex.: ;] Access Administrator

Group selection - Save Template

2. In the , click on the “Save Template” option;actions menu [ ]

Policy Manager – Actions Menu – Save Template
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3. The confirmation message will be displayed:

Policy Manager – Actions menu – Save Template

4. Click on the   to complete the operation or click the   to return to the previous panel:[ ] button [ ] button

Template saved successfully.

The template has been saved successfully, it will be available on  .Policy Templates Tab
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1.  

Policy Manager - Actions Menu - Create Policy
The “Create Policy” button creates the policies in the policy group of your choice. It is necessary that a group has been previously created (check Policy 
Packages - Actions Menu - Create Group for more information). In the following we will exemplify how to create a new policy. 

In the , click on the option “Create Policy”; actions menu [ ]

Policy Manager - Actions menu - Create Policy

2. The "Create Policy" screen will appear;
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Policy Manager - Actions menu - Properties

3. Fill in the fields of tab:Properties 

:Name  Policy name. Ex.: Admin Access;
:Description  Policy description. Ex.: Full  ;Administrator Access

:Tags  Create tags to make it easier to filter the policy search. Ex.: admin, , port_98; access
:Action  Determines the action of this policy "Allow", "Deny" and "Reject". Ex.: ; Allow

:Policy Group  Select the group in which the policy will be created: Ex.: ; Administrator Access

:Traffic Logging[ ]  If you want to enable traffic logging for this rule, activate the checkbox;

:Time [ ]  If the checkbox is selected, it determines whether the rule will apply on working days (“Business”), weekends (“Weekend”) or on any 
other object of the type "Time" that has been created;

:Schedule [ ]  If the checkbox is selected, it allows to determine if the rule will apply in relation to a “Period / Date” object.

Select [ ] the services you need in your settings.

4. Fill in the fields of tab: Connection 
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Policy Manager - Actions menu - Connection

Source
Network Zone: This field is only available by checking the checkbox. This field allows you to select network zones that can be used. E.
g. , , WAN LAN DMZ
Network Interface: This field is only available by checking the checkbox. This field allows to select network interfaces to be used as 
source filter.
IP Address: This field is only available by checking the checkbox. This field allows to select IP Address Object (s) (IPs, networks or sets) 
to be used as source filter.
MAC Address: This field is only available by checking the checkbox. This field allows to select Mac Address Address Object (s) to be 
used as source filter.
Country: This field is only available by checking the checkbox. This field allows you to select Countries to be used as a source filter. 

Destination
IP Address: This field is only available by checking the checkbox. This field allows you to select IP Address object (s) (IPs, networks or 
sets) to be used as a destination filter.
Service: This field is only available by checking the checkbox. This field allows you to select Service object (s) (protocols and ports) 
used as the destination filter.
Country: This field is only available by checking the checkbox. This field allows you to select Countries to be used as a destination filter. 

Identification
Authenticated: If enabled, this check box determines whether the policy requires authentication;
Users: This field is only available by checking the checkbox and the option Authenticated. Allows you to specify the user (s) to whom the 
policy will be applied.
Groups: This field is only available by checking the checkbox and the option Authenticated. Allows you to specify the group (s) to which 
the policy applies. 

Select [ ] the services you need in your settings.

For additional information on how to fill in the fields, check the " " tab in Blockbit UTMConnection

4. Fill in the fields of tab:Inspection 

https://docs.blockbit.com/display/RCE/Create+Policy+-+Connection+tab
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Policy Manager - Actions menu - Inspection

: This field is only available by enabling the checkbox. This field allows the interception of SSL traffic allowing the inspection of its SSL Inspection
content. The options that appear in this menu are created in Proxy - SSL Inspection;

: This field is only available by enabling the checkbox. This field allows you to apply IPS to policies. The profiles displayed in Intrusion Prevention
this menu are created in ;Services - Intrusion Prevention

: This field is only available by checking the checkbox. This field allows you to apply IPS to policies. The profiles displayed in Threat Protection
this menu are created in ;Services - Threat Protection

: This field is only available by checking the checkbox. This field allows you to select a profile to apply access control to Application Control
applications. The profiles displayed in this menu are created in Services - Application Control;

: This field is only available by checking the checkbox. This field allows you to select a profile to perform content filtering. The profiles Web Filter
displayed in this menu are created in .Services - Web Filter

Select [ ] the services you need in your settings.

5. Fill in the fields of tab:Routing 

https://docs.blockbit.com/display/RCE/Proxy+-+SSL+Inspection
https://docs.blockbit.com/display/RCE/UTM+-+Services+-+Intrusion+Prevention
https://docs.blockbit.com/display/RCE/UTM+-+Services+-+Threat+Protection
https://docs.blockbit.com/display/RCE/UTM+-+Services+-+Application+Control
https://docs.blockbit.com/display/RCE/UTM+-+Services+-+Web+Filter
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Policy Manager - Actions menu - Routing

Gateway
NAT: Allows you to activate NAT and choose the address for source translation, by default the IP of the Default Gateway link is 
configured.
CGNAT: It allows to set up the use of CGNAT in a policy. It is a NAT solution in a provider-level, where the same IP address can be 
assigned to different hosts at the same time, with different traffic ports. In order to use CGNAT, available ports must start from port 2000 
(TCP and UDP).
SD-WAN: It allows configuring the use of SD-WAN in the policy, being able to choose profiles that apply to the policy.

Application Routing
Application: This field is only available by checking the checkbox. This field allows you to select applications so that requests received 
through the SD-WAN profile that is selected in the field below are routed, so that it is possible to obtain greater control over the 
consumption and bandwidth consumption of the selected applications. When clicking on the button [], the screen below will be displayed 
to select one or more IP address objects that will compose the policy. In order to set up the applications, it is required to enable the SSL 

.Inspection
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Policy Manager - Actions menu - Application Routing

SD-WAN Profile: This field is required. It is used to determine which SD-WAN profile will be used to balance the routes used by the 
selected applications. The profiles displayed in this menu are created in Services - SD-WAN.

QoS and Traffic Shaping
Traffic Shaping: It allows to activate and select the traffic priority, the values can be adjusted in Settings >> Network >> Traffic 

;Shaping
Flag packets (TOS): Activating allows the package to be marked according to the options: Minimum wait, Maximum processing, 
Maximum reliability, Minimum cost and normal priority;
Flag packets (DSCP): Activating allows the package to be marked according to the options.

Select [ ] the services you need in your settings.

6. Fill in the fields of tab:Advanced 
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Policy Manager - Actions menu - Advanced

DoS Protection: With this option checked  [ ] it's possible to limit the maximum quantity of packages per second in the Firewall, avoiding 
distributed attacks or traffic anomalies caused by possible malwares in the network.

Packet Rate: The Packet Rate option sets up the Firewall in order to limit the connections to a maximum amount of packages per 
second.
Burst Rate: The Burst Rate option sets up the Firewall initially in order to allow a maximum quantity of packages per second without 
validating the Packet Rate, as to make the traffic control flexible in ocasional traffic peaks.

Options
TCP MSS: Allows the definition of a value that specifies the major quantity of data, in bytes, that a computer or communication device 
can receive in a single TCP segment.

Select [ ] the services you need in your settings.

7. After completing the settings, click the button;[ ] 

After saving the settings the "Policy Manager" screen will appear again and it will be possible to verify your new policy.
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Policy Manager

After the New Policy created in the group we can see that there are six action buttons created, as shown in the image below:

Policy Manager - Actions

Here is a description of each of these buttons from left to right:

Mover [ ]: Click and drag to move the policy. If it falls below another policy, it will have lower priority, if it is above, it will have higher priority;

Policy status [ ]: Determines whether the policy will be enabled  or disabled  ;[ ]  [ ]

Edit[ ]: Edit the created policy;

Copy[ ]: Copies the created policy;

Delete[ ]: Removes the created policy;

Checkbox [ ]: Select Policy;
Policy Action: Displays what action the policy will take, which may be: , or .Allow Block Reject
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Policy Manager - Actions menu - Delete Policies
The “Delete Policies” button deletes the selected Policies. To delete, follow the steps:

1. Select the Policy (s) you want to delete. To select, click with the mouse in the checkbox. In selected packages the checkbox will change from gray to 

blue  . Ex.: ;[ ] Administrator CLI

Política selecionada para ser deletada

2.In the actions menu ,, click on the option “Delete Policies”;[ ]

Policy Manager - Actions menu - Delete Policies

3. The screen will appear asking if you want to delete the items:
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Policy Manager – Delete itens policies

If you want to cancel, click the   button. To finish, click the   button.[ ] [ ]

Policy Deleted successfully

Policy has been successfully removed.
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Policy Manager - Actions menu - Expand All and Collapse 
All

The “Expand All” button is intended to expand the policy group. To expand the policy group, follow these steps:

1. In the action menu, click on the “Expand All” option to expand the expanded policy groups;

Policy Manager - Actions menu - Expand All

2. When you click on “Collapse All” in the action menu, the opposite is the case.
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Policy Manager - Actions menu - Collapse All
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Policy Templates tab
This section will demonstrate how to create Policies Templates that can be reused later for a new policy package.

Click on the “Policy Templates” tab.

Policy Templates

The “Policy Templates” Screen will appear. It is composed of the “Name”, “Type”, “Version” and “Actions” columns. In addition, the   and the search bar actio
 are located at the top right of the screen.ns menu

Policies – Policy Templates

This section will demonstrate how:

Register and Remove Policy Packages;
Administer policy groups;
Etc.

Next, the Policy Template columns will be explained and later the menu actions will be analyzed.

https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=GSM+-+OPERA%C3%87%C3%83O+B%C3%81SICA
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Policy Templates - Actions Menu
At the top right of the screen we have the actions menu:

Policy Package - Actions Menu button

By clicking on this button the menu below is displayed:

Policy Packages - Actions Menu

The menu consists of the following options:

Create Template;
Delete Templates;
Clone Templates;
Select All and Deselect All.

Next, each action menu option will be detailed.
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Policy Templates - Actions menu - Create Template

Through the option “Add Template” it is possible to create a new Policy Template. To access, click on the .Actions menu [ ]

1. Click on the “Add Template” option;

Policy Templates - Actions menu

2. Fill in the “New Template” screen:

:Name  Template name. Ex.: ;Productivity Loss
:Type  IP type;

:Version  Defines the version in which the template will be made, it is important that the template has the same version as the UTM;

ATTENTION: If the version of the template is different from the UTM, they will not be compatible.

        Always create templates with the same version of the UTMs to which they will be applied.
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Policy Template – Create Policy Template

Click the   button.[ ]

Package created successfully

The Template was created successfully.
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Policy Templates - Actions menu - Clone Templates
Through the button “Clone Templates” it is possible to duplicate an existing Template. To clone Templates, follow the steps:

1. Select which Template (s) you want to clone. To select, just click with the mouse on the checkbox located next to the Template Name description. In 

selected packages the checkbox will change from gray to blue  . Ex.: ;[ ] Administrator Access

Policy Templates - Template selection

2. In the , click on the option “Clone Templates”;action menu [ ]

Policy Templates – Clone Templates

A message will appear asking if you want to clone the selected item:
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Policy Templates - Template cloning message

If you want to cancel, click the   button. To finish, click on the   button. [ ] [ ]

Package cloned successfully

The Policy Templates screen will appear again with the cloned package.

It's also possible to clone policies by clicking the Clone button [ ]. When clicking, the following screen will appear:

Click "Confirm" and a confirmation message will show up [ ]. The clone will have the same name, but with "-clone" 
next to it.
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Policy Templates - Actions menu - Delete Templates
Through the button “Delete Templates” it is possible to delete the selected Templates. To delete through the actions menu, follow these steps:

1. Select which Template (s) you want to delete. To select, just click with the mouse on the checkbox located next to the Template Name description. In 

selected packages the checkbox will change from gray to blue  . Ex.: [ ] Administrator Access;

Policy Templates - Selection of Templates to delete

2. Enter the actions menu   and click on the option “Delete Templates”.[ ]

Policy Templates – Delete Templates

3. The notification message will appear asking if you really want to delete the selected Templates:
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Policy Templates - Message if you want to delete the Templates

If you want to cancel click on the   button. To finish, click the   button.[ ] [ ]

Package deleted successfully

After performing these procedures, the Templates will have been successfully deleted.
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Policy Templates - Actions menu - Select All and Deselect 
All
By clicking on “Select All” in the action menu, all templates will be selected.

Policy Templates – Select All

This allows for easy implementation of an action that affects all templates.

The “Deselect All” function is just the opposite: Remove all selections previously made.

Policy Templates – Deselect All
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Policy Templates - Columns
In the “Policy Templates” tab, it is possible to view the actions menu and five columns:

Policies – Policy Templates

In the following we will explain each column of the Policy Templates tab:

Checkbox[ ]: Select the Template;
:Name  The Template name;

Description: Determines the description of the Template;
:Type  The IP type;

: Version The UTM version;
: Actions A set of essential actions:

[ ]: Edit By clicking on this icon it is possible to rename the template;

Listar[ ]: Visualizes the content of the template, making it possible to insert or remove tags, create, move and delete policies, 
validate them and, finally, perform searches, this option offers possibilities similar to those available in Policy Manager, with the 
exception of determining its location in the “Header” or "Footer”. For more information, see  ;Policy Templates - Policy Manager

[ ]: Delete Removes the Template.

Next we will analyze the functions of the list button: .Policy Templates - Policy Manager
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Policy Templates - Policy Manager

When clicking on the    button in Policy Templates the following screen will be displayed:List [ ]

Policy Templates – Policy Manager

The Policy Manager screen displays more detailed information on the Policy Packages created.

The Policy Manager panel is divided into:

Package Name: Displays the name of the registered Policy Package;

System Version[ ]: Displays the version in which the Policy Package was created. It is extremely important to create Policy Packages of the 
same version as UTM, otherwise the package will not be compatible;

IP[ ]: Represents the type of IP used in the Policy Packages created ;. Ex.: “IPv4”
Search Bar: Its function is to make it possible to locate specific items, it is possible to click on some column fields within the policy group to serve 
as a filter in a more specific search;

Back [ ]: Returns to the previous panel;

Actions menu[ ]: Features a set of contextual options:
;Create Template
;Delete Templates

;Clone Templates
.Select All and Deselect All

It is important to remember that the policies are ordered by “Priority”, being that they are applied considering the “First Match Wins” method (which literally 
means “The 1st among the VENCE competitors”). Therefore, the policies located above have priority while those below have a lower priority.

Policy Manager columns are divided into:

Move [ ]: Clicking and dragging moves the order of the policy and allows you to rearrange the priority according to which policy is above (First 
Match Wins);

Id [ ]: Displays the identification number of the policy, you can click it to serve as a filter in the search field;
Rule: Displays the policy name;
Users: Determines which users are affected by the policy, you can click on this field to serve as a filter in the search field;
Source: Displays if the source of this rule will be the Network zone, IP address, network interface, Mac Address or any of these, you can click on 
this field to serve as a filter in the search field;
Destination: Determines the destination of the rule, the IP address or service, you can click on this field to serve as a filter in the search field;
Schedule: Displays if the rule depends on a period of time or scheduling, you can click on this field to serve as a filter in the search field;
Services: Displays the services that the rule affects, you can click on this field to serve as a filter in the search field;
Tags: Displays the tags that have been added to this rule, you can click on this field to serve as a filter in the search field;
Modules: Determines which UTM modules the rule will interact with, you can click on this field to serve as a filter in the search field;
Action: Displays some contextual buttons and what action the rule takes.

Enabled[ ] or  Through this selector, activates or deactivates the rule;Disabled[ ]:

Edit[ ]: Allows you to edit the settings added in the   option of the actions menuCreate Policy ;
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Delete[ ]: Removes the policy;

Select[ ]: Allows the selection of policies in order to interact with the actions menu;
Action: Determines the behavior of the policy in question, having as possibilities:

[ ]: As the name says, this option is to grant access;

[ ]: Access is denied;

[ ]: Access is denied, but a rejection message is displayed to the user.

Validate Policies

In Policies  IPv4, on the actions menu, we have the .“Validate Policies” option that verifies conflicts and redundancies among the existing policies
When running the validation, it's important to check the notifications on the upper right corner of the screen to check the result. After, we must also refresh 
the browser page.

The  validation of policies can provide one of the following statuses of the policies, as a result:

Same parameters with different actions: In case two or more policies nominate the same origin and the same destination, but the actions are 
contradictory. For instance, an action to allow browsing within a policy and the action to restrict browsing within another, but for the same destination and 
origin.

Duplicity: It occurs when two policies comprehend the same actions, origin and destination.

Obscuring: It occurs when a policy overlaps another one in terms of action, the described action is already done by a previous policy.

It's important to remember that the rules' prioritization is top-down from within the Firewall.

For more information on policies, see the   chapter of the UTM Manual. POLICIES

https://docs.blockbit.com/display/RCE/UTM+-+POLICIES
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1.  

Policy Templates - Actions menu - Create Policy
The “Create Policy” button creates the policies in the policy group by selecting. To create a Policy, follow the steps:

In the , click on the option “Create Policy”;action menu [ ]

Policy Manager - Actions menu - Create Policy

2. The New Policy screen will appear;

Policy Manager – New Policy

For more information on how to create new policies, see  .Policy Manager - Actions Menu - Create Policy

After completing the creation of the policy, it will be added to the policy package.
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Policy Templates - Actions menu - Delete Policies
The “Delete Policies” button deletes the selected Policies. To delete, follow the steps:

1. Select the Policy(s) you want to delete. To select, click with the mouse in the checkbox. In selected packages the checkbox will change from gray to 

blue  . Ex.: ;[ ] Administrator CLI

Policy selected to be deleted

2. In the , click on the option “Delete Policies”;Actions menu [ ]

Policy Manager - Actions menu - Delete Policies

3. The screen will appear asking if you want to delete the items:

Policy Manager – Are you sure you want to delete the policy

If you want to cancel, click the   button. To finish, click the   button.[ ] [ ]



514

Package deleted successfully

Policy has been successfully removed.
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GSM - ANALYTICS
Through the “Analytics” menu it is possible to analyze reports, events and manage loggers.

Menu Analytics.

Contains the options:

Analyzer;
Reports;
Events;
Loggers.
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Analyzer
The Blockbit GSM - Analyzer is a module for evaluating and creating advanced reports, providing a holistic perspective on detection, when performing 
network traffic monitoring in real time at multiple points and network segments, the analyzer enables the investigation and execution of actions aimed at 
combating threats, intrusion attempts and use of unauthorized applications.

The Blockbit GSM - Analyzer works by receiving the data emitted by the UTMs, which are managed in the  menu option, generating different Management
types of reports and logs.

The analyzer offers the following features:

To have a record of all activities performed by your users;
To have a summary of the performance of the appliances and loggers used;
To view any security threats and intrusion prevention;
To have a mechanism that displays reports in realtime in a detailed way (Drill-Down);
Effectiveness of web filters and application of policies;
And more...

To access it, select the “Analyzer” option:

Analytics - Analyzer

When performing this action the following menu will be displayed:

Analyzer – Submenu

Select the desired option. The available options are:

Firewall;
Web Filter;
Application Control;
Intrusion Prevention;
Threat Protection;
User Behavior.
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Firewall
To access the network traffic reports, click on the “Analyzer” icon located on the left side, a dropdown menu will be displayed, select the “Firewall” option.

Firewall

To generate a report, locate the checkbox that is positioned at the top right of the screen, as shown below:

Firewall – Selection box

In this checkbox will be listed all devices (or groups of devices) previously registered in  , Device Manager to create a report, select the desired device.

Firewall – Selecting the Device

Right on the right side where we just selected the devices, it is possible to see a date selection box, the purpose of which is basically to allow even more 
accurate filtering of results, the possible options are:

By date: Determines a specific date;
By period: Displays results from an initial date (“Start date”) to an end date (“End date”);
Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.
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Firewall – Date Selection

Select the desired date and click  ;[ ]

The screen below will appear:
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Analyzer - Firewall

Most of the graphics on this tab have a navigation menu and a search bar.

The navigation menu has the following buttons:

 It serves to zoom in;[ ]:
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 Its function is to remove the zoom;[ ]:

 It serves to make a selection zoom;[ ]:

 It serves to move the graph;[ ]:

 Reset the graph to the starting position;[ ]:

[ ]: Allow to download this diagram in svg, png or csv format.

The search bar allows you to search for a specific item and modify the diagrams according to the search results.

To perform a search, type a term in the search bar and click the .search button [ ]

Next, we will analyze in detail the components of “Firewall”:

;Geolocation
;Zone Traffic

;Top User
;Top Service
;Top Source

.Top Policy
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Firewall – Geolocation
In “Geolocation” the destination of the connections of the network users is displayed, the global map shows in a colored legend the amount of accesses 
made by the users. When hovering the mouse over the countries a total number of accesses is displayed, in addition, the country referring to this value is 
highlighted on the map.

Firewall – Geolocation
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Firewall – Zone Traffic
In "Zone Protection" we have a graph showing the amount of traffic in a given zone, through a line graph it is possible to observe these amounts being 
illustrated over a period of time. When clicking on the type of network used (for example: “LAN”, “DMZ”, “WAN” and etc.), the diagram is changed in order 
to display the selected option, which allows to analyze the traffic in more detail according to with the selected dates.

For more information about the navigation menu at the top of this graph check this  .page

Firewall – Zone Traffic

You can click on the legends below the graph to hide any of the lines in order to illustrate the relevant information, as shown below:

Firewall – Zone Traffic - Hidden DMZ line

When you move your mouse over the graph, a summary of all traffic for the period is displayed, as shown in the image below:

https://docs.blockbit.com/display/RCE/Firewall#Firewall-MenuDeNavegacao
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Firewall – Zone Traffic - Summary of results
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Firewall – Top User
In "Top User" there is a diagram showing by date when there was the highest network traffic and a list showing ten users classified by order of use of 
Gigabytes. When hovering the mouse over the graph, the network traffic in Gigabytes for a given period is displayed, as shown in the image below. Finally, 
when you click on one of these users or IPs, you will be redirected to   using the item that was clicked as a filter, thus creating a more specific report Events
in order to have a more accurate view of the selected user.

For more information about the navigation menu and the search bar at the top of this graph check this  .page

Firewall – Top User

https://docs.blockbit.com/display/RCE/Firewall#Firewall-MenuDeNavegacao
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Firewall – Top Service
In “Top Service” there is a diagram showing by date when there was more network traffic and a list showing the ten most used types of services, these 
being classified in order of use of Gigabytes. When hovering the mouse over the graph, the network traffic in Gigabytes for a given period is displayed, as 
shown in the image below.

For more information about the navigation menu and the search bar at the top of this graph check this  .page

Firewall - Top Service

https://docs.blockbit.com/display/RCE/Firewall#Firewall-MenuDeNavegacao
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Firewall – Top Source
In “Top Source” there is a diagram showing by date when there was more network traffic and a list showing the ten largest sources of network traffic 
classified by order of use. When you hover your mouse over the graph, the network traffic for a given period is displayed, as shown in the image below. Fin
ally, when you click on one of these IPs, you will be redirected to   using the item that was clicked as a filter, thus creating a more specific report in Events
order to have a more accurate view of the selected IP.

For more information about the navigation menu and the search bar at the top of this graph check this  .page

Firewall – Top Source

https://docs.blockbit.com/display/RCE/Firewall#Firewall-MenuDeNavegacao
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Firewall – Top Policy
In “Top Policy” there is a diagram showing by date when there was more network traffic and a list showing the ten most used types of policies, which are 
classified in order of use of Gigabytes.

For more information about the navigation menu and the search bar at the top of this graph check this  .page

Firewall – Top Policy

When hovering the mouse over the graph, the network traffic in Gigabytes for a given period is displayed, as shown in the image below.

https://docs.blockbit.com/display/RCE/Firewall#Firewall-MenuDeNavegacao
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Firewall – Top Service - Traffic summary for a period
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Web Filter
To access the web filter reports, click on the “Analyzer” icon located on the left side, a dropdown menu will be displayed, select the “Web Filter” option.

Web Filter

To generate a report, locate the checkbox that is positioned at the top right of the screen, as shown below:

Selection box

In this checkbox will be listed all devices (or groups of devices) previously registered in , to create a report, select the desired device.Device Manager

Selecting Device

Right next to where we just selected the devices, you can see a date selection box, the purpose of which is basically to allow even more accurate results 
filtering, the possible options are:

By date: Determines a specific date;
By period: Displays results from an initial date (“Start date”) to an end date (“End date”);
Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.
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Date Selection

Select the desired date and click on ;[ ]
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Analyzer - Web Filter

Most of the graphics on this tab have a navigation menu and a search bar.

The navigation menu has the following buttons:

 It serves to zoom in;[ ]:

 Its function is to remove the zoom;[ ]:

 It serves to make a selection zoom;[ ]:

 It serves to move the graph;[ ]:

 Reset the graph to the starting position;[ ]:

[ ]: Allow to download this diagram in svg, png or csv format.

The search bar allows you to search for a specific item and modify the diagrams according to the search results.

To perform a search, type a term in the search bar and click the  button. [ ]

Next, we will analyze in detail the components of “Web Filter”:

Total Traffic and History;
Allowed Sites and History;
Denied Sites and History;
Total Traffic and Total Hits;
Top Users;
History Profiles - Total Traffic and Total Hits;
Top Profiles;
History Categories - Total Traffic and Total Hits;
Top Categories;
History Domains - Total Traffic and Total Hits;
Top Domains;
History Content Types - Total Traffic and Total Hits;
Top Content Type.
Top Domains by Time.

https://docs.blockbit.com/display/RCE/Web+Filter+-+Top+Domains+by+Time+2.4.0
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Web Filter - Allowed Sites and History
The "Allowed Sites" panel displays a total of pages that have been authorized following the policies. Just below, the history is shown in a bar graph 
showing the amount of accesses per day.

For more information about the navigation menu at the top of this graph check this  .page

Web Filter – Allowed Sites

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter – Allowed Sites - Period Summary

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - Denied Sites and History
The “Sites Denied” panel shows a sum of all pages that, following the policies, were denied access. Below, the history is shown in a bar graph showing the 
amount of accesses per day.

For more information about the navigation menu at the top of this graph check this page.

Web Filter – Denied Sites

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter – Denied Sites - Period Summary

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - History Categories - Total Traffic and Total Hits
In “History Categories”, we have a graph that displays information specifically related to network categories, its function is to demonstrate when some 
category was applied in one of the accesses. In this area we have “Total Traffic” where the total network traffic in Gigabytes per day and “Total Hits” is 
displayed, which shows the total accesses for each of the days surveyed.

For more information about the navigation menu at the top of this graph, check this page.

Web Filter – History Categories – Total Traffic

When clicking on each of these legends, the graph will be automatically modified to illustrate the relevant information, as shown below:

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter – History Categories – Total Hits

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter History Categories Period summary –   – 
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Web Filter - History Content Types - Total Traffic and Total 
Hits
In “Content Type”, we have a graphic whose function is to demonstrate when some type of content was accessed. In this area we have “Total Traffic” 
where the total network traffic in Gigabytes per day and “Total Hits” is displayed, which shows the total accesses for each of the days surveyed.

For more information about the navigation menu at the top of this graph, check this .page

Web Filter – History Content Type – Total Traffic

When clicking on each of these legends, the graph will be automatically modified to illustrate the relevant information, as shown below:

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter – History Content Type – Total Hits

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter – History Content Type - Period Summary
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Web Filter - History Domains - Total Traffic and Total Hits
In “History Domains”, we have a graph that displays information specifically related to domain access, its function is to demonstrate when a domain has 
been accessed. In this area we have "Total Traffic" where the total traffic in Gigabytes per day and "Total Hits" is displayed, which shows the total 
accesses for each of the days surveyed.

For more information about the navigation menu at the top of this graph check this page.

Web Filter - History Domains - Total Traffic

When clicking on each of these legends, the graph will be automatically modified to illustrate the relevant information, as shown below:

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - History Domains - Total Hits

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter - History Domains - Period Summary
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Web Filter - History Profiles - Total Traffic and Total Hits
In “History Profiles”, we have a graph that displays information specifically related to the   of the network, its function is to demonstrate when some profiles
profile was used in an access.In this area we have “Total Traffic” where the total network traffic in Gigabytes per day and “Total Hits” is displayed, which 
shows the total accesses for each of the days surveyed.

For more information about the navigation menu at the top of this graph check this page.

Web Filter – History Profiles – Total Traffic

When clicking on each of these legends, the graph will be automatically modified to illustrate the relevant information, as shown below:

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter – History Profiles – Total Hits

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter – History Profiles – Resumo do Período
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Web Filter - Top Categories
In the “Top Categories” list, we have a list of the names of the ten categories classified in order of the highest amount of accesses and their respective 
usage in Gigabytes. Finally, when clicking on one of these users or IPs, you will be redirected to   using the item that was clicked as a filter, thus Events
creating a more specific report in order to have a more precise view regarding the selected category.

For more information about the search bar at the top of this graph, check this page.

Web Filter – Top Categories

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - Top Content Type
In the “Top Content Type” list, we have a list of the names of the ten most accessed content types classified in order of the highest amount of accesses 
and their respective usage in Gigabytes. Finally, when you click on one of these users or IPs, you will be redirected to  using the item that was Events
clicked as a filter, thus creating a more specific report in order to have a more accurate view of these types of content.

For more information about the navigation menu at the top of this graph check this page.

Top Content Type

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - Top Domains
In the “Top Domains” list, we have a list of the names of the ten domains classified in order of the highest amount of accesses and their respective traffic in 
Megabytes. Finally, when you click on one of these addresses, you will be redirected to   using the item that was clicked as a filter, thus creating a Events
more specific report in order to have a more accurate view of the selected domain.

For more information about the search bar at the top of this graph check this page.

Web Filter – Top Domains

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - Top Domains by Time
In the “ ”, list, one sees the top ten accessed domains, classified by order . Top Domains by Time of the highest amount of traffic time in a domain

Top Domains by Time

Finally, when clicking in one of these domains ou IPs, one will be redirected to Events using the selected item as a filter, thus creating, a better detailed 
report enabling a precise view on these contents. 

Events - Sessions

Clicking on [  or  ] is possible to verify detailed information in the selected item. Search for  information to verify the browsing time."surfing time"
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Events - Sessions - [ ] Information

Events - Sessions - [ ] Event View
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Web Filter - Top Profiles
In the “Top Profiles” list, we have a list of the ten most used   classified in order of the highest amount of accesses and their respective usage in profiles
Gigabytes

Finally, when you click on one of these profiles, you will be redirected to   using the item that was clicked as a filter, thus creating a more specific Events
report in order to have a more accurate view of the selected profile.

For more information about the search bar at the top of this graph, check this page.

Web Filter – Top Profiles

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - Top Users
As with the other “Top Users” lists, in Web Filter we have a list of ten users classified in order of the highest amount of accesses and their respective 
usage in Gigabytes. Finally, when you click on one of these users or IPs, you will be redirected to  using the item that was clicked as a filter, thus Events
creating a more specific report in order to have a more accurate view of the selected user.

For more information about the search bar at the top of this graph check this  .page

Web Filter – Top Users

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter - Total Traffic and History
The “Total Traffic” panel shows the total amount of traffic in Megabytes. Just below, the history is displayed in a bar graph showing the amount of 
Megabytes trafficked per day.

Web Filter – Total Traffic

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter – Total Traffic - Period summary
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Web Filter - Users - Total Traffic and Total Hits
Just below the panels previously described, on the left side of the screen we have the graphic arranged in "Users", which displays information specifically 
related to the network consumption by users: In it we have "Total Traffic" where the total network traffic is displayed in Megabytes per day and “Total Hits” 
which shows the total number of hits for each of the days surveyed.

For more information about the navigation menu at the top of this graph check this page.

Web Filter – Users – Total Traffic

When clicking on each of these legends, the graph will be automatically modified to illustrate the relevant information, as shown below:

https://docs.blockbit.com/display/RCE/Web+Filter#WebFilter-MenuDeNavegacao
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Web Filter – Traffic – Total Hits

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Web Filter Users Total Traffic - Period Summary –   – 
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Application Control
To access the Application Control reports, click on the “Analyzer” icon located on the left side, a dropdown menu will be displayed, select the “Application 
Control” option.

Application Control

To generate a report, locate the checkbox that is positioned at the top right of the screen, as shown below:

Caixa de Seleção

In this checkbox will be listed all devices (or groups of devices) previously registered in  , to create a report, select the desired device.Device Manager

Selecting Device

Right on the right side where we just selected the devices, it is possible to see a date selection box, the purpose of which is basically to allow even more 
accurate filtering of results, the possible options are:

By date: Determines a specific date;
By period: Displays results from an initial date (“Start date”) to an end date (“End date”);
Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.
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Date Selection

Select the desired date and click  button;[ ] 
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Analyzer - Application Control

Most of the graphics on this tab have a navigation menu and a search bar.

The navigation menu has the following buttons:

 It serves to zoom in;[ ]:

 Its function is to remove the zoom;[ ]:

 It serves to make a selection zoom;[ ]:

 It serves to move the graph;[ ]:

 Reset the graph to the starting position;[ ]:

[ ]: Allow to download this diagram in svg, png or csv format.

The search bar allows you to search for a specific item and modify the diagrams according to the search results.

To perform a search, type a term in the search bar and click the search button.[ ] 

Next, we will analyze in detail the components of “Application Control”:

Allowed Application;
Denied Application;
History;
Top Allowed Categories;
Top Denied Categories;
Top Allowed Applications;
Top Denied Applications.



556

Application Control - Allowed Application
In "Allowed Application" it displays a total of applications that have been authorized to access.

 – Application Control Allowed Application
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Application Control - Denied Application
In “Application Denied”, there is a sum of applications that have been denied access.

 – Application Control Denied Application
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Application Control - History
On the right side it is possible to view the “History” graph that displays a history of all applications that have been allowed and denied access, having as 
reference to their axes the amount of accesses in relation to the previously researched dates. The legend items are interactive and it is possible to change 
the graph display through them, in order to make the graph display the applications that were allowed and those that were denied by date. In this diagram 
we have “Allow” where the allowed applications are displayed and “Deny” showing all the applications denied for each of the researched days.

For more information about the navigation menu at the top of this graph check this page.

Application Control – History

It is possible to select "Allow", to modify the graph and illustrate the relevant information, as shown below:

Application Control – History - Allow

You can also click on the "Deny" legend to modify the graph, as shown below:

https://docs.blockbit.com/display/RCE/Application+Control#ApplicationControl-MenuDeNavegacao


559

Application Control – History - Deny

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Application Control – Period SummaryHistory - 



560

Application Control - Top Allowed Categories
In the diagram “Top Allowed Categories” we have a visual representation of the 10 most allowed categories applied in the users' accesses, this session 
serves to represent, in a pragmatic way, the number of pages accessed that apply to each of these categorizations.

For more information about the navigation menu at the top of this graph check this page.

 – Application Control Top Allowed Categories

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Application Control –  - Period SummaryTop Allowed Categories

https://docs.blockbit.com/display/RCE/Application+Control#ApplicationControl-MenuDeNavegacao
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Application Control - Top Denied Categories
In the diagram “Top Denied Categories” we have a visual representation of the 10 most frequently refused categories used by users, this session serves to 
represent, in a pragmatic way, the number of pages accessed that fell in each of these categories of refusal.

For more information about the navigation menu at the top of this graph check this page.

 – Application Control Top Denied Categories

When hovering the mouse over the graph, a summary of the amount of categories is displayed, as shown in the image below:

 –  – Number of declined categoriesApplication Control Top Denied Categories

https://docs.blockbit.com/display/RCE/Application+Control#ApplicationControl-MenuDeNavegacao
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Application Control - Top Allowed Applications
In “Top Allowed Applications” there is a graph representing the ten applications that had their access authorized in relation to the previously specified 
period of time, below that graph, we have a list of the names of these ten applications classified in order of the largest amount of accesses and their 
respective categories.

For more information about the navigation menu and the search bar at the top of this graph check this page.

Application Control – Top Allowed Applications

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

https://docs.blockbit.com/display/RCE/Application+Control#ApplicationControl-MenuDeNavegacao
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Application Control - Top Allowed Applications - Period Summary
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Application Control - Top Denied Applications
In the panel “Top Denied Applications” we have the exact opposite of the previous session: A graph representing the ten applications that were denied 
access in relation to the previously specified period of time, below that graph, we have a list of the names of these ten applications classified in order 
highest amount of accesses and their respective categories.

For more information about the navigation menu and the search bar at the top of this graph check this page.

Application Control – Top Denied Applications

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

https://docs.blockbit.com/display/RCE/Application+Control#ApplicationControl-MenuDeNavegacao
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Application Control – Top Denied Applications - Period summary

In the panel “Top Denied Applications” we have the exact opposite of the previous session: A graph representing the ten applications that were denied 
access in relation to the previously specified period of time, below that graph, we have a list of the names of these ten applications classified in order 
highest amount of accesses and their respective categories.

For more information about the navigation menu and the search bar at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Application+Control#ApplicationControl-MenuDeNavegacao
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Application Control – Top Denied Applications

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:
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Application Control – Top Denied Applications - Period summary



568

Intrusion Prevention
To access the Intrusion Prevention reports, click on the “Analysis” icon located on the left side, a dropdown menu will be displayed, select the “Intrusion 
Prevention” option.

Intrusion Prevention

To generate a report, locate the checkbox that is positioned at the top right of the screen, as shown below:

Selection box

In this checkbox will be listed all devices (or groups of devices) previously registered in , to create a report, select the desired device.Device Manager

Selecting Device

Right on the right side where we just selected the devices, it is possible to see a date selection box, the purpose of which is basically to allow even more 
accurate filtering of results, the possible options are:

By date: Determines a specific date;
By period: Displays results from an initial date (“Start date”) to an end date (“End date”);
Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.
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Date Selection

Select the desired date and click   button;[ ]



570



571

Analyzer - Intrusion Prevention

Most of the graphics on this tab have a navigation menu and a search bar.

The navigation menu has the following buttons:

 It serves to zoom in;[ ]:

 Its function is to remove the zoom;[ ]:

 It serves to make a selection zoom;[ ]:

 It serves to move the graph;[ ]:

 Reset the graph to the starting position;[ ]:

[ ]: Allow to download this diagram in svg, png or csv format.

The search bar allows you to search for a specific item and modify the diagrams according to the search results.

To perform a search, type a term in the search bar and click the button. [ ] 

Next, we will analyze in detail the components of “Intrusion Prevention”:

Alerted, Blocked and History;
Alerts by Geolocation;
Impact - High;
Impact - Medium;
Impact - Low;
Layer 3 Intrusion Protection;
Intrusion Classification;
Top Source;
Top Destination.
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Intrusion Prevention - Alerted, Blocked and History
The “Alerted” panel displays a total of intrusion alerts.

In “Blocked”, a number is displayed totaling the blocked intrusion attempts.

Below, a summary of alerts and blockages is shown in a line graph showing the number of intrusion-related events within the previously selected time 
period. By selecting one of the captions (“Alerted” or “Blocked”) at the top of the graph, it is possible to determine that only one of these will be displayed 
on the graph.

For more information about the navigation menu at the top of this graph check this page.

Alerted, Blocked and History

It is possible to select "Allow", to modify the graph and illustrate the relevant information, as shown below:

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
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Alerted, Blocked and History - Allow

You can also click on the "Deny" legend to modify the graph, as shown below:

Alerted, Blocked and History - Deny

When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:

Alerted, Blocked and History - Period Summary
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Intrusion Prevention - Alerts by Geolocation
In “Alerts by Geolocation” the origin of the intrusions by geolocation is displayed, the global map demonstrates through a colored legend the amount of 
accesses made by users. When hovering the mouse over the countries a total number of alerts is displayed, when doing the same with the legend it is 
possible to view an average, in addition, the country referring to this value is highlighted on the map.

Alerts by Geolocation
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Intrusion Prevention - Impact - High
In “Impact - High” we have a donut chart showing the percentage of high impact intrusion threats, followed by a column diagram showing how many of 
these occurred within the previously selected timeframe compared to the network traffic for the day. In addition, a list is displayed with the 10 most 
recurring high-impact threats, displaying their name and listing them by number of recurrences. 

For more information about the navigation menu at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
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Impact - High
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When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:



578

Intrusion Prevention - Impact - High - Period Summary
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Intrusion Prevention - Impact - Medium
In “Impact - Medium” we have a donut chart showing the percentage of medium impact intrusion threats, followed by a column diagram showing how many 
of these occurred within the previously selected timeframe compared to the network traffic of the day. In addition, a list is displayed with the 10 most 
recurring medium impact threats, displaying their name and listing them by number of recurrences.

For more information about the navigation menu at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
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Impact - Medium
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When hovering the mouse over the graph, a summary of the period is displayed, as shown in the image below:
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Intrusion Prevention - Impact - Medium - Period Summary
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Intrusion Prevention - Impact - Low
In “Impact - Low” we have a donut chart showing the percentage of low impact intrusion threats, followed by a column diagram showing how many of these 
occurred within the previously selected timeframe compared to the network traffic of the day. In addition, a list is displayed with the 10 most recurring low-
impact threats, displaying their name and listing them by number of recurrences.

For more information about the navigation menu at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
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Impact - Low
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When you mouse over the graph, a summary of the period is displayed, as shown in the image below:
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Intrusion Prevention - Impact - Low - Period Summary
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Intrusion Prevention - Layer 3 Intrusion Protection
In “Layer 3 Intrusion Protection” we have a graph showing the ten categories of most detected intrusion alerts in layer 3 of the IPS (Intrusion Prevention 
System). When you click on one of the IPs or one of the categories, you will be redirected to   using the item that was clicked as a filter, thus creating Events
a more specific report in order to have a more accurate view of the selected item  Just below the graph, we have a list of the ten IPs and the most .
accessed categories in order by the number of accesses.

Layer 3 Intrusion Prevention

When you hover your mouse over the graph, it will display a number with the amount of intrusion alerts, as shown in the image below:
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Amount of intrusion alertsLayer 3 Intrusion Prevention - 

When hovering the mouse over the information, the graphic will be highlighted, as shown below:
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Highlighted graphLayer 3 Intrusion Prevention - 
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Intrusion Prevention - Intrusion Classification
In “Intrusion Classification” we have a graph representing the ten most recurrent intrusion alert classes in relation to the previously specified time period. 
Below the graph, we have a list of the names of the ten classifications in order of the highest amount of accesses.

For more information about the navigation menu at the top of this graph check this page.

Intrusion Classification

By hovering the mouse over the graph, it will highlight the date and number of accesses of the highest class on this specific day.

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
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Intrusion Classification - Class summary
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Intrusion Prevention - Top Source
In “Top Source” a line graph is displayed representing the ten most recurrent intrusion alert sources in relation to the previously specified period of time, 
when hovering over the graph it will show the date and the amount of accesses to these sources in general. Below is a list showing the IPs of these same 
ten sources previously mentioned, which are classified in order of the highest amount of accesses. When you click on one of the IPs or one of the 
categories, you will be redirected to   using the item that was clicked as a filter, thus creating a more specific report in order to have a more accurate Events
view of the selected category

For more information about the navigation menu and the search bar at the top of this graph check this page.

Top Source

When hovering the mouse over the graph, it will highlight the date and the number of accesses of the highest class of this specific day:

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao


593

Top Source - Summary
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Intrusion Prevention - Top Destination
In “Top Destination” there is a line graph showing the ten most recurrent intrusion alert destinations in relation to the previously specified period of time, 
when hovering over the graph it will show the date and the amount of access to these sources generally. Below is a list showing the IPs of the ten 
destinations with the highest amount of access. Ao clicar em um dos IPs ou uma das categorias, você será redirecionado para Events usando o item que 
foi clicado como filtro, criando assim, um relatório mais específico de modo a ter uma visão mais precisa a respeito do item selecionado.

For more information about the navigation menu and the search bar at the top of this graph check this page.

Top Destination

When hovering the mouse over the graph, it will highlight the date and the number of accesses of the highest class of this specific day:

https://docs.blockbit.com/display/RCE/Intrusion+Prevention#IntrusionPrevention-MenuDeNavegacao
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Top Destination - Access Summary
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Threat Protection
To access the Threat Protection reports, click on the “Analysis” icon located on the left side, a dropdown menu will be displayed, select the “Threat 
Protection” option.

Threat Protection

To generate a report, locate the checkbox that is positioned at the top right of the screen, as shown below:

Selection box

In this checkbox will be listed all devices (or groups of devices) previously registered in   to create a report, select the desired device.,Device Manager

Selecting Device

Right on the right side where we just selected the devices, it is possible to see a date selection box, the purpose of which is basically to allow even more 
accurate filtering of results, the possible options are:

By date: Determines a specific date;
By period: Displays results from an initial date (“Start date”) to an end date (“End date”);
Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.
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Date Selection

Select the desired date and click  button;[ ] 
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Analyzer - Threat Protection
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Most of the graphics on this tab have a navigation menu and a search bar.

The navigation menu has the following buttons:

 Its function is to zoom;[ ]:

 Its function is to remove the zoom;[ ]:

 It serves to make a selection zoom;[ ]:

 Serves to move the graph;[ ]:

 Reset the graph to the starting position;[ ]:

[ ]: Allow to download this diagram in svg, png or csv format.

The search bar allows you to search for a specific item and modify the diagrams according to the search results.

To perform a search, type a term in the search bar and click the search button.[ ] 

Next, we will analyze in detail the components of “Threat Protection”:

Threats and History;
Malwares and History;
Geolocation;
Impact - High;
Impact - Medium;
Impact - Low;
Malicious IP Classification;
Top Threat Types;
Top Users by Threats;
Top Users by Malware;
Top Malware;
Top Infected Domains;
Top Source;
Top Destination.
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Threat Protection - Threats and History
The “Threats” panel displays a total of detected threats. Below, the history is displayed in a line graph showing the number of threats detected per day.

For more information about the navigation menu at the top of this graph check this page.

 -  and Threat Protection Threats History

When you hover your mouse over the graph, a summary of the threats for the period is displayed, as shown in the image below:

Threat Protection -  - Threat SummaryHistory

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection - Malwares and History
In “Malwares”, a number is displayed totaling the amount of malware detected. Below, the history is displayed in a bar graph showing the amount of 
threats detected per day.

For more information about the navigation menu at the top of this graph, check this .page

Threat Protection -  and Malware History

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection - Geolocation
In “Geolocation” the source of the threats by geolocation is displayed, the global map shows the level of risk through a colored legend. When hovering the 
mouse over the countries a total number of threats is displayed, when doing the same with the legend it is possible to view an average, in addition, the 
country for that value is highlighted on the map.

 – Threat Protection Geolocation
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Threat Protection - Impact - High
In “Impact - High” we have a donut chart showing the percentage of high impact threats, followed by a column diagram showing how many of these 
occurred within the previously selected timeframe compared to the network traffic for the day. In addition, a list is displayed with the 10 most recurring high-
impact threats, displaying their name and listing them by number of recurrences.

For more information about the search bar at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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 – Threat Protection Impact High
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Threat Protection – Impact - Medium
In “Impact - Medium” we have a donut chart showing the percentage of medium impact threats, followed by a column diagram showing how many of these 
occurred within the previously selected timeframe compared to the network traffic of the day. In addition, a list is displayed with the 10 most recurring 
medium impact threats, displaying their name and listing them by number of recurrences.

For more information about the search bar at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – Impact Medium
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Threat Protection – Impact - Low
In “Impact - Low” we have a donut chart showing the percentage of low impact threats, followed by a column diagram showing how many of these 
occurred within the previously selected timeframe compared to the network traffic for the day. In addition, a list is displayed with the 10 most recurring low-
impact threats, displaying their name and listing them by number of recurrences.

For more information about the search bar at the top of this graph check this page.

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat  –  Protection Impact Low
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Threat Protection – Malicious IP Classification
In “Malicious IP Classification” we have a donut chart showing the ten most detected categories of Malicious IP alerts on the network, when you hover over 
each part of the graph or its corresponding text, it will highlight it and display a number with the amount of accesses to this IP category and its 
corresponding percentage in relation to the other categories. Just below the graph, we have a list of the ten IPs that most accessed these categories, 
ordered by number of accesses.

For more information about the navigation menu and the search bar at the top of this graph check this page.

Threat Protection – Malicious IP Classification

When you hover your mouse over the graph, it will display a number with the amount of malicious IPs, as shown in the image below:

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection –  - SummaryMalicious IP Classification

When hovering the mouse over the legend, the graphic will be highlighted, as shown below:
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Threat Protection –  - SummaryMalicious IP Classification
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Threat Protection – Top Threat Types
In "Top Threat Types" a bar graph is displayed representing the most recurrent threat types in relation to the number of times they were detected.

For more information about the navigation menu at the top of this graph check this page.

Threat Protection – Top Threat Types

Hovering the mouse over the graph will show the exact amount of detections:

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao


614

Threat Protection – Top Threat Types - Summary
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Threat Protection – Top Users by Threats
In “Top Users by Threats” we have a line graph showing the amount of threats per day, when hovering over each part of the graph, it will highlight it and 
display a number with the amount of threats for the selected day. Just below the graph, we have a list of the ten users who were most affected by these 
threats, ordered by number of hits.

For more information about the navigation menu and the search bar at the top of this graph check this pages.

Threat Protection – Top Users by Threats

When hovering the mouse over the graph, a summary of the results within the selected period is displayed, as shown in the image below:

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – SummaryTop Users by Threats - 
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Threat Protection – Top Users by Malware
In “Top Users by Malware” we have a line graph showing the amount of malware alert per day, when hovering over each part of the graph, it will highlight it 
and display a number with the amount of threats for the selected day. Just below the graph, we have a list of the ten users who were most affected by 
malware ordered by the amount of detections. Below the graph, we have a list of the ten users who were most affected by these threats, ordered by the 
number of accesses. Finally, when clicking on one of these users or IPs, you will be redirected to Events using the item that was clicked as a filter, thus 
creating a more specific report in order to have a more accurate view of the selected user.

For more information about the search bar at the top of this graph check this page.

Threat Protection – Top Users by Malware

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – Top Malware
In "Top Malware" we have a line graph showing the amount of malware detected per day, when hovering over each part of the graph, it will highlight it and 
display a number with the amount of detections for the selected day. Just below the graph, we have a list of the ten most recurring malware ordered by the 
amount of detections.

For more information about the search bar at the top of this graph check this page.

Threat Protection – Top Malware

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – Top Infected Domains
In “Top Infected Domains” we have a line graph showing the amount of infected domains detected per day, when hovering over each part of the graph, it 
will highlight it and display a number with the amount of detections for the selected day. Just below the graph, we have a listing of the ten most recurring 
domains ordered by the amount of detections.

For more information about the search bar at the top of this graph check this page.

Threat Protection – Top Infected Sites

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – Top Source
In “Top Source” a line graph is displayed representing the ten most recurrent threat sources in relation to the previously specified period of time, when 
hovering over the graph it will show the date and the amount of accesses to these sources in general. Below is a list showing the IPs of these same ten 
sources previously mentioned, which are classified in order of the highest amount of accesses. When you click on one of the IPs or one of the categories, 
you will be redirected to   using the item that was clicked as a filter, thus creating a more specific report in order to have a more accurate view of the Events
selected threat source.

For more information about the navigation menu and the search bar at the top of this graph check this  .page

Threat Protection – Top Source

When hovering the mouse over the graph, a summary of the results within the selected period is displayed, as shown in the image below:

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – Top Source - Summary



622

Threat Protection – Top Destination
In “Top Destination” a graphic is displayed representing the ten most recurrent threat destinations in relation to the previously specified period of time, 
when hovering over the graphic it will show the date and the amount of accesses to these sources in general. Below is a list showing the IPs of these 
same ten destinations previously mentioned and these are classified in order of the highest amount of accesses. When you click on one of the IPs, you will 
be redirected to   using the item that was clicked as a filter, thus creating a more specific report in order to have a more accurate view of the selected Events
threat source.

For more information about the navigation menu and the search bar at the top of this graph check this pages.

Threat Protection – Top Destination

When hovering the mouse over the graph, a summary of the results within the selected period is displayed, as shown in the image below:

https://docs.blockbit.com/display/RCE/Threat+Protection#ThreatProtection-MenuDeNavegacao
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Threat Protection – SummaryTop Destination - 
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User Behavior
To access the reports available in "User Behavior", click on the "Analysis" icon located on the left side, a dropdown menu will be displayed, select the 
"User Behavior" option.

User Behavior

The “User Behavior” report is a summary of the behavior of a given user of a device, within a specific period of time. The reports provided are a summary 
of the information previously mentioned, but being applied specifically to that user.

To generate a new report, it will be necessary to select the desired device, then the user to be analyzed and finally, to determine a date. Once these three 
data are selected, the reports will be generated.

Locate the checkbox that is positioned at the top right of the screen, as shown below:

Selection box

In the "Select a device" selection box, all devices (or groups of devices) previously registered in   will be listed, to create a report, select the Device Manager
desired device.

Selecting Device

In the "Select a User" selection box, all users of the previously selected device will be listed, select the desired user.
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Selecting the user

Finally, the date selection box aims to allow more accurate filtering of results, the possible options are:

By date: Determines a specific date;
By period: Displays results from an initial date (“Start date”) to an end date (“End date”);
Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.

Date Selection

Select the desired date and click   button;[ ]

Most of the graphics on this tab have a navigation menu and a search bar.

The navigation menu has the following buttons:

 Its function is to zoom in;[ ]:

 Its function is to remove the zoom;[ ]:

 It serves to make a selection zoom;[ ]:

 It serves to move the graph;[ ]:
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 Reset the graph to the starting position;[ ]:

[ ]: Allow to download this diagram in svg, png or csv format.

The search bar allows you to search for a specific item and modify the diagrams according to the search results.

To perform a search, type a term in the search bar and click the search  button.[ ]

Below, we will analyze each of these reports in detail:

History;
Analysis Panel;
Geolocation Information.
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User Behavior - History
In “History” a vertical bar graph is displayed showing the traffic consumption in Megabytes in relation to the pre-selected days, the arrow in the middle of 
the graph represents the average consumption of users in general. When you hover your mouse over one of the columns in the graph, the exact amount of 
traffic in Megabytes for each day is displayed.

For more information about the navigation menu at the top of this graph check this page.

User Behavior - History

https://docs.blockbit.com/display/RCE/User+Behavior#UserBehavior-MenuDeNavegacao
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User Behavior - Analysis Panel
In "Analysis Panel" we have a summary of various information cited in the reports previously analyzed, but this time, applied specifically to the user in 
question.

For more information about the navigation menu at the top of this graph, check this page.

https://docs.blockbit.com/display/RCE/User+Behavior#UserBehavior-MenuDeNavegacao
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User Behavior - Analysis Panel
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User Behavior - Analysis Panel - Network Traffic
Below “Network Traffic” we have:

“Total Traffic”, showing the total user traffic in Gigabytes, in “Top Services” a list is displayed with the 10 most used services by the user in question, “Top 
source” shows the largest sources of user access and “Top Destination ”a list of IPs of the destinations most accessed by the user.
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User Behavior -  - Analysis Panel Network Traffic
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User Behavior - Analysis Panel - Policy Usage
In “Policy Usage” we have:

“Policy Tags” that shows which Policy Tags were most applied to that user, in “Top Policies” we have the most applied policies for that specific user.

Analysis Panel - Policy Usage
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User Behavior - Analysis Panel - Application Usage
In “Application Usage” we have:

"Total Applications" mentions the total number of applications used by the user and "Total Application" which serves to demonstrate the most used 
applications by the user and the amount of accesses made to them.

Analysis Panel - Application Usage
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User Behavior - Analysis Panel - Web Usage
In “Web Usage” we have:

“Total Traffic” showing a total of the user's network traffic, “Sites Allowed” showing the total number of accesses to permitted sites made by the user, “Sites 
Denied” showing the total accesses to refused sites made by the user, “Top Categories” a list of user accesses by category and finally, in "Top destination" 
a list of user accesses by destination showing the IP and amount of accesses to that same.
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Analysis Panel - Web Usage
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User Behavior - Analysis Panel - Threat Protection
In “Threat Protection” we have:

“Total Threats” showing the total number of threats, “Total Malwares” shows the total number of malware detected on that user, the “Impacts” graph shows 
the impact levels of the threats previously mentioned, “Malicious IP Classification” displays a graph showing a summary of the classification of malicious 
IPs accessed by the user, in the “Top Threats” list the 5 most recurring threats to that user are displayed and the amount of accesses made and in “Top 
Malware” a list of the 5 most detected malware is displayed on the user in question.
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Analysis Panel - Threat Protection
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User Behavior - Analysis Panel - Intrusion Prevention
In “Intrusion Prevention” we have:

“Total Alerts” showing the total number of alerts for this user, in “Impacts” we have the impact levels of the alerts previously mentioned, “Intrusion 
Protection” displays a donut chart where it is possible to see the types of intrusions detected by the system and finally, in “Top Alerts” we have a list of the 
5 alerts for this user and how many times they occurred.
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Analysis Panel - Intrusion Prevention
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User Behavior - Geolocation Information
In “Hits by Geolocation” the destination of the connections of that specific user is displayed, the global map shows through a colored legend the amount of 
accesses made by users for each country.

User Behavior - Geolocation

When hovering the mouse over the countries a total number of accesses is displayed, when doing the same with the legend it is possible to view an 
average, in addition, the country referring to this value is highlighted on the map.
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User Behavior -  - Summary of accesses in a countryGeolocation
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Dashboard
The Dashboard displays consolidated information from the logs generated by the device or a group of devices in the GSM. The displayed sections are: 
Firewall, Web Filter, Application Control, Intrusion Prevention, Threat Protection and User Behavior.

Analyzer menu - Dashboard

To see this information on the Dashboard first, select the period of time to be covered and a Device (or all of them), to have them displayed on the user 
interface:
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1.  
a.  
b.  
c.  
d.  
e.  
f.  
g.  
h.  
i.  

Dashboard - Time period selection

This option allows filtering by the following periods of time:
Today;
Last 10 minutes;
Yesterday;
Last 7 days;
Last 30 days;
This Month;
Last Month;
By Date;
By Period;

Dashboard - Device group selection

Next, we will see more sections displayed on Dashboard.

Firewall
On the Firewall section are displayed the data of the following logs: 

Geolocation
Top 10 Services
Top 10 Zone Traffic
Top 10 Origins
Top 10 Policies
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Firewall - Dashboard

When selecting the Device, or Device group, the following tools will be available for exploring the displayed information:



655

Dashboard - Exploring tools

Search bar [ ] : Allows the filtering of specific items, looked up by keywords.

Zoom In/Out [ ] : Zoom increase/decrease buttons respectively.

Zoom [ ] : Allows the zoom selection mode.

Drag [ ] : Select to move the visualizer and access the displayed data.

Home [ ] : Returns the zoom to point zero and resets the position of the visualizer.

Download [ ] : Allows the download of the report in SVG, PNG and CSV formats.

Download options

Geolocation

Verifies all the IPs and displays the Geolocation's drawing, summing up the Devices' IPs (or all of them) in real time. Just browse the pointer over the 
regions in blue to check the data:

Top 10 Origins (Firewall)

The service validates all the logs, and sums them up by IP, displaying then the  top 10, from the same device or not. When clicking on the information, the 
user is redirected to the logs screen, that contains more details. The total traffic used by the IP is also informed:
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Top 10 Services (Firewall)

The service validates all the logs, sums them up by service, and displays the Top 10, from the same device or not. It is also possible to access the detailed 
logs screen, by clicking on the information. The total used traffic is also displayed:

Top 10 Policies (Firewall)

The service validates all the logs, sums those used in the Device's policies, and displays the top 10. The service allows the user to be redirected to the 
detailed logs screen (just click on the data) and also displays the total traffic used by the policy, as shown on the image bellow:
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Web Filter
On Web Filter, are displayed the data of the following logs:

Top 10 Domains
Top 10 Categories

Web Filter - Dashboard
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Top 10 Domains (Web Filter)

The service validates all the logs, summing them up by the domain type, and displays the top 10, if they are from the same device or not. The service 
allows the user to be redirected to the detailed logs screen, by simply clicking on the information. It also displays the the amount of domain hits displayed 
on the top 10, as well as the total traffic used by the domain:

 

Top 10 Categories (Web Filter)

The service validates all the logs, sums up the categories' logs and displays the Top 10, if they are from the same device or not. The service allows the 
user to be redirected to the detailed logs screen, by clicking the information. Displays the amount of hits of the displayed categories on the top 10 and the 
total traffic used by the category:

Application Control
On Application Control is displayed data from the following logs:

Top 10 Allowed applications
Top 10 Denied applications

Dashboard - Application Control

Top 10 Allowed Applications (Application Control)

The service validates all the logs, sums up the applications' logs and displays the Top 10, if they are from the same device or not. The service allows the 
user to be redirected to the detailed logs screen, by clicking on the information. It also displays the amount of hits per application on the Top 10:

Top 10 Denied Applications (Application Control)
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The service validates all the logs and sums the applications logs to display the Top 10. The service allows the user to be redirected to the detailed logs 
screen, same way as the previous ones. Displays the amount of hits per application on the Top 10:

Intrusion Prevention
On Intrusion Prevention is displayed information from the following logs:

Top 10 Categories 
Top 10 Origins 
Top 10 Destinations 
Top 10 Classtypes
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Top 10 Categories (Intrusion Prevention)

The service validates all the logs, sums up the categories and displays the Top 10 from the same device or not.  The service allows the user to be 
redirected to the detailed logs screen, by clicking on the information. It also displays the amount of hits from the category on the Top 10:
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Top 10 Origins (Intrusion Prevention)

The service validates all the logs, and sums up the Origin logs, and displays the Top 10, from the same device or not. The service also allows the user to 
be redirected to the detailed logs screen, as well as displays the amout of hits from the Origin IPs on the Top 10:

Top 10 Destinations (Intrusion Prevention)

The service validates all the logs, sums up the Destination IPs logs, and displays the Top 10. The service allows the user to be redirected to the detailed 
logs screen, and displays the amount of hits from the Destination IPs displayed on the Top 10:
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Top 10 Classtypes (Intrusion Prevention)

The service validates all of the logs and sums up  the logs from the malware type, then displays the Top 10. The service allows the user to be redirected to 
the detailed logs screen and displays the amount of hits from the Top 10:
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Threat Protection
On Threat Protection, are presented the following logs' data:

Top 10 Threats by Address
Top 10 Malwares
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Top 10 Threats by Address (Threat Protection)

The service validates all the logs, sums the threats up and displays the Top 10, if from the same device of not. The service allows the user to click on the 
threat and be redirected to the detailed logs screen. Displays the amount of hits  from the threats displayed on the Top 10.

Top 10 Malwares (Threat Protection)

The service validates all the logs, sums up all the malwares and displays the Top 10, if from the same device or not. The service allows the user to click on 
the malware, and be redirected to the detailed logs screen. Displays the amount of hits from the malwares on the Top 10.
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Loggers
The loggers have the function of capturing information from the Blockbit UTM administered by the system and using this data, create the reports in the 
Blockbit GSM.

In addition, this feature also centralizes the management of the automatic backup routines of this feature, it acts by storing the log events generated 
remotely for each of the Logger devices.
The backup routines are managed and sent to the backup server by the Logger itself, and can be stored on SMB, NFS and SFTP servers.

For more information regarding backup of the Loggers, see this  .page

To manage the loggers, click on the icon located on the left side:

Analytics - Loggers

The following screen will appear:

Analytics - Loggers

This screen is made up of the tabs:

Loggers;
Clusters;

Initially we will analyze the step by step how to install a Logger.
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Logger installation
This section will present the step by step to install a logger on Blockbit GSM.

We will demonstrate the installation using the VMware vSphere Client software as an example, procedures already performed in the step-by-step 
mentioned in the chapter regarding   will not be redone, if there is any doubt check the  .GSM installation appropriate section

To install the logger on the Blockbit GSM, follow the guidelines below.

First, start VMware and browse your directory structure to the desired virtual machine, as shown below:

Logger Installation - Virtual Machine

In order to have disk storage space for installing the Logger, we will insert a hard disk into the virtual interface. Right click on the desired machine and 
select the option “Edit Settings ...” as illustrated by the image below:

Virtual Machine - Edit Settings

A screen displaying the hardware settings for your virtual machine will be displayed, as shown by the image below:

https://docs.blockbit.com/pages/viewpage.action?pageId=328257
https://docs.blockbit.com/pages/viewpage.action?pageId=328257


667

Virtual Machine - Add

Click on the "Add ..." button located at the top of the screen, on the right side of the "Show All Devices" checkbox.

A screen requesting the type of device you want will appear:
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Virtual Machine - Device Type

Select the "Hard Disk" option by clicking on the icon in the list in the middle of the screen, once this is done, click on the "Next" button to proceed to the 
next step. As shown by the image below, in the next window you will be asked what type of disc you want to create:
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Virtual Machine - Select Disk

Select “Create a new virtual disk” if this option is not previously selected. Click on the “Next” button.
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Virtual Machine - Create a Disk

In this new window, determine the desired disk size in "Disk Size" and select the "Thin Provision" option in "Disk Provision". Once this is done, click on 
“Next”, ignore the options that will appear in the next window (“Advanced Options”) and click on “Next”.
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Virtual Machine - Advanced Options

Finally, the finalization screen will appear:
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Virtual Machine - Ready to Complete

If all the configurations are in accordance with the desired one, click on “Finish”, otherwise click on “Cancel” to cancel the process.
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Virtual Machine - Adding virtual Disk

The machine will begin the process of adding the disk, click "OK" to exit this screen.

If the virtual machine is not connected, right click on it and select the option "Power" and "Power On", the selection of which can be seen in the image 
below:
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Virtual Machine - Power On

After this step, when the machine is finished turning on, click on the “Console” tab (which can be seen in the image below) or access the machine's IP via 
SSH.

Virtual Machine - Console tab

After logging in, enter the CLI command “ ” to start the logger installation wizard. There are two operating modes for the logger, Standalone logger-config
and Integrated.

Note that if the user chooses that a key is not generated when the prompt displays "Generate Key?", He can use the command " " or logger-key -c
perform " " again.logger-config

Standalone

In this mode of operation, the server is exclusive for remote logger, its use for any other function is not possible, thus making it necessary to use Blockbit's 
firmware. This example will detail the installation of an integrated logger.

It is recommended to execute this command directly on the machine's console, because during its configuration the SSH connection is dropped.

Note that the upgrade process interferes with the interfaces configured in standalone loggers. For more information about the upgrade-blockbit 
command, see this  .page

Here is a quick example of your installation:

https://docs.blockbit.com/pages/viewpage.action?pageId=12466595
https://docs.blockbit.com/pages/viewpage.action?pageId=12466616
https://docs.blockbit.com/pages/viewpage.action?pageId=12466595
https://docs.blockbit.com/pages/viewpage.action?pageId=26834952


675

Logger – logger-config - Standalone

For more information on how to set up a standalone Logger, see this  .page

After this step, just perform the same procedures when .installing the GSM

Integrated

In this operation mode it is possible to use the local GSM where the manager is installed as a logger server. However, it is necessary to dedicate an entire 
disk just for this function, regardless of whether it will be virtual or physical.

As an example, this guide will perform the installation of an integrated logger, as can be seen in the image below:
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Logger – logger-config

After selecting the “integrated” option, the system will recognize all the disks installed on the machine (physical or virtual) and will request that one of them 
be selected for the installation of the logger, however, it is important to note that the entire disk will be used for this, as well any data that is stored on it will 
be removed during installation. This fact can be seen in the image below:

Logger – .Entire device, not just one partition

To continue, it is necessary to confirm by typing "y" and pressing "enter". Once this procedure is done, the wizard will start creating the logger, as shown in 
the image below:

Logger - Creating Logger

After these steps, the system will ask if you want the secret key to be generated, it is recommended to confirm with “y”, copy this information and keep it in 
a safe place. The only way to recover this key is using the command “logger-key” on the CLI (for more information, access this ), the image below link
demonstrates the process of creating a secret key:

Logger – .Secret Key

After this step, as can be seen thanks to the wizard's own message, the Logger is already installed on the GSM.

https://docs.blockbit.com/pages/viewpage.action?pageId=12466616
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Logger – Completed

The step using the CLI has been successfully completed. The next step will be in the GSM administrative interface:

Installation on GSM

Log in through the browser. 

GSM – .Login

Click on the “Loggers” button in the vertical menu on the left.

Loggers

The following screen will be displayed:
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Loggers – Loggers

Add a logger by selecting the  and clicking on the "Create Logger" option:actions menu [ ]

Loggers - Actions Menu - Create Logger

The following form will be displayed:
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Loggers – Create Logger Device

Complete the fields as per the standard (for more information visit this  ):link
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Loggers - Create Logger Device - Filled fields

In "Devices & Devices Group" it is important to select which devices the logger will generate reports on (In our example, we chose the "Stores" group).

After this step, click the   button.[ ]

Loggers - Create Logger Device - Logger created successfully

The Logger has been successfully installed.

The next step is to connect the Logger to the devices. To do so, access the  option located on the left side menu.Devices
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GSM – Devices

In this example, the Logger will be applied to the UTMs of Store 1, 2 and 3. Click or search for the group name, in this case "Stores".

GSM – Stores

In the , select the option "Manage Groups".actions menu [ ]

Actions Menu - Manage Groups

The following screen will be displayed:
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Manage groups

Select the desired group and click on the edit button   the following window will appear:[ ]

Manage Groups – Edit Group

Select the appropriate logger, as shown below:
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Manage Groups - Edit Group - Logger selected

Click the save   button to finish editing.[ ]

Group updated with success

With that, all devices in the group will use the selected logger.

After performing this process, click on the  to access the desired UTM.Access Interface Web icon [ ]

If necessary, log in.

Go to "System" and click on the "Administration" option as exemplified by the image below:
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UTM –  - System Administration

Access the "Central Management" tab:

UTM – Central Management

Check the checkbox “Enable Analyzer”, in “Analyzer Address” type the GSM IP (or the Analyzer IP if it is Standalone), in “Logger Service”, type the logger 

service. That done, click on the save icon   and access the task queue by clicking on the  and apply the [ ] saved settings queue icon [ ]
settings. If everything goes correctly, the "Status" (on the right side of "Analyzer Address") will be changed to "Online".

Returning to GSM, again access the “Loggers”. It is now possible to observe them acting normally, as shown below.



685

Logger Devices

The Logger has been successfully connected to the devices.

For more information about the columns on this panel, see this .page

Next we will analyze the components of the , to demonstrate how to   and   a LoggerActions Menu create remove ;

https://docs.blockbit.com/display/TER/Create+Logger?src=contextnavpagetreemode
https://docs.blockbit.com/display/TER/Delete+Logger?src=contextnavpagetreemode
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Loggers - Loggers
Nesta aba temos acesso aos recursos para criação de  e de rotinas automáticas de possuindo também ferramentas para visualizar o   loggers backup, 
desempenho e estado atual dos dispositivos de de possibilidade de visualizar o histórico dos .log e  backups

Para acessar estas funções, selecione a aba "Loggers":

Aba Loggersb

The following screen will be displayed:

Loggers - Loggers

In this session we will analyze:

How to , edit and   a logger and backup routine;create remove
Backup history details;
The components of the columns on this screen.

Below we will detail the options of the  .actions menu
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Loggers - Menu de ações

By clicking on the actions menu button   at the top right it is possible to add the logger or remove it.[ ]

Loggers - Logger actions menu

The menu consists of the following options:

Create Logger;
Delete Logger.

Next, each action menu option will be detailed.
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Create Logger
To register a logger click on the option "Create Logger" in the upper right corner of the screen, the following window will be displayed:

Loggers – Create Logger Device

For more information on how to install a logger device, check this .page

This window is divided into two tabs that can be accessed on the left side:

Settings;
.Storage

In addition, the   tab has the panels:Archiving

Backups;
Log Rotation.

Next we will analyze the components of the Settings tab:

Settings

https://docs.blockbit.com/pages/viewpage.action?pageId=22694688#CreateLogger-Setting
https://docs.blockbit.com/pages/viewpage.action?pageId=22694688#CreateLogger-Storage
http://docs.blockbit.com#Archiving
https://docs.blockbit.com/pages/viewpage.action?pageId=22694688#CreateLogger-backups
https://docs.blockbit.com/pages/viewpage.action?pageId=22694688#CreateLogger-LogRotation
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This panel has the function of determining the settings of the Logger. To do so, configure the form according to the instructions below:

Note that the upgrade process interferes with the interfaces configured in standalone loggers. For more information about the upgrade-blockbit 
command, see this  .página

Create Logger Device - Settings

:Name  Determines the name of the Logger to be registered. Ex.: ;Logger 1
Mode: Defines how the Logger will operate. It can be:

Standalone;
Integrated.

:Description  The description of the logger is basically for organizational purposes;
Interface: Defines the interface that will be used to access this logger  ;

:Address  Determines the IP address that will be used to access this logger. In addition, if the logger H.A. has been configured, the address 
defined in this field will be used in the heartbeat, for more information, see this  Ex.: 10.0.0.1;  .page

: Secret Key Determines the secret key issued by the UTM. It needs to be pasted in full for the Logger to work. In addition, if the logger H.A. has 
been configured, the key (ssh) defined in this field will be used in the heartbeat, for more information, see this ; page

:Devices & Devices Group  It is a checkbox that allows the location of the devices or groups of devices that the logger will use to create 

reports. Click   to add them or   to remove them.[ ] [ ]

This completes the configuration of the logger.

Next we will analyze how to configure Logger Backups:

https://docs.blockbit.com/pages/viewpage.action?pageId=26834952
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Storage

In this interface, the administrator has the necessary resources to manage the automatic backup routines for each Logger device that is created and to 
configure their retention.

Create Logger Device - Backups

This screen is divided into two panels:

Backups;
Log Rotation.

Next, we will analyze each of the components of this window:

Backups

In this panel are the settings that allow you to create an automated backup routine for each Logger.

https://docs.blockbit.com/pages/viewpage.action?pageId=22694688#CreateLogger-backup
https://docs.blockbit.com/pages/viewpage.action?pageId=22694688#CreateLogger-ogRotation
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Archiving - Backups

Enable [ ]: Enables the backup of Loggers;
Remote Storage: Defines the location where the backups will be stored, the items that appear in this list are created in the Storages tab in the 
System menu, for more information on this, see this . Ex.: ;page  Backup
Number of backup retention: Determines how many backups will be stored, if this limit is exceeded, the oldest backups will be replaced;
% Disk usage retention: Defines how much disk should be used in storage to save the backup. Upon reaching the limit, the backup is not 
performed. Ex.: 15.

This finalizes the configuration of the logger backup panel.

Next we will analyze how to configure the Log Rotation panel.

Log Rotation

In this panel are the settings that determine the retention of the logs stored by the Analyzer for each Logger.

Archiving - Log Rotation

[ ]:Enable   Enables retention of logs;
% :Log retention by disk space  Determines the log retention limit by percentage of disk space. The default value is: 70%; The maximum is: 
90%.

https://docs.blockbit.com/display/RCE/System+-+Storages+Tab
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Log retention by period: Defines the log retention period, the first field determines the number of days, months and years, while the second field 
defines the period itself, the available options are:

Unlimited: Disables the first field and defines that the retention of the logs will be unlimited.
:Days  Defines that the logs will be retained on certain days;

:Months  Defines that the logs will be retained in certain months;
:Years  Defines that the logs will be retained annually.

Maintenance Interval: Defines the maintenance time of the logs, the first field determines the number of minutes and hours, while the second 
field defines the period itself, the available options are:

Minutes: Disables the first field and defines that the retention of the logs will be unlimited;
:Horas  Defines that the logs will be retained on certain days.

This completes the configuration of the Log Rotation panel.

To finish creating the logger, click . If you want to cancel the process, click [ ] [ ].

Next, we'll look at how to .remove a logger
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Delete Logger
To delete the loggers, follow these steps:

1. Select the group you want to delete by clicking on the ;selection [ ]

Loggers - Selected Logger

2. Click the  icon;actions menu [ ] 

3. Click on the “Delete Logger” option;

Loggers –  – Menu Actions Delete Logger

4. A confirmation message will appear, verifying if you want to delete the selected logger:

Inventory - Delete logger message

Click the   button or click   to return to the previous panel.[ ] [ ]

Loggers deleted successfully

The logger was successfully removed.
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Next we will analyze the components of the  .columns
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Loggers - Columns
The following explains each column in the Loggers panel:

Loggers panel

Select [ ]: Allows you to select a logger;

Status: Displays the current state of the logger. If the icon is green  , the Logger is functioning normally, however, if the icon is red  , [ ] [ ]
there is an error in the Logger.

:Name  Displays the name of the registered logger;
: CPU Usage Represents CPU usage, percentage of consumption and total capacity. It is demonstrated in amount of colors and GigaBytes;

: Memory Usage Represents memory usage, percentage of consumption and total capacity. It is demonstrated in GigaBytes;
: Disk Usage Represents disk usage, its percentage of consumption and total capacity. Shown in GigaBytes;

:Storage Usage   Represents the percentage of use of the total logger storage space. For more information, hover your mouse over this bar to 
display a tooltip, as shown in the image below:

Storage Usage - Tooltip

: Actions Provides the following essential actions:

[Edit ]: Allows you to edit the settings of the Logger added in the   option of the actions menu;Create Logger

Backups History [ ]: Displays a panel with the centralized history of Logger backups, including information on what is currently 
being done, for more information, see this  ;page

[Delete ]: Allows you to remove the logger, it is equivalent to the  option. Delete Logger

Next, we'll dive into the components of the   window.Backups History
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Loggers - Backups History
Through the Backups History window, it is possible to have access to a list of all logger bakups already carried out or currently in progress. Below, we will 
detail each component of this window:

Loggers - Backups History

Name: Displays the name of the backup snapshot;
Size: Displays the size of the backup;
Last Status: Displays the date for when the backup last changed in its state;
Status: Displays the current status of the Backup routine execution, which can be:

[ ]: The backup routine is currently running;

[ ]: Something went wrong that caused the backup routine to fail;

[ ]: The routine is in waiting time. This can occur when the system detects a process that might interfere with the backup that 
is currently running (for example, another backup routine);

[ ]: The backup was successful.
Actions: It consists of a set of buttons with useful actions, which are:

[ ]:Stop If a backup routine is running, this button is used to interrupt its execution;

[ ]: Restore By clicking on this button the system evaluates whether the disk space makes it possible to restore the backup, if 
possible the backup procedure is performed on the Device again. However, if you do not hear enough space, the restoration will be 
rejected and the user will be informed in the graphical interface; 

Delete[ ]: When you click this button, the backup is removed.
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To close this window, just click on the   located at the top of the screen or on  .[ ] [ ]

For more information on the columns, visit this .page

Next, we will detail the contents of the   tab.Clusters
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Loggers - Clusters
The "Clusters" tab allows the configuration of the High Availability service of the log storage servers, allowing the administrator to define redundant logger 
servers, which also have the functionality to automatically replicate the logs of the primary cluster in real time to the secondary. The importance of this 
feature is to guarantee the availability of the service and to perform a failover, if any discrepancy is detected in the network, the secondary server is 
activated, replacing the primary and ensuring that the Logger remains functional.

ATTENTION: To configure the H.A. the following requirements must be met:

It is mandatory that the two servers have the same computational capacities (Memory, Processor, Storage, etc.), the same models and the same 
versions, regardless of whether it is a physical or virtual appliance.

The H.A. functionality in the Manager settings can only be enabled when there is no integrated Local Logger.

The primary server must be properly licensed.

If the logger is on standby, external storage is interrupted, backups only reoccur when the logger is active.

 GSM supports a maximum of 125 configured clusters.

To configure this feature, click on the "Clusters" tab:

Aba Clusters

The following screen will appear, as shown by the image below:

Loggers - Clusters

Note that in systems with a version lower than 2.1.0, it is not possible to use a cluster of loggers in standalone mode.

To use Cluster of loggers it will be necessary to use loggers with version 2.1.0 and later.

In this session we will analyze:



699

How to , edit and   a cluster;create remove
The components of the column;

Next, we will analyze the .actions menu
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Clusters - Actions Menu

By clicking on the  button at the top right it is possible to add a Cluster or remove it.actions menu [ ]

Clusters - Actions menu

The menu consists of the following options:

Create Cluster;
Delete Cluster.

Next, each action menu option will be detailed.
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Clusters - Actions Menu - Create Cluster
Note that the system will not allow you to register loggers already used in another cluster, integrated loggers or with versions prior to 2.1.0. To create a 
Cluster for the Logger, click on the "Create Cluster" option in the options menu, as shown below:

Clusters - Create Cluster

In this panel are all the configurations of the Cluster used by the high availability features of the Logger, next we will delve into how to configure each field.

Clusters -   Create Cluster

When creating a Logger H.A. cluster, the administrator must inform the following configuration parameters:

 Defines the Name that will be used to identify the cluster. Required field;Name:
 Sets the secret key for the high availability clusterSecret Key: . The definition of this password is mandatory, in order to guarantee the trust 

relationship between both devices;
 Defines the logger to be used as the primary cluster. The items that appear in this field are configured on the Logger tab, see Primary Logger:

this   for more informationpage . This field is required;

https://docs.blockbit.com/display/RC/Create+Logger
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 Defines the logger to be used as a secondary cluster. The items that appear in this field are configured on the Logger tab, see Replica Logger:
this   for more informationpage . Evidently the replica will not be able to use the same logger selected for the primary cluster. This field is required;

In the Primary and Replica logger fields, only loggers that are not currently being used as a cluster will be listed, in addition, the system will not 
allow registering integrated type loggers or that use a version prior to 2.1.0.

Defines the virtual IP address that will be associated with the High Availability cluster. The IP address configuration used by the high Virtual IP: 
availability service cluster supports only IPv4. This field is required. Virtual IP should be added to the Blockbit Next Generation Firewall as an 
analyzer address for the use of Logger redundancy, for more information, see this  ;page

   Even if the firewall is configured to use a real IP, if it is clustered, it will still be replicated to a secondary serverAttention: . However, still 
considering this situation, if the server fails, it will not transmit logs to the secondary server.

 Determines the netmask that will be used by the virtual IP address. This field is required;Netmask:
 Determines the monitoring interval, defining when the connection and synchronism tests between the devices will be madeHeartbeat Interval: . 

This field is required;
 Determines the limit of failures in the Heartbeat tests, if the maximum value of errors generated by the Heartbeat tests is Failover Threshold:

reached, the secondary Logger will be activated and the primary will go into standby making the failover automatically. This field is required;

Notifications to E-mail[ ]: If the checkbox is enabled, the administrator will be able to register an address for receiving notification emails, 
messages will be sent in real time in failover and synchronism events. In addition, the language used by e-mail is not the same as that used in the 
interface, but the one configured in the system, for more information, see this  . For the sending of notifications to be carried out, it is page
necessary to configure the e-mail tab in Network, for more information, see this  ;page

When changing the language, keep the two Loggers on, otherwise the configuration will not be synchronized for the Logger that is turned off.

If you have changed the language in the System menu, General tab, Settings option in the Language field, it will be necessary to save the cluster 
again to start receiving emails in the new selected language.

 If the check box is enabled, the failover of the primary logger by the secondary will be done automatically. The Auto Activation Replica[ ]:
activation of the Primary Logger is done manually through the Active Primary Logger button, for more information see this  .page

   To ensure that the backup is recorded when the secondary server is Active, it is recommended to make sure that the automatic Attention:
backup routine on the secondary server is active. For more information, see this  .page
The Secondary server will not write backups to external storage while it is in standby.

To finish creating the cluster, click [ ]. If you want to cancel, click [ ].

Having created the Cluster correctly and having the Notifications to E-mail field correctly configured, the administrator will be notified every time the 
secondary logger server is activated, as shown below:

E-mail Notification

Next, we will detail the   optionDelete Cluster .

https://docs.blockbit.com/display/RC/Create+Logger
https://docs.blockbit.com/display/RC/Administration+-+Aba+Central+Management
https://docs.blockbit.com/pages/viewpage.action?pageId=26818643#SystemAba"General"-Settings
https://docs.blockbit.com/pages/viewpage.action?pageId=17176357
https://docs.blockbit.com/display/RC/Clusters+-+Colunas
https://docs.blockbit.com/display/RC/Create+Logger#CreateLogger-backups
https://docs.blockbit.com/pages/viewpage.action?pageId=26819755
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Clusters - Actions Menu - Delete Cluster
Through the button “Delete Cluster” it is possible to delete the selected Clusters. To delete from the Actions Menu, follow these steps:

After deleting the Cluster, the Blockbit Next Generation Firewall will stop sending logs, as the registered virtual IP, will no longer exist, thus 
entering the status of "STOPPED".

1. Select which Cluster (s) you want to delete. To select, just click with the mouse on the checkbox that is located next to the Name. In the selected 

clusters the checkbox will change from white to blue ; [ ]

Clusters - Selection of Clusters to delete

2. Enter the    and click on the option “Delete Profile”actions menu [ ] .

Clusters - Delete Cluster

3. The notification message will appear asking if you really want to delete the selected Clusters:

Clusters - Delete Cluster
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If you wish to cancel, click on the   button[ ] . To finish, click on the   button[ ] .

Cluster deleted successfully

After performing these procedures, the Clusters will have been successfully deleted.

After deleting the cluster, the linked loggers will again be available for editing and use as a .normal logger

Next, we will detail the components of the .columns

https://docs.blockbit.com/display/RC/Loggers+-+Loggers
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Clusters - Columns
Below we will detail each column of the Clusters tab:

Loggers - Clusters Tab

Select[ ]: Allows you to select one or more clusters;
Name: Displays the name of the Logger Cluster;
Primary Logger: Displays the name and connection status of the Primary server, which can be:

[ ]: Represents that the logger is online;

[ ]: Represents that the logger is offline;
Logger Replica: Displays the name and connection status of the Secondary server, which can be:

[ ]: Represents that the logger is online;

[ ]: Represents that the logger is offline;
Virtual IP: Displays the Virtual IP added in  ;Create Cluster
Status: This column displays the current status of the Loggers, which can be:

[ ]: Represents that the primary logger is active;

[ ]: Represents that the secondary logger is active;
Sync Progress: Displays the sync progress bar between clusters;
Actions: Provides the following essential functions;

Edit[ ]: Allows you to edit one of the servers created in the   option in the actions menuCreate Cluster ;

Active Primary Logger[ ]: This button allows you to manually activate the primary cluster;

Active Replica Logger[ ]: This button allows you to manually activate the secondary cluster;

Delete[ ]: Allows you to delete a cluster, it is equivalent to the   option in the actions menuDelete Cluster .

After a manual activation or after failover detection, the secondary interface takes at least 30 seconds to activate.

Despite this, synchronization can take a much longer time depending on the amount of information and the network structure of the administrator.

For more detailed information about the synchronization process, it is possible to follow the progress through the CLI command  .[debug-ha]

In addition to the status and the sync progress bar, it is possible to check the status of the synchronism and activation of the Logger clusters by accessing 
the CLI and using the   command;[debug-ha]

CLI - debug-ha

https://docs.blockbit.com/pages/viewpage.action?pageId=26819742
https://docs.blockbit.com/pages/viewpage.action?pageId=26819742
https://docs.blockbit.com/pages/viewpage.action?pageId=26819755
https://docs.blockbit.com/pages/viewpage.action?pageId=26828580
https://docs.blockbit.com/pages/viewpage.action?pageId=26828580
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When activating the Loggers manually, an audit log is generated, which can be analyzed in the Settings menu, Administration option, in the   tab, Audit Log
as shown in the image below:

Administration - Audit Log

When activating one of the loggers, the activity event is listed as an update. You can consult more information about clicking on the   button.[ ]

Audit Log - Audit view

As shown in the image above, when performing manual activation, the "activate-logger" line will be marked as "true";

For more information on the loggers see this page.

https://docs.blockbit.com/pages/viewpage.action?pageId=26819454
https://docs.blockbit.com/display/RC/Loggers
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Clusters - Active Primary Logger

When you click the     button, a confirmation message will be displayed on the screen, as shown below:Active Primary Logger [ ]

 As mentioned in the email received in a failover event, the primary logger must be activated manually when there is a guarantee that it is stable, 
thus avoiding the loss of logs during instability.

Clusters - Activate Logger

Click   to activate the Primary Logger manually and leave the Secondary Logger in Standby. Otherwise, click   to close [ ] [ ]
this window.

When activating the logger, the following confirmation will be displayed:

Logger activation message

The procedure described on this page is very similar to that performed on the   button.Active Replica Logger

For more information about the other options displayed in the columns in Clusters, see this .page
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Clusters - Active Replica Logger

When you click the   button, a confirmation message will be displayed on the screen, as shown below:Active Replica Logger [ ]

Clusters - Activate Replica Logger

Click   to activate the secondary logger manually and leave the primary logger in standby. Otherwise, click   to close [ ] [ ]
this window.

When activating the logger, the following confirmation will be displayed:

Logger activation message

The procedure described on this page is very similar to that performed on the   button.Active Primary Logger

For more information about the other options displayed in the columns in Clusters, see this  .page
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Clusters - Example
This section will present the step by step to configure a primary and secondary Cluster Logger.

For more information about Logger Clusters see this  .page

This demonstration will consider the following structure:

Logger Cluster - Structure

https://docs.blockbit.com/display/RC/Loggers+-+Clusters
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The following IPs will be used in this example:

Logger Cluster - IP Addressing

Name IP adress   Virtual IP

Primary Cluster 172.31.240.1

172.31.240.241           Secondary Cluster 172.31.240.2

The steps we will take in this demonstration will be:

;Configuration of Interfaces and Loggers
;Clusters configuration

.Settings Validation

We will start the demo by configuring the  .Interfaces and Loggers

https://docs.blockbit.com/pages/viewpage.action?pageId=26828503&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26828546&src=contextnavpagetreemode
https://docs.blockbit.com/pages/viewpage.action?pageId=26828602&src=contextnavpagetreemode
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Clusters - Configuration of Interfaces and Loggers
In this example we will make the following settings:

First, it is necessary to install the loggers that will be used, follow the guidelines on this   and store the secret key in a safe place;page
Loggers configuration.

Logger settings

Access the Analytics menu and click on the option Loggers:

Analytics - Loggers

Click on the Loggers tab:

Loggers tab

The following screen will be displayed:

Loggers - Loggers

Next we will detail the panels that will be configured.

https://docs.blockbit.com/pages/viewpage.action?pageId=26819561
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Logger Device

Complete the form as shown below:

Loggers - Create Logger Device

Name: We will name the logger "Logger 1";
Mode: We will use a "Standalone" logger;
Description: As a description we will simply type "Logger 1";
Interface: In this field, the same interface that was configured in the logger installation process is added;
Address: In this field the IP that was configured when installing the Logger is added, in this example we will use the IP 172.31.240.1;
Secret Key: In this field you must paste the secret key that was generated when installing the Logger;
Devices & Devices Group: Add the inventory devices you want to use with the logger. This example will not consider this step.

We will not configure the other fields, click   to save the settings.[ ]

Next, we will configure the secondary Logger, we will use the following settings:
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Loggers - Create Logger Device

Name: We will name the logger "Logger 2";
Mode: We will use a "Standalone" logger;
Description: As a description we will simply type "Logger 2";
Interface: In this field, the same interface that was configured in the logger installation process is added;
Address: In this field the IP that was configured when installing the Logger is added, in this example we will use the IP 172.31.240.2;
Secret Key: In this field you must paste the secret key that was generated when installing the Logger;
Devices & Devices Group: Add the inventory devices you want to use with the logger. This example will not consider this step.

We will not configure the other fields, click   to save the settings.[ ]

When finishing all the configurations, the screen will be as shown below:
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Loggers - Loggers

This finalizes the configuration of the loggers, next we will .configure the cluster of Loggers
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Clusters - Configuration Validation
To carry out the validation, we will access the CLI of the Primary and Secondary Logger and run some commands, if you need more information about 
this, consult this .page

One of the simplest tests to validate the communication between the Loggers is to   the Primary (172.31.240.1) to the Secondary (172.31.240.2) and ping
check for an answer, as shown in the image below:

CLI - Validation of communication from the Primary to the Secondary Logger

It is also possible to carry out these same steps at the other end, following a demonstration using the   command to verify the communication from the ping
Secondary Logger (172.31.240.2) to the Primary (172.31.240.1):

CLI - Secondary to Primary Logger communication validation using the Ping command

Another test that we can perform is: Use the   command on the active primary Logger to check through   if the secondary one will fail [shutdown] [debug-ha]
over and be activated automatically, following what should be displayed in the CLI of the secondary Logger:

CLI - debugging H.A. on the Secondary Logger displaying failover

https://docs.blockbit.com/display/RC/GSM+-+CLI+-+LINHA+DE+COMANDOS
https://docs.blockbit.com/pages/viewpage.action?pageId=12466639
https://docs.blockbit.com/pages/viewpage.action?pageId=12466639
https://docs.blockbit.com/pages/viewpage.action?pageId=12466700
https://docs.blockbit.com/pages/viewpage.action?pageId=12462378
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If an e-mail has been registered, as exemplified when , a notification will be sent all notifying that the primary logger is offline:configuring the Cluster

E-mail notification - Can't connect to primary logger

And after the failover has successfully run, a notification that the secondary logger has taken priority in the cluster:

E-mail notification - Replica active

In addition, these changes are represented in the interface, as shown in the image below (For more information see this  )page :

Clusters - Loggers 

When rewiring the Primary Logger,   will recognize that it has been turned on, however, it will not automatically activate, this behavior is [debug-ha]
normal. To actually activate the primary, it will be necessary to access the system interface and perform this process manually through the Activate 

, button, following what is displayed in the CLI:Primary Logger [ ]

https://docs.blockbit.com/display/RC/Clusters+-+Colunas
https://docs.blockbit.com/pages/viewpage.action?pageId=12462378
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CLI - H.A. debug on the Secondary Logger detecting activation of the Primary Logger

When the Primary Logger goes online again, an email will be sent acknowledging this event but detecting that it is inactive, after all, the Secondary Logger 
is active:

E-mail notification - Primary inactive

And after the synchronism runs, one more notification will be sent:

E-mail notification - Connection reestablished with primary logger

The interface will represent this situation with the icon next to the Primary Logger showing that it is online, but the status indicating that the secondary is 
active:

Clusters - Loggers 
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To activate the Primary Logger when the secondary is online, we must click on the   button. Again, it is possible to Activate Primary Logger [ ]
observe the behavior of the Loggers through the command , in the Primary Logger, the entire synchronization and activation process will be [debug-ha]
detailed:

CLI - H.A. debug on the Primary Logger detecting Primary Logger activation and timing

Following is the information that is displayed considering the same scenario mentioned above, however when applying the command   in the [debug-ha]
Secondary Logger:

CLI - debugging H.A. on the Secondary Logger

When the synchronization of the Primary Logger is finished, an email will be sent acknowledging this event:

E-mail - Sync status: done

Another email will point to the activation of the Primary Logger:

https://docs.blockbit.com/pages/viewpage.action?pageId=12462378
https://docs.blockbit.com/pages/viewpage.action?pageId=12462378
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E-mail - Primary Active

And finally, one last email will recognize that the Secondary Logger has been deactivated:

E-mail - Replica Inactive

The interface will represent this situation with the icon next to the Primary Logger showing that it is online, and the status denoting that the Primary is 
active:

Clusters - Loggers 

Finally, when making any manual activation of the Loggers, an audit log is created in , detailing more information about the activity performed, as Audit Log
shown in the image below:

https://docs.blockbit.com/pages/viewpage.action?pageId=26819454
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Administration - Audit Log

When activating one of the loggers, the activity event is listed as an update. You can consult more information about clicking on the   button.[ ]

Audit Log - Audit view

This ends the demonstration, for more information about the Cluster of Loggers, see this .page
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Clusters - Logger Cluster Configuration
After configuring the , we will configure the Cluster, access the Analytics menu and click on the Loggers option:Loggers

Analytics - Loggers

Click on the Clusters tab:

Clusters Tab

Some details of the Clusters tab will not be considered in this example, if you want more information, see this  .page

The following screen will be displayed:

Loggers - Clusters

Configure the Logger Cluster as shown below:

https://docs.blockbit.com/pages/viewpage.action?pageId=26818948
https://docs.blockbit.com/display/RC/Loggers+-+Clusters
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Cluster Settings

 We will define the name as "Cluster Logger 1-2";Name:
 Enter your secret-keySecret Key: .

 We will use "Logger 1" configured in the previous step;Primary Logger:
 We will use "Logger 2", configured in the previous step;Replica Logger:

We will use the virtual IP 172.31.240.241;Virtual IP: 
 As a netmask we will use 255.255.0.0;Netmask:

 We can leave the default of 5 secondsHeartbeat Interval: ;
 We can leave the default 5 timesFailover Threashold: ;

Notifications to E-mail[ ]: We will use the administrator's email to receive notifications from the Cluster;

 We will check the checkbox so that the secondary cluster is activated automatically.Auto Activation Replica[ ]:

Click   to finish the settings and activate the Cluster.[ ]

The screenshot below shows the Cluster already configured and enabled correctly:



723

Network Settings - Interfaces

This finalizes the configuration of the Logger Cluster, next we will  .validate the settings
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Reports
This option manages the automatic and periodic creation of customized reports, allowing the selection of specific characteristics of the selected devices.

To access and manage the automatic creation of reports, click on the “Reports” icon located on the left side of the screen:

Analytics - Reports

The reports screen will be displayed:

Reports

Next, we will analyze the function of each component of this screen.
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Reports - Actions Menu
At the top right of the screen we have the actions menu:

Reports – Actions Menu Button

By clicking on this button the menu below is displayed:

Reports – Actions menu

The menu consists of the following options:

Create;
Delete.

Next, each action menu option will be detailed.



726

Reports - Actions Menu - Create
To create an automatic report click on “Create”, the following screen will be displayed:

Settings tab

Reports –  - Create Report Settings

Next we will analyze each field in this panel:

:Name  Displays the report name. Ex.: ;Store 1 report
:Description  Displays the report description. Ex.:      ;Network traffic analysis on Store 1

:Type  This collapsible menu determines the options that will be available in the “Datasets” tab, where the following options are:
:Analysis  Allows the creation of the following reports in the Datasets tab:
Network Traffic;
Policy Usage;
Web Filter;
Application Control;
Intrusion Prevention;
Threat Protection;
User Behavior.
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:Log  Allows the creation of a personalized report, in Datasets it is possible to use customized Queries and determine the filters to be 
used. It ensures the export of the logs on the CSV filetype.

:Scheduled  Displays the schedule date for when this report will be run;
Recurrence: Recurrence with which the reports will be generated. (A single time, weekly, monthly).

:Period  Determines the period when the data will be analyzed by the logger in the UTMs. Ex.: When selecting from September 1, 2018 to 
October 24, 2018, all the data from beyond that period will not be displayed in the “Report”;

:Device/Logger  The device from which the data will be analyzed is selected to generate the report.

Send report by e-mail: Mark this option [ ] to receive the reports generated in the analytics via e-mail, as often as 
they are generated.

In reports it's possible to clone a report through the edit button. Just click on the view button, then edit the report profile's name and clone the profile. By 
doing so, it will be possible to replicate reports and charts for editing.

It's important to remember that to receive the reports it is necessary to configure the  option.e-mail

Datasets tab

The “Datasets” tab determines the type of graph that will be generated, as previously mentioned, its components are determined by the “Type” checkbox 
on the “Settings” tab.

https://docs.blockbit.com/display/RCE/Notifications+via+Email


728

Reports –  - Create Report Datasets

Custom Tab

In the "Custom" tab it is possible to determine the text that will be shown in the "Footer" and customize the "Logo" that will appear in the report.
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Reports –  - Create Report Custom

Click on the   button to exit this window or click on   to schedule the report. If you want to issue it immediately, configure [ ] [ ]
it to run on the current date.
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Reports - Actions Menu - Delete
It is possible to delete selected Reports. To delete via the Actions menu, follow these steps:

1. Select which Report (s) you want to delete. To select, just check the desired report's checkbox. In the selected reports the checkbox will change from 

gray to blue . Ex.: Test[ ] ;

Reports – Selection of Reports to delete

2. Enter the and click on the “Delete” option.actions menu [ ] 

Reports – Delete

3. A confirmation message will be shown to confirm the deletion of the selected Reports:
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Reports – Report deletion message

If you wish to cancel click on the  button.   button.[ ] To conclude, click on the [ ] 

Profile successfully deleted

After performing these procedures, the reports will have been successfully deleted.
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Reports - Columns
Next, we will go through each column of the Reports tab:

Reports

Select [ ]: Allows the selection of a report;

:Name  Displays the name of the report registered in the   option of the action menu. Just below the name is the description registered in the Create
same menu;

:Scheduled  Displays the schedule for when the report will be executed, just below that date is marked the date when this process was created;

:Owner  This schedule creator's name;

:Period  This is the period from which the data will be extracted from the system and recorded;

:Status  The current production status of the report is displayed. In this column is also viewable by clicking on the  button or [ ]

downloadable in PDF format by clicking the  button after the report has been generated. Ex.: Pending;[ ]

:Actions  Buttons with essential functions for interacting with reports:

Visualize[ ]: Allows the editing of the settings of the Report added in the  option of the actions menu;Create

Remove[ ]: Deletes the selected report.
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Events
The Events panel displays all occurrences of a specific logger or group of devices.

This panel has some features that allow a more detailed in-depth analysis: Through this panel it is possible to perform a search according to personalized 
queries, to analyze specific incidents and eventualities, allowing a much more precise and efficient administration.

To access the events screen, click on the “Events” icon located on the left side:

EventsAnalytics -  

The “Events” screen will be displayed. It is composed by the internal staff “ ”, “ ” and " ". In addition, at the upper right of the Top Hits History Log Events
screen is the search bar and the " ".query editor

Events

As soon as "Events" is accessed, a selection box is displayed on the right corner of the screen, to view the Events it is necessary to select the desired 
logger or group of devices in this selection panel. As shown below:
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Events - Logger selection

After selecting the desired option, the relevant events will be automatically displayed.

Next, the components of the events panel will be analyzed.
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Events - Query Editor

Through the query editor, it is possible to create, edit and save a query to perform an in-depth search of events, by clicking on the  [ ]
button the following window will be displayed:

Events - Query Editor

Next we will analyze each field in this window:

Events -  - Query Editor Create query

In the "Create query" tab it is possible to configure how the query will act:

Events - Query Editor - Create query

New query: Determines what the query name will be. Ex.: Last 7 days;
Date range: Allows you to determine a period to filter results more accurately, possible options are:

By date: Determines a specific date;
By period: Displays results from a start date (“Start date”) to an end date (“End date”);
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Today: Displays results specifically for today's date;
Yesterday: Displays results specifically for yesterday;
Last 7 days: Specifically filters the results of the last 7 days;
Last 30 days: Specifically filters results from the last 30 days;
This month: Displays the results for this month;
Last month: Displays the results for the last month.

For more information, regarding the filters shown in the filter selection box, check this   of the GSM manual.page

Filter: This check box allows you to select the type of filter used by the query. For more information about filters, check this .page
logtype: Selects the log by its type, the available options for this filter are: webfilter, firewall, dpi, ips, atp;
src: Makes the selection by the origin IP, this filter accepts IPv4 or IPv6 addresses as value: Ex.: 172.16.12.171;
dst: Makes the selection by the destination IP, this filter accepts IPv4 or IPv6 addresses as value. Ex.: 172.16.12.171;
sport: This filter enables the selection by an origin port, ports are accepted as value: Ex.: 1 to 65535;
dport: This filter enables the selection by a destination port, therefore, ports are accepted as value. Ex.: 1 to 65535; 
protocol: This filter allows the selection by protocol, the available options are:   tcp, udp, icmp, ip;
service: In this case, the selection is made by service, the accepted values are based on the IANA's table, for more information consult this ; page
devin: By making the selection by the entry device, this filter accepts interfaces, in order to learn how to create them, click ; here
devout: In this filter the selection is made  by the output device, the accepted values are user-created interfaces, for more information on how to 
create them, check this ; page
zonein: This filter enables the selection by the entry zone, the accepted values are zones configured in the UTM's interfaces.   Ex.: LAN, WAN, 
DMZ, etc. For more, click ; here
zoneout: This filter makes the selection by output zone possible, the accepted values are the zones that can be configured in the UTM's 
interfaces. Ex.: LAN, WAN,DMZ, etc. For more information click here página. 
client_mac: This one makes the selection by MAC address, so it accepts physical addresses. Ex.:   94:e6:f7:58:5d:db;
client_user: This filter makes the selection by user, it accepts e-mails as values. Ex.:   user@blockbit.com;
client_ip: This filter makes the selection by the client's IP, the accepted values are IPv4 and IPv6 addresses. Ex.:   172.16.9.153;
geoip_src: In this case the selection is made by the GeoIP's origin (IP address Geolocation), the accepted values are each coutry's abbreviation.  
Ex.: BR, US, CA, CN, etc;
geoip_dst: Makes the selection by the GeoIP's destination (IP address Geolocation), the accepted values are each coutry's abbreviation. Ex.:  
BR, US, CA, CN, etc;
rule_name: This filter makes the selection by the rule name, hence the name of the rules created in the UTM are used as value, for more  
information, click ; here
rule_action: Makes the selection based on the action that the rule takes, this filter accepts the following options as value:   Allow, Alert or Deny. 
Ex.: Deny;
web_category: This filter enables the selection by web category, and . Ex.: Information Technology, Web Mail, Personal accepts them as value 
Network Storage and Backup, etc.
web_site: Makes the selection by sites, this filter accepts URLs as value. Ex.:   https://www.blockbit.com;
web_method: Makes the selection by the HTTP methods, this filter accepts as value the POST and GET methods. Ex.: POST.
web_mime: This filter allows the selection by MIME-Type, and also using this parameter as value  . Ex.:"application/octet-stream", 
ips_profile: This one makes the selection by the Intrusion Prevention profile system, the accepted value is the profile name, for more on this, click   

;here
app_name: This filter makes it possible to select by the application name  . Ex.: Google APIs;
app_category: Makes the selection by the application's category, which is also used as value. Ex.:   web;
malware_file: Makes the selection by the type of file;   malware 
malware_md5: Selects by the malware's MD5  ; 
malware_status: Selection by the malware's status; 
malware_name: Selection by the 's name malware ;
threat_class: This filter makes the selection by the threat's class. Ex.: Potentially Bad Traffic;
threat_category: Makes the selection by the threat's category.   Ex.: USER_AGENTS;
threat_sid: Selects by the threat's SID, this filter uses the threat's SID as value.   Ex.: 2027916;
threat_name: This filter makes the selection by the threat's name. Ex.: Poison Null Byte;
threat_impact: In this case, the selection is made based on the threat's impact. Ex.: High, Medium, Low;
threat_dump: Selects by the threat's dump. This filter accepts the threat's dump as value. 
threat_payload: Makes the selection by the threat's payload  ;
flow: Shows the NAT that has been applied and which was the assigned address, alogside the IP address. 

Contain/Not Contain: This checkbox basically acts as a logical query filter operator;
Contain: It will display all results that contain the value of the next checkbox;
Not Contain: It will display all results that do NOT contain the value of the next checkbox.

Value: This box determines the value that will be used to filter the query;

Filter string: After editing the previous fields, click on   to display the string used by the search in this text box. You can manually edit this [ ]
line of code.

https://docs.blockbit.com/display/RCE/Events+-+Top+Hits#EventsTopHits-Filter
https://docs.blockbit.com/display/RCE/Events+-+Top+Hits#EventsTopHits-Filter
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://docs.blockbit.com/pages/viewpage.action?pageId=17176348
https://docs.blockbit.com/pages/viewpage.action?pageId=17176348
https://docs.blockbit.com/display/RC/Network+-+Interfaces
https://docs.blockbit.com/display/RC/Network+-+Interfaces
mailto:user@blockbit.com
https://docs.blockbit.com/display/RC/UTM+-+POLICIES
https://www.blockbit.com/
https://docs.blockbit.com/display/RC/Aba+Intrusion+Prevention
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To clear the configured query, click the button. If you want to cancel click on the   button. To perform a search using [ ] [ ]

the query click on the  button.[ ]

To save the query, click the   button[ ] .

Events -  - Query Editor Load query

In the "Query Editor" tab it is possible to manage saved queries, this panel is composed of a search bar and an action button with the function of deleting 
all the selected fields, next we will analyze each component of this panel:

Events -  - Query Editor Load Query

Select[ ]: Allows you to select the desired query;
Name: Displays the query name;
Filter: Displays the string used by the search;

 Displays a set of contextual buttons;:Actions

 Edit the query settings;:Edit[ ]

 ;:Search[ ] Performs a search using the query

 Remove the query.:Delete[ ]

If you want to cancel click on the   button. To perform a search using the selected query, click the   button[ ] [ ] . 
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Events - Top Hits
In “Top Hits” we have a selection box composed of several options, when selecting any of them, a graph is displayed further separating the selected option 
and showing the 5 largest items divided by the amount of accesses related to the selected option, as shown below:

Events - Top hits

The available options are:

Top hits checkbox options

Selection Detailing

app_category Most used app categories.

app_name Names of the most used applications.

client_ip IPs of customers with the highest number of accesses.

client_user Users with the highest number of accesses.

client_mac MAC address with the highest number of accesses.

dport Numbers of the most active destination ports and the amount of access to each one.

dst Destination port with the highest number of accesses.

devin Input device with greater number of accesses.

devout Output device with greater number of accesses.

geoip_dst GeoIP destinations with the highest number of accesses.

geoip_src The origins of GeoIP with the highest number of accesses.

logtype Log types most generated according to the highest number of accesses.

malware_file Type of the most detected malware files according to the highest number of hits.

malware_name Name of the most detected malware according to the highest number of accesses.

malware_md5 MD5 of the most detected malware according to the highest number of hits.
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malware_status The status of the most detected malware according to the highest number of accesses.

protocol The protocols with the highest number of accesses.

rule_name The name of the rules with the most accesses.

service The services with the highest number of accesses.

sport The source port with the highest number of accesses.

src The source IPs with the highest number of accesses.

threat_impact The impact of threats according to the highest number of hits.

threat_sid The SID with the highest number of accesses.

threat_dump O  das ameaças com maior número de acessos.dump

threat_name The name of the threats with the most hits.

threat_classification The rankings of the threats with the highest number of hits.

threat_category The categories of threats with the highest number of hits.

web_category The web categories with the highest number of accesses.

web_mime The MIME-Types with the highest number of accesses.

web_browser The browsers with the highest number of accesses.

web_site The sites with the highest number of hits.

web_method The HTTP methods with the highest number of accesses.

zonein Entrance zones with the highest number of accesses.

zoneout Exit zones with the highest number of accesses.
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Events - History
In this panel we have a graph of vertical columns showing the total history of accesses by date, the vertical axis of the graph displays the average of 
accesses and in the horizontal one the days when they happened.

 The History graph, does NOT represent the Top Hits, but the total access history.

Events - History

When hovering the mouse over the graph, the exact value of the accesses represented by the selected column is displayed.

Events -  - Exact value of accessesHistory

By clicking on the button menu, you can download this diagram in svg, png or csv format.[ ] 
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 - Events Download



742

Events - Log Events
Finally, in “Log Events” we have a record of all events detected on the selected device.

Events – Log Events

This panel consists of 4 columns:

:Date  We have the exact date and time for this event;
:Source  We have the source of this event, an IP address;

:Destination  We have the destination of this event, another IP address;
:Service  We have the service tied to this event;

:Log Type  Determines the type of record for this event;
Actions: Allows access to the .event view

Right next to the event date we have an icon   which, when selected, will expand the selection and display more information about that specific event.[ ]

Events –  – ExpandedLog Events
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Events - Log Events - Event View

The Event View   displays further details of the event in question, as shown in the image below:[ ]

Events -  - Log Events Event View
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GSM - SETTINGS
Through the “Settings” menu it is possible to change and verify the administrative, system and network settings.

Settings menu

Contains the following options:

System;
Network;
Administration.
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System
Through the “System” button it is possible to change the system settings.

Settings – System

The System screen will appear with the “General” tab pre-selected, as shown below:

Settings - System - "General" tab

The System screen has the following tabs:

General;
License;
Update;
Backups;
Storages;
High Availability;
Certificates;
Custom Branding.

We will describe the features below.
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System - "General" tab
This tab has the main function of making changes to the general settings of Blockbit GSM:

System Settings – General

It consists of the panels:

Settings;
;Login Disclaimer

;Sessions
.Services

Next, we will analyze each one of them.

Settings
In the settings panel we can configure the following options:
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General - Settings

: Hostname The chosen name. It can be anyone as long as it complies with the FQDN - Fully Qualified Domain Name standard. Ex.: GSM;
: Domain Network domain. Ex.: ;blockbit.com

: Timezone Select the time zone in which your business is located. Ex.: America/Sao_Paulo;
: Language Select the desired language. Ex.: English;

After making the desired changes, click on the “Save” button, located in the upper right corner of the screen.

“Save” button

Your changes will have been successfully saved.

Next, we’ll review the Disclaimer panel.

Login Disclaimer

GSM allows you to enable a Disclaimer message that is displayed on the login page of the Administration Interface. It can be configured to appear, when 
entering the system or after logging in. In this message it is possible to add the company's usage and system compliance policies.

In the Disclaimer panel, we have the following options:

http://blockbit.com
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General - Disclaimer

Enable: By checking this checkbox the display of the disclaimer will be enabled;
Type: Defines how the message will be displayed. Being able to select from the following options:

Pre Login: The Disclaimer message will be displayed as soon as you access the system, before logging in. If the system detects the 
language pack "portuguese" installed in the browser, the displayed Disclaimer will be the one written in the Message - Brazilian 

;portuguese field, otherwise, by default the disclaimer registered in Message - English will be used
Post Login: The Disclaimer message will be displayed to the user after logging in.

Messsage - Brazilian portuguese: In this field it is possible to write the message that will be displayed if the selected language is Portuguese;
Message - English: In this field it is possible to write the message that will be displayed if the selected language is English.

The Messsage - Brazilian portuguese and Message - English fields accept only plain (pure) text, it is not possible to use formatting.

After making the desired changes, click on the “Save” button, located in the upper right corner of the screen.

“Save” button

Your changes will have been successfully saved.

The Disclaimer message will be displayed as configured, an example follows:
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Login Disclaimer

If the user clicks the   button he will not be able to access the system. However, when you click   it will access [ ] [ ]
normally.

This concludes the customization of the Disclaimer message.

Sessions

In this screen it is possible to configure authentication parameters and view the session of the administrators logged into the Blockbit GSM, in addition to 
ending their sessions.

1. To configure the authentication parameters, just change the fields with the desired values:

System Settings – Sessions
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:Idle timeout  Idle time before the session expires, the value is in minutes. Ex.: 30;
:Login attempts  Number of maximum failed Login attempts before blocking access, the value is in minutes. Ex.: 3;

:Lock timeout  Time that the user will be blocked when making the maximum number of wrong attempts at login, the value is in minutes. Ex.: 3.

Click   located in the upper right corner of the screen to save the changes made to the settings.[ ]save

2. To view the active sessions of the logged in administrators, click on the   button located in the upper right corner of the screen:[Active Sessions ]

Active sessions

:Start  Date and time the administrator logged in or logged into the BLOCKBIT GSM. Ex.: 2017-04-21 19:42:42;
:Name  Admin name. Ex.: admin;

:Address  Administrator IP address. Ex.: 192.168.111.14;
:Status  Login status. Ex.: ;Active

:Action  Allows you to remove the administrator session. By clicking on the  button, the administrator will be removed from the Remove [ ]
session and the login screen will be displayed to whoever has been removed.

Click the   button to close the screen.[ ]

Click   located in the upper right corner of the screen to save the changes made to the settings.[ ]save

Next, let's look at the Services panel.

Services

In this screen it is possible to change the communication and administration ports of the Blockbit GSM:
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If the ports are changed on Blockbit GSM, they must also be changed on other managed Blockbit devices.

If the HTTP and / or HTTPS ports are changed, access to the Web Interface must be done with the new configured ports.

System Settings – Services

: HTTP Blockbit GSM Web Interface access port. Ex.: 80;
: HTTPS Blockbit GSM Web Interface access port. Ex.: 443;

: SSH Access port to the CLI console of Blockbit GSM and communication with managed devices. Ex.: 22;
: DEPLOY Communication port with managed devices. Ex.: 444.

Click   located in the upper right corner of the screen to save the changes made to the settings.[ ]save

Certificates

In this panel, you can enable the use of certificates to access the administration interface.

After enabling, select the accessing host digital certificate or the  ” and  C.A. “Certificate Authority C.S. “Certificate Service”.

 

Settings -  - Administration Certificates

:Enabled Authentication [ ]  Enables access by authentication though X.509 v3 certificate.

https://docs.blockbit.com/display/RC/Settings+-+Administration+-+Certificates
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Click on in the upper right corner to save any change.[ ] save

Next, we will analyze the contents of the   tab.License
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System - "License" tab
In this screen it is possible to apply or renew the activation license of Blockbit GSM. To carry out the licensing, it is necessary to provide the UUID (Blockbit 
GSM Universal Unique Indicator) for your service channel, which will provide you with the license number.

Before licensing, check if the Blockbit GSM is connected to the internet.

In the following, we will introduce you step by step to license your Blockbit GSM:

1. Check that the access device has a recommended SSH client already installed. Let's exemplify the process using the “PUTTY” application;

2. Access the SSH console. Fill in the fields:

Host Name (or IP Address): Enter the IP address of the Blockbit GSM. Ex.: 172.16.102.235;

Licensing - PuTTY

Click on the “Open” button.

3. The console will be displayed prompting for username and password;

In "login as:" type the user "admin" and press "Enter".
After "password:" enter the password "admin" and press "Enter".
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4. Run the show-uuid command;

Comando show-uuid

5. Send the code “Blockbit Network Appliance UUID” to your Blockbit customer service channel for the license release. Ex.: 564D97F3-0A5D-5628-22B3-
FE1CBC99EAF1;

6. You will receive the License number code, from your service channel. Ex.: 8FD0-D18D-DA6C-D70C;

7. Return to the Blockbit GSM Web Interface on the License screen;

8. Make sure the “Accept Terms of Use” checkbox is checked, if unchecked, click to select it;

9. In the text box “License Key” enter your license number, as shown in the image below;

License key

10. After making the desired changes, click on the   button, located in the upper right corner of the screen;[ ]
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Settings successfully changed!

11. The information on the screen will be updated and will display the following information: "Serial Number", "License Key", "License Status", "License 
Expiration Date" and "Number of Devices", however, with their data representing the current state of the system.

System Settings – License

Next, we will analyze the content of the   tab.Update
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1.  

2.  

System - "Updates" tab
This screen has the function of updating your GSM. This panel consists of three options: “Version”, “Scheduled” and “Automatic System Update”.

System Settings – Updates

:Version  Displays the current version and build of your Blockbit GSM. Ex.: GSM 1.3.0 build 19092518;Blockbit 
:Scheduled  By clicking on the text box a menu will appear, it is possible to change the scheduled time to execute the desired update, for that just 

click on the arrows to change the hours and minutes, done that, click outside the menu in order to finish the selection. Ex.: 14:41;
:Automatic System Update  This check box allows the automatic system update to be performed. If it is selected, the update will take place at 

the time scheduled in the option above "Scheduled".

In the upper right corner of the screen it is possible to find two contextual buttons: “Update Now” and the “Save” button (whose function is self-
explanatory);

When clicking on the  button, the system will be updated immediately instead of waiting for the schedule mentioned in update now [ ]
“scheduled”.

Click   located in the upper right corner of the screen to save the changes made to the settings.[ ]save

Next, we will analyze the contents of the   tab.Backups
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System - "Backups" tab
Through the options available on this tab, the administrator can configure an automatic backup routine of the system settings, in addition, it is possible to 
view a record of the status of the implementation of the backups in the right panel with the possibility of performing a new implementation, downloading the 
backup file, remove or interrupt a backup being performed.

For more information on how to configure backup on UTMs administered by GSM, see this  .page

If you want to know more about creating storage devices, see this  .page

It is possible to consult the logs with more information regarding the backup procedure using the   command.[debug-backup]

System - Backups

This tab is composed of the panels:

Settings;
Backups History.

Next, we'll look at each one starting with the panel. Settings

https://docs.blockbit.com/display/TER/Aba+Backups
https://docs.blockbit.com/pages/createpage.action?spaceKey=TER&title=*System+-+Aba+%22Storages%22
https://docs.blockbit.com/pages/viewpage.action?pageId=26819813
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System - Backups - Settings
In this panel it is possible to configure the automatic backup service, guaranteeing a complete copy of the system and guaranteeing its restoration in a 
much faster and more efficient way, for this it is necessary to define the storage location, which must be previously registered in .Storages

 When making a backup, GSM creates a complete "image" of the system, the generated file will have the extension ".conf" and will be included in 
it:

The Operating System;
The configuration database.

Next, we will analyze the content of this panel:

Backups - Settings

Remote Storage: Defines the location where the backups will be stored. The items that appear in this box are created in the  tab. Ex.: Storages St
;orage_NFS_02

Number of Backup Retention: Determines how many backups will be stored in the directory. At the end of this limit, the oldest backup is 
deleted. For example, if you choose "3", only the last 3 backups will be kept, so when a new backup is generated the routine will be executed to 
delete the oldest one, always respecting the value added in this field. Ex.: 3;
Percent usage retention: Defines the percentage of usage that the directory created within the storage will use when saving the backup. If the 
limit is reached, backup rotation is performed, removing the oldest one in order to always keep the most recent backups. If a directory has 1000 
GB and 30% retention is chosen, when the records occupy 30 GB the rotation will be activated, otherwise the retention number will be verified. 
Ex.: 100%;

 The system acts first by checking if the usage percentage has been reached and then checking the number of backups retained. Consequently:
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1.  
2.  

1.  
2.  

If you still have free space, the system will check the number of backups retained.
If the maximum retention amount has not been reached, the backup storage will continue to function normally without deleting previous 
records.

Analyzing the opposite scenario, the performance of the system will be as explained below:

If the space limit is reached, rotation will be activated to keep only the most recent backups;
If disk space still exists, but the number of backups retained exceeds the limit set by the administrator, the oldest records will be removed, 
respecting the value defined in the field, so that the directory always has the most recent backups.

If the administrator does not want the percentage to be considered, simply add the value "100" so that the space is fully used before activating the 
rotation. In this way, only the number of backups retained will be considered.

Secret: Insert the secure key, it must contain at least eight characters with uppercase and lowercase letters, numbers and special characters. 
Without this key, it is not possible to restore the backup. Ex.: q1Q!q1Q!;
Schedule: Defines the period that the system backup will be performed, it can be:

Disabled: Disables automatic backup; 
Daily: Defines that the backup will be performed daily;
Weekly: Defines that the backup will be performed weekly;
Monthly: Defines that the backup will be performed monthly.

Hour: Defines the time to be backed up. Ex.: 20:00;

You can still download a backup file by clicking the   button located at the top of the panel.[ ]

Backups - System Backup

Key: Register a secure key for the backup file. Ex.: q1Q!q1Q!;
Confirm Key: Confirm the key by typing it again.

Click   to save and download the backup file or   to close this window.[ ] [ ]

To restore a backup file from Manager, just click on , the window below will be displayed:[ ]

If the environment is in H.A., it is recommended to restore the Backup Manager through the IP of the physical interface and not the virtual IP.
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Backups - System restore

Key: Enter the key that was added when creating the backup file;
Backup File: Select the backup file to be restored.

Click   to restore the backup file or   to close this window.[ ] [ ]

Finally, to save the backup settings for this panel, click the   button.[ ]

Backup saved successfully

Next, we will analyze the   panel.Backups History

https://docs.blockbit.com/display/RC/System+-+Backups+-+Backups+History
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System - Backups - Backups History
In this area the system registers in a list the implementation of the backups configured in the   panel, with the possibility of performing some actions Settings
such as reimplementation of completed backup routines, download of the backup file, removal of backups, etc. Next, we will analyze the features of this 
panel:

Backups - Backups

Name: Backup identification, shows the name of the snapshot taken. Ex.: 4B4F-BB06-3B2D-D3BB-UTM-2.0.4-140820.snap;
:Size  Displays the size of the backup file Ex.: 1.05 MB. 
:Date  In this column, displays the system date and time at the time of the backup;

:Status  Displays the current status of the Backup routine execution, which can be:

[ ]: The backup routine is currently running;

[ ]: Something went wrong that caused the backup routine to fail;

[ ]: Routine is in waiting time. This can occur when the system detects a process that may interfere with the backup that is 
currently running (for example, another backup routine);

[ ]: The backup was successful.
: Actions The “Actions” menu consists of buttons:

[ ]: Restore This button is used to perform the backup procedure on the Device again. For that, it is necessary to add the key 
created in the Secret field in the   panel. If a backup is removed from the directory, it will remain recorded in the history, but this Settings
option will be disabled;

If the environment is in H.A., it is recommended to restore the Backup Manager through the IP of the physical interface and not 
the virtual IP.

[ ]: Download This button is not displayed if the backup type is "System". By clicking on it, you can download the snapshot.

Delete[ ]: When you click this button, the backup is removed from the history.
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For more information on backups, see this  .page

Next we will analyze the   tab.Storages
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Example - Backup Manager
This section will present the step-by-step for configuring Manager Backups.

For more information on Backups, see this  .page

The steps we will take in this demonstration will be:

;Inclusion of Storage
;Backup Routine Creation

.Settings Validation

We will start the demo by configuring a  .Storage

https://docs.blockbit.com/display/RC/Aba+Backups
https://docs.blockbit.com/pages/viewpage.action?pageId=26830264
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Example - Backup Manager - Inclusion of Storage
After , in this step we will perform the following steps:adding the devices

Object Creation; 
Storage configuration;

 This example will assume that the storage that will be used by the administrator is installed and configured correctly. For more information about 
Blockbit GSM compatibility with remote storage see this  .page

Initially we will generate the IPs that will be used by the Storages.

Object Creation 

First we will create the single IP objects that will be used to connect to the Remote Storage, so access the Management menu and click on the Objects 
option:

Management - Objects

Click on the Addresses tab:

Addresses tab

Click on the  icon and select the “Create Object” option;Actions Menu [ ]

https://docs.blockbit.com/pages/viewpage.action?pageId=26830132
https://docs.blockbit.com/display/RC/System+-+Aba+Storages
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Inventory - Create Device

We will add the IP object "Storage_NFS_02", complete the form as shown below:

Adresses Object - Create Adresses Object

Name: We will use the name "Storage_NFS_02";
Type: Select the "IPv4 Address" option;

Unique [ ]: This will be an object of a unique type, so be sure to check this checkbox;
Address: The Storage address is "172.31.160.30";
Mask: The mask can remain the default;
Description: In this example, we will not add a description.
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Click   to save the settings.[ ]

After creating the address objects, we will create the Storages.

Configuration of Storages

Access the Settings menu and click on the option System:

 - Settings System

Access the Storages tab:

Storages tab

Click on the  icon and select the “Create Storage NFS” option;Actions Menu [ ]

Storages - Create Storages NFS

We will add Storage_NFS_02, complete the form as shown below:
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Storages - Create Storage NFS

In this window we will just configure the following fields:

:Description  In this example we will name the storage "Storage_NFS_02";
: IP Select the IP address of the NFS server configured in the previous step, in this case we will use the object "Storage_NFS_02";

: Directory We will use the "/bkp-blockbit-nfs/user/nfs-200.30" directory.

The other fields can be kept with the default configuration.

Click   to save the settings.[ ]

After finishing all the configurations, the storage will have been successfully configured:

System - Storages
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In the next step, we will create the  .Backups routines

https://docs.blockbit.com/pages/viewpage.action?pageId=26830251
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Example - Backup Manager - Creation of the Backup 
Routine
After creating the , just create the backup routine, initially, access the Settings menu and click on the System optionstorage :

Settings - System

Click on the "Backups" tab:

System - Backups Tab

We will create a daily backup routine:
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Backups - Create Backup

:Remote Storage  We will select "Storage_NFS_02";
Number of Backup Retention: In this case we will configure so that there is retention of 3 backup;

:Percent usage retention  We will use 100% of the directory space, so that there is no limitation;
Secret: Enter the desired secret key;

:Schedule  The schedule will be daily, so we will select the option "Daily";
Hour: Finally, select the time when it will be done, in this example, it will be at 20:00.

Click   to save the settings.[ ]

When finishing all the configurations, the screen will be as shown below:
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Devices - Backups

Finally, we will discuss the   of the settings we have made.validation
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Example - Backup Manager - Configuration Validation

To validate the correct functioning of the backup settings, it is possible to force the manual backup using the   button[ ]Run System Backup Now  .

 - Backups System Backups

After adding the secret key, just click   and check the status and progress of the backups in the interface where they were created, an [ ]
example follows:

 - Devices Backups

For more information on the components of this screen, see this  .page

In addition, the operations performed by the backups generate audit logs, as shown in the image below:
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 - Administration Audit Log

Click on   for more information regarding registration:[ ]

 - Devices Backups - Audit View

For more information on audit reports, see this  .page

Finally, during the backup process, it is also possible to check more details in the CLI using the   command.[debug-backup]

CLI - debug-backup

For more information on device backups, see this .page

https://docs.blockbit.com/pages/viewpage.action?pageId=26819454
https://docs.blockbit.com/pages/viewpage.action?pageId=26819813
https://docs.blockbit.com/display/RC/Aba+Backups
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System - "Storages" tab
In this tab are located the resources that allow the administration of the GSM storage interfaces. This panel allows the administrator to register the storage 
devices that will be used by the backup services.

 The storage devices created in this tab are used mainly in the   and in the   managed by the system.backup service of the GSM backups of UTMs

To access the Storage management interface, click on the "Storages" tab:

Storages tab

The screen will appear, as shown by the image below:

System - Backup Storages

   Regardless of which directory category has been created by the administrator, each GSM needs to have its own directory.ATTENTION:

In this section we will expose the types of storage supported by the system and its applications:

;SMB
NFS;

;SFTP
.USB

This section will demonstrate:

;Register each type of Storages
Delete Storages;
Column components of this screen.

Next, we’ll review the   button.Create Storage

https://docs.blockbit.com/display/RC/Aba+Backups
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Storages - Actions Menu
The actions menu contains options for the creation of storage units in GSM, and these will be used in the creation of Backups (check this   for more page
information).

And you also have the option to remove them.

Click , the following window will be displayed[ ] :

Storages - Create Storage

The available options are:

;Create Storage SMB
NFSCreate Storage  ;

;Create Storage SFTP
;Create Storage USB

.Delete Storage

Next we will explain each option in this menu.

https://docs.blockbit.com/display/RC/Aba+Backups
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Create Storage - SMB
“Server Message Block” storage is commonly used for folder sharing by Windows. This storage model is made available by the system for “Backup / 
Restore” applications.

To add an SMB storage, click on   and select the "Create Storage SMB" option as shown below:[ ]

Create Storage SMB

The window below will appear, configure the form according to the specifications for connection to the respective SMB server:

Storage - Add SMB storage
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: Description Storage name. Ex.: ;SMB Storage
: IP Select the IP address of the file server. This field will display the existing IP objects, so it is recommended to create a unique IPv4 address 

object for the storage that will be used. Ex.: 172.16.102.52;
:Login  File server user. Ex.: blockbit1;

: Password File server user password;
: Share Name of the folder that was shared on the file server. Ex.: storage;

: Simultaneous transfers Defines the limit of simultaneous transfers that the System can make using this particular storage. Ex.: 5;

 [ ]:Only Logger  If this check box is enabled, the unit will be used exclusively to store the loggers.

For more information on how to create a single IP Object, see this  .page

After filling in all fields click   to finish or click   to close the window without making any changes;[ ] [ ]

After saving, for the settings to take effect, it will be necessary to access the  and apply the changes made. For more command queue [ ]
information on the command queue access the page: . UTM - Command Queue

Next we'll look at how to create an storage. NFS

https://docs.blockbit.com/pages/viewpage.action?pageId=12461530
https://docs.blockbit.com/display/RC/NGFW+-+FILA+DE+COMANDOS
https://docs.blockbit.com/display/RCES/Storage+-+NFS
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Create Storage - NFS
The “Network File System” is commonly used to share folders on UNIX servers. This storage model is made available by the system for “Backup / Restore” 
applications.

To add an NFS storage, click   and select the "Create Storage NFS" option, as shown:[ ]

Create Storage NFS

The window below will be displayed, configure the form specifying the fields "Description", "IP" and "Directory" of the NFS server for the storage of the 
backup / restore feature.

Storage - Add NFS storage

: Description NFS store name. Ex.: NFS  ;Backup



779

: IP Select the IP address of the NFS server. This field will display the existing IP objects, so it is recommended to create a unique IPv4 address 
object for the storage that will be used. Ex.: 172.16.102.53;

: Directory Storage directory on the NFS server. Ex.: ;/storage/backup
:Reading Bytes  Sets the read speed of the server bytes;

: Writing Bytes Sets the writing speed of the server bytes;
:Port  Defines the port used by the server;

:Block sizes Bytes  Determines the size of NFS storage blocks;

 [ ]:Protocol TCP  If this check box is enabled, the TCP protocol will be used by the NFS server;

 [ ]:Disable locking  If this check box is enabled, stored files cannot be blocked;

 [ ]:Enable posix  When activating this check box, this storage will be enabled to be accessed by systems that use POSIX requirements 
(Portable Operating System Interface);
Operation Mode: Defines the Storage NFS operation mode, which can be:

Hard;
Soft.

: Extra Options The configuration of this item can be configured based on the configurations and specifications of the NFS server;

 [ ]:Only Logger  If this check box is enabled, the unit will be used exclusively to store the loggers.

For more information on how to create a single IP Object, see this  .page

If the administrator does not know the details of the configuration of the NFS server, he can keep the default values of the interface configuration.

After filling in all fields click   to finish or click   to close the window without making any changes;[ ] [ ]

After saving, for the settings to take effect, it will be necessary to access the  and apply the changes made. For more command queue [ ]
information about the command queue visit the page: . UTM - Command queue

Next, we'll look at how to create   storage.SFTP

https://docs.blockbit.com/pages/viewpage.action?pageId=12461530
https://docs.blockbit.com/display/RC/NGFW+-+FILA+DE+COMANDOS
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Create Storage - SFTP
The "Secure Shell" is a cryptographic network protocol commonly used to connect network services securely, the "SSH File Transfer Protocol" uses these 
features for data transfer and management. This storage model is made available by the system for “Backup/Restore” applications;

To add an SFTP storage, click   and select the "Create Storage SFTP" option, as shown[ ] :

Create Storage SFTP

Configure the SFTP server form to store the backup / restore feature.

Storage - Add SFTP storage
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Description: SFTP store name. Ex.: SFTP  ;Backup
User: User responsible for the SFTP connection. Ex: ;user1
IP: SFTP server IP address. This field will display the existing IP objects, so it is recommended to create a unique IPv4 address object for the 
storage that will be used. Ex.: Storage_SFTP;
Port: SFTP service port. Ex.: 22;

: Directory Storage directory on the SFTP server. Ex.: / / /home user1 backup;
: Simultaneous transfers Defines the limit of simultaneous transfers that the System can make using this particular storage. Ex.: 5;

Compression[ ]: By activating this checkbox the data from this storage will be compressed;

 [ ]:Only Logger  If this check box is enabled, the unit will be used exclusively to store the loggers.

For more information on how to create a single IP Object, see this  .page

After filling in all fields click   to finish or click   to close the window without making any changes;[ ] [ ]

After saving, for the settings to take effect, it will be necessary to access the  and apply the changes made. For more command queue [ ]
information about the command queue visit the page: . UTM - Command queue

After that, we will edit the “SFTP” storage by clicking on the   button in the Action column, the screen below will be displayed.[ ]

https://docs.blockbit.com/pages/viewpage.action?pageId=12461530
https://docs.blockbit.com/display/RC/NGFW+-+FILA+DE+COMANDOS
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SSH - Edit storage SSH

The system will generate a public key to be exported to the SSH server, by clicking on the   icon, after copying the key we will go to the remote [ ]
server where the SSH will be configured.

In the user's .ssh directory where the backup will be stored, for example: “/home/user1/.ssh”, the key that was copied to the authorized_keys directory will 
be saved, as shown in the image below.

SSH - SSH authorized_keys
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When editing the file we will paste the key and save the changes.

SSH - Edit SSH authorized_keys

This completes the Device Storage SFTP settings.

Next, we'll look at how to create   storage.USB
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Create Storage - USB
It is a physical data storage device. Type devices (USB-HDD; USB-SSD) are supported. This “Storage” model is made available by the system for “Backup 
/ Restore” applications.

In order to identify a “USB” type device, it will be necessary to make sure that it is connected, and to make some configurations in the CLI so that the 
assembly, recognition of the device type and configuration of the access unit according to its identification will be done.

To prepare the device so that it is recognized by the system, follow the steps below:

Configuration of USB Storage in the CLI

Initially make sure that the device is connected and that there is no important data stored on it.

ATTENTION: Following this step by step, in some configuration steps some commands will clear all data from the storage device.

        Make sure that you are using a clean device or that the data inside it is not needed.

Access the Blockbit UTM console via , login using the admin user and the personalized password.Terminal

 The default password is:

Login: admin

Password: admin

It is highly recommended to change the default password for the console "admin" user. To change the default password, it is necessary to create 
a secure password. This password must contain at least 8 characters with uppercase and lowercase letters, numbers and special characters. To 
change the password, use the CLI command "passwd", check this   for more information.page

Access to the terminal is restricted, to list the available commands, type:   or .? help

https://docs.blockbit.com/display/RC/NGFW+-+TERMINAL
https://docs.blockbit.com/pages/viewpage.action?pageId=12462677
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Terminal

1. To list the new disk, type: fdisk –l

admin > fdisk -l                                                          
Disk /dev/sda: 320.1 GB, 320072933376 bytes, 625142448 sectors                
Units = sectors of 1 * 512 = 512 bytes                                        
Sector size (logical/physical): 512 bytes / 512 bytes                         
I/O size (minimum/optimal): 512 bytes / 512 bytes                             
Disk label type: dos                                                          
Disk identifier: 0x000b93f6                                                   

Dispositivo Boot      Start         End      Blocks   Id  System              
/dev/sda1   *        2048     1026047      512000   83  Linux                 
/dev/sda2         1026048   625141759   312057856   8e  Linux LVM             

Disk /dev/mapper/root: 21.5 GB, 21474836480 bytes, 41943040 sectors      
Units = sectors of 1 * 512 = 512 bytes                                        
Sector size (logical/physical): 512 bytes / 512 bytes                         
I/O size (minimum/optimal): 512 bytes / 512 bytes                             

Disk /dev/mapper/swap: 4177 MB, 4177526784 bytes, 8159232 sectors        
Units = sectors of 1 * 512 = 512 bytes                                        
Sector size (logical/physical): 512 bytes / 512 bytes                         
I/O size (minimum/optimal): 512 bytes / 512 bytes                             

Disk /dev/mapper/data: 293.9 GB, 293890686976 bytes, 574005248 sectors   
Units = sectors of 1 * 512 = 512 bytes                                        
Sector size (logical/physical): 512 bytes / 512 bytes                         
I/O size (minimum/optimal): 512 bytes / 512 bytes                             

Disk /dev/sdb: 8000 MB, 8000110592 bytes, 15625216 sectors                    
Units = sectors of 1 * 512 = 512 bytes                                        
Sector size (logical/physical): 512 bytes / 512 bytes                         
I/O size (minimum/optimal): 512 bytes / 512 bytes                             

admin  >
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Before formatting the disk, it may be necessary to proceed with partitioning the disk.

Partitioning the disk, run the command: ex.:  fdisk /dev/sdb

admin  >fdisk /dev/sdb
Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help):

Type   to list the parameter / command base of the "fdisk" utility for disk partitioning.“m”

Command (m for help): m
Command action
   a   toggle a bootable flag
   b   edit bsd disklabel
   c   toggle the dos compatibility flag
   d   delete a partition
   g   create a new empty GPT partition table
   G   create an IRIX (SGI) partition table
   l   list known partition types
   m   print this menu
   n   add a new partition
   o   create a new empty DOS partition table
   p   print the partition table
   q   quit without saving changes
   s   create a new empty Sun disklabel
   t   change a partition's system id
   u   change display/entry units
   v   verify the partition table
   w   write table to disk and exit
   x   extra functionality (experts only)

Command (m for help):

Delete the current partition. “d – delete a partition”

Command (m for help): d
Selected partition 1
Partition 1 is deleted

Command (m for help):

Add a new partition.  “n – add new partition”

Command (m for help): n
Partition type:
   p   primary (0 primary, 0 extended, 4 free)
   e   extended
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Select (default p): p
Partition number (1-4, default 1): 1
First sector (2048-31299583, default 2048): 2048
Last sector, +sectors or +size{K,M,G} (2048-31299583, default 31299583):
Using default value 31299583
Partition 1 of type Linux and of size 14.9 GiB is set

Command (m for help):

Save the new partition table to disk. “w – write table to disk and exit”

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

 The system requires that “Disk” devices be formatted according to the EXT4 log file system.

To format the identified disk already partitioned, type: mkfs -t ext4 /dev/sdb1

admin  >mkfs -t ext4 /dev/sdb1
mke2fs 1.42.9 (28-Dec-2013)
Filesystem label=
OS type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
Stride=0 blocks, Stripe width=0 blocks
979200 inodes, 3912192 blocks
195609 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=2151677952
120 block groups
32768 blocks per group, 32768 fragments per group
8160 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208

Allocating group tables: done
Writing inode tables: done
Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting information: done

Once connected to the server and formatted to the EXT4 standard, the device is ready to be listed. For that, we will need to add the storage device in the 
graphic interface of GSM.

Configuration of USB Storage on the Interface
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Click on   and select the "Create Storage USB" option.[ ]

Create Storage USB

The form below will be displayed:

Storage - Add SMB storage

: Description Enter the name of the connection. Ex.: ;SMB
: USB Device Select the USB storage device to be used, if the list does not display anything, see the steps described  ;above

: Simultaneous transfers Defines the limit of simultaneous transfers that the System can make using this particular storage. Ex.: 5.

After filling in all fields click   to finish or click   to close the window without making any changes;[ ] [ ]

After saving, for the settings to take effect, it will be necessary to access the  and apply the changes made. For more command queue [ ]
information about the command queue visit the page: . UTM - Command queue

Next, we will detail how to .delete storages

https://docs.blockbit.com/display/TER/Create+Storage+-+USB#CreateStorageUSB-cli
https://docs.blockbit.com/display/RC/NGFW+-+FILA+DE+COMANDOS
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Storages - Delete Storages
Through the button “Delete Storages” it is possible to delete the selected Storages. To delete from the Actions menu, follow these steps:

1. Select which Storage Device (s) you want to delete. To select, just click with the mouse on the checkbox that is located next to the Name. On selected 

storage devices the checkbox will change from gray to blue  . Ex.: [ ] Test;

Storages – Selection of Storage Devices to delete

2. Enter the    and click on the option “Delete Profile”.actions menu [ ]

Storages – Delete Storage

3. The notification message will appear asking if you really want to delete the selected Profiles:
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Storages – Storages deletion message

If you wish to cancel, click on the   button. To finish, click the  button.[ ] [ ] 

System storage deleted successfully!

After performing these procedures, the profiles will have been successfully deleted.

Next, we will detail the components of the columns.
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Storages - Columns
Below we will explain the content of each column of the Storages tab:

Profiles – Storages

Below we will explain each column:

Checkbox[ ]: By clicking on this check box, the Storage Device is selected to perform other operations;
: Description Displays the description of the registered Storage Device;

:Type  Displays the type of storage, the possible options to be displayed are:
SMB;
NFS;
SFTP;

.USB
Size: Displays the percentage of storage usage for the device in question or indicates that the Storage is being used specifically for logger;

: Actions The “Actions” column is made up of buttons:

[ ]: Edit  It allows to edit the settings of the Storage Device added in the option of the actions menu;

[ ]: Delete  Deletes the profile, it is equivalent to the   option of the actions menu.Delete Storage

For more information on device arrays, see this .page

If you want more information about the High Availability tab, visit this  .page

https://docs.blockbit.com/pages/viewpage.action?pageId=22693450
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System - "High Availability" tab
The "High Availability" tab allows the administrator to configure an active primary GSM management server and a secondary passive (standby) server to 
be used in case of failure. This feature ensures that the system is more resilient by considerably reducing its unavailability and ensuring its normal 
operation regardless of whether the primary server components are not operational.

The secondary server acts in redundancy of the primary, being activated and assuming the operational functions in case of any type of failure in the 
primary server, during this event, the main server will be in standby until the situation has been normalized. When the connection returns to normal, the 
primary server will return to active and the secondary server will be on standby again for any eventual failures that may occur.

The synchronization of the H.A. is resilient, it acts by synchronizing all data in a temporary environment, performs a data integrity validation and then in 
fact replicates it on the server itself. In addition, all deploys that were not completed thanks to a server failure event, will be restarted and the packages 
reapplied ensuring that no data or process is corrupted thanks to any event with the clusters.

By default, the server is installed in Standalone mode, that is, the High Availability feature is disabled. If you want to enable it, change the Operation Mode 
checkbox in Cluster Settings according to which appliance you are configuring, if you want to configure the primary appliance, select the "Primary" option, 
otherwise choose "Secondary" in order to configure the appliance that will be on standby.

ATTENTION: To configure the H.A. the following requirements must be met:

It is mandatory that the two servers have the same computational capacities (Memory, Processor, Storage, etc.), the same models and the same 
versions, regardless of whether it is a physical or virtual appliance.

The H.A. functionality in the Manager settings can only be enabled when there is no integrated Local Logger. Standalone logger is mandatory.

The primary server must be properly licensed and the license must be linked to the two appliances that will be used.

To configure this feature, click on the "High Availability" tab:

High Availability Tab

The following screen will appear, as shown by the image below:
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 - System High Availability

This screen is composed of the panels:

Cluster Settings;
Cluster Interfaces;
Cluster Status.

In addition, we will also exemplify .how to configure appliances with the H.A.

Next, we will analyze the   panel.Cluster Settings
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High Availability - Cluster Settings
In this panel we can find all the basic configurations of the Cluster used by the High Availability features of the GSM, next we will delve into how to 
configure each field.

High Availability - Cluster Settings

Operation Mode: By default, the High Availability feature is disabled (Standalone), to enable it, change this check box according to which 
appliance you are configuring. The available options are:

Standalone: This is the default option, if you have already made another configuration, when selecting "Standalone" again the H.A. will 
be disabled and the system will operate without a secondary server in redundancy;
Primary: Select this option if you want to configure the main cluster;
Secondary: Select this option if you want to configure the appliance that will be on standby.
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Secret Key: Sets the security key for the high availability cluster. The definition of this password is mandatory, in order to guarantee that 
unauthorized synchronism will not occur in the clusters, guaranteeing the trust relationship between both devices. This field is required. Both 
clusters must have the same secret key;
Local Key: Defines the tunnel key, it is a local key that will be used to make the monitoring connection and to synchronize data with the remote 
server. This field is required. The key is automatically generated by the system and it must be inserted in the peer key at the other end. This field 
has the buttons:

Copy[ ]: Its function is to copy the secret key, in order to avoid typing errors in the configuration of the clusters;

Change Key[ ]: This button allows the automatic creation of a random secret key.
Peer IP #1: In this field, the IP address of a redundant server is defined with the function of monitoring the heartbeat and performing data 
synchronism. It is a mandatory field;
Peer IP #2: As in the field above, a redundant IP address for monitoring and synchronization is optionally configured. Peer IP # 2 is activated in 
case of Peer IP # 1 failures. This field is optional;
Peer IP #3: Just as the previous ones, it is set as a redundant IP for monitoring and synchronism. It is activated in case Peers #1 and #2 fail. 
Essentialy, it's an optional field.

 It is possible to configure 1 or 2 heartbeat servers on the Peer IP options.

 On the primary server, one must point the Peer IP of the secondary cluster.

 On the secondary server, the primary cluster's Peer IP must be pointed.

To configure the Peer IP # 1 and # 2 fields, you will need to configure the interfaces previously in the network settings, see this  .page

Peer Key: In this field you must add the "Local Key" of the secondary server (or the primary one, if you are configuring the secondary server). It is 
used to authorize the connection between devices. It is a mandatory field;
Heartbeat Interval: Determines the monitoring interval, defining when the connection and synchronism tests between the Heartbeat interfaces of 
the servers will be performed. The value in this field is defined in seconds. This field is required;
Sync Interval: Sets the sync interval for all settings from the primary to the secondary server. This field is determined in minutes. This field is 
required;
Failover Threshold: Determines the limit of failures in Heartbeat tests, if the maximum value of errors generated by Heartbeat tests is reached, 
the secondary server will be activated and the primary server will go into standby automatically failing over. This field is determined in seconds. Thi
s field is required;
E-mail Notifications: In this field, the administrator can register an address to receive notification emails, messages will be sent in real time in 
failover and synchronism events. In order for notifications to be sent, it is necessary to configure the e-mail tab in Network, for more information, 
see this  ;page

Auto Activation [ ]: If this option is enabled, automatic activation between the Secondary device and the Primary device will be performed. 
Therefore, if the primary machine is disabled and this option is checked, it will activate the secondary machine.

Next, we will detail the content of the   panel.Cluster Interfaces

https://docs.blockbit.com/pages/viewpage.action?pageId=17176348
https://docs.blockbit.com/pages/viewpage.action?pageId=17176357
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High Availability - Cluster Interfaces
Este painel exibe todas as interfaces de rede redundantes em um Cluster de alta disponibilidade. À seguir vamos detalhar os componentes deste painel:

The configuration of the interfaces used by the high availability service cluster supports only IPv4 networks.

High Availability - Cluster Interfaces

Eth [ ]: When you enable this check box, the fields for configuring the interface are enabled and the interface is activated for use by the Cluster;
This is the IP that UTMs use to communicate with the manager. Defines the virtual IP address that will be dynamically started on the Virtual IP: 

active device. This field is required;

 The virtual IP is the address to which the UTMs will communicate with the Manager, and it is also the IP that is used by the cluster that has 
priority, this means that:

If the primary server stops working, the secondary server will assume the virtual IP that has been configured in this field.

Likewise, if the secondary server is no longer needed, the primary will activate and assume the configured virtual IP.

Netmask: Determines the netmask that will be used by the virtual IP address. This field is required;
Virtual MAC: Sets the MAC address of the virtual IP. This field is not mandatory, however, if it is left blank, the MAC address of the appliance 
itself will be used, being susceptible to conflicts with the ARP table.

It is recommended to add a Virtual MAC, this configuration is important to avoid conflicts on the network or with the arp table.

Next, we will detail the   panel.Cluster Status
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High Availability - Cluster Status
The features displayed on this panel make it possible to access the current state of the Cluster, in addition to allowing synchronization and manual 
activation of the secondary server. Next, we will detail the features available on this screen:

High Availability - Cluster Status

At the top of this panel we have the following options:

[ ]:Sync Now   This button has the function of executing the synchronism manually;

[ ]:Active Now   This button performs the manual failover of the clusters, in a normal scenario, for example, when clicking on this button the 
secondary interface will be activated and the primary will be in standby.

In addition, this panel is composed of the fields:

Local State: Displays the current state of the local device and can be:
Primary Active: Demonstrates that the primary Cluster is active;
Primary Standby: Demonstrates that the primary Cluster is in Standby;
Secondary Active: Demonstrates that the secondary Cluster is active;
Secondary Standby: Demonstrates that the secondary Cluster is in Standby;

Active Uptime: Displays how long the Cluster changed its status from Active. This field will not display any information if the cluster enters 
Standby Ex.: 10 days -21:42:07;. 

Note that the Active Uptime field does not refer to how long the server has been on, but when the status was changed to "Active".

Peer Connection: Displays the status of the tunnel connection to the remote device, which can be:
Up: Demonstrates that the connection is working normally;
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Down: Demonstrates that the connection has dropped.
Peer State: Displays the current status of the remote device and can be:

Primary Active: Demonstrates that the primary Cluster is active;
Primary Standby: Demonstrates that the primary Cluster is in Standby;
Secondary Active: Demonstrates that the secondary Cluster is active;
Secondary Standby: Demonstrates that the secondary Cluster is in Standby.

Synchronization Date: Displays the date of the last sync. Ex.: 04/12/2020 -21:42:07;
Synchronization Status: Displays if the status of the last synchronism, which can be:

Success: Demonstrates that the sync was successful;
Error: Demonstrates that there was an error in the timing.

Error Message: In case of any error, this field displays a message specifying what happened, which can be:
Connection: In this case, the message shows that there was an error in the connection between the clusters;
Integrity: This message demonstrates a failure in the integrity of one of the clusters.

Next we will analyze a  .demonstration of how to configure the H.A. in GSM
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High Availability - Example
This section will walk you through setting up a primary and secondary H.A. server.

For more information about H.A. see this .page

This demonstration will take into account the following structure:

High Availability - Structure

The following IPs will be used in this example:

High Availability - IP Addressing

Name IP address     IP Virtual

Primary Cluster 172.31.207.81

172.31.207.80           Secondary Cluster 172.31.207.82

The steps we will take in this demonstration will be:
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1.  ;Primary Cluster Configuration

2.  ;Secondary Cluster Configuration

3. Validation of H.A. Settings

We will start the demo by configuring the   interfaces.Primary Cluster
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High Availability - Primary Cluster Configuration
In this example we will make the following settings:

Configuration of the heartbeat interfaces as the communication with the secondary cluster's IP needs to be functional for the heartbeat to be 
effective;
Primary cluster configuration.

Interface Configuration

Initially, access the Settings menu and click on Network:

Settings - Network

Click on the Interfaces tab:

Interfaces tab

Some details of the interfaces tab will not be considered in this example, if you want more information, see this .page

Configure your network as needed, in this example we will use eth0:

https://docs.blockbit.com/pages/viewpage.action?pageId=17176348
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Eth0 settings

IP Address: The IP address used by the interface. Following the topology, the IP will be 172.31.207.81;
Mask Address: The mask used by this IP address;

Enable [ ]: Select this check box to enable the interface.

Click   to finish the settings:[ ]

In addition, we will configure eth1 to use in heartbeat with the secondary Cluster.

Eth1 settings

IP Address: The IP address used by the interface, in this case we will use IP 10.10.10.1;
Mask Address: The mask used by this IP address;

Enable [ ]: Select this check box to enable the interface.

Click   to finish the settings:[ ]
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The screenshot below shows the Primary Cluster interfaces already configured and enabled correctly:

Network Settings - Interfaces

Next, we'll cover the cluster's H.A. settings:

H.A. Settings

Access the Settings menu and click on the option System:

Settings - System

Click on the High Availability tab:

High Availability Tab

The following screen will be displayed:
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System - High Availability

Next we will detail the panels that we will need to configure.

Cluster Settings

Complete the form as shown below:
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High Availability - Cluster Settings

Operation Mode: As this will be the primary Cluster, select the "Primary" option;
Secret Key: Defines the security key for the trust relationship between the clusters, they will need to use the same key. Ex.: q1Q!q1Q!;

Local Key: To generate a certificate for data synchronization, click the   button;[ ]
Peer Interface #1: In this field is added the interface that will be used to perform the heartbeat with Secondary Cluster, in which case we will use 
eth1;
Peer IP #1: In this field the IP of the interface that will perform heartbeat with the Secondary Cluster is added, for that, we will use the IP of eth1 
of the Secondary Cluster: 10.10.10.2;
Peer Key: In this field you must paste the "Local Key" of the Secondary Cluster;
Heartbeat Interval: We will set the heartbeat interval to 3 seconds; 
Sync Interval: We’ll set the sync interval to 5 minutes;
Failover threshold: We will set the limit to 5 failures;
E-mail Notifications: Add the email that will be used to receive notifications from the H.A. service, in which case we will use: admin@blockbit.

;com

mailto:admin@blockbit.com
mailto:admin@blockbit.com
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Auto Activation [ ]: Finally, we will enable auto-activation so that the cluster is automatically activated in case of failure.

Next, we will configure the virtual IPs.

Cluster Interfaces

Complete the form as shown below:

High Availability - Cluster Interfaces

ETH0[ ]: In this example we will only use the ETH0 interface, so enable it by checking the checkbox;
Virtual IP: Add to the virtual IP that the cluster will assume when they have priority, in the example we will use the IP: 172.31.207.80;
Netmask: Add the IP address mask, in case: 255.255.0.0;
Virtual Mac: The Virtual Mac is optional, in which case we will use it to avoid conflicts in the ARP table. In the example we will use the MAC: 00:
0c:29:f4:f1:ff.

When finishing all the configurations, the screen will be as shown below:
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High Availability - Primary Cluster

To save, click .[ ]

This finalizes the configuration of the primary cluster, next we will .configure the secondary cluster
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High Availability - Secondary Cluster Configuration
After having made the configurations in the , we will make the following configurations in the SecondaryPrimary Cluster :

It is necessary to perform the Installation Wizard of the secondary machine, according to the guidelines on this  .page
Configuration of the heartbeat interfaces as the communication with the IP of the primary cluster needs to be functional for the heartbeat to be 
effective;
Secondary cluster configuration.

Interface Configuration

Access the Settings menu and click on Network:

Settings - Network

Click on the Interfaces tab:

Interfaces tab

Some details of the interfaces tab will not be considered in this example, if you want more information, see this  .page

Configure your network as needed, in this example we will use eth0:

https://docs.blockbit.com/pages/createpage.action?spaceKey=RC&title=GSM+-+ASSISTENTE+DE+INSTALA%C3%87%C3%83O
https://docs.blockbit.com/pages/viewpage.action?pageId=17176348
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Eth0 settings

IP Address: The IP address used by the interface. Following the topology, the IP will be 172.31.207.82;
Mask Address: The mask used by this IP address;

Enable [ ]: Select this check box to enable the interface.

Click   to finish the settings:[ ]

In addition, we will configure eth1 to use in heartbeat with the Primary Cluster.

Eth1 settings

IP Address: The IP address used by the interface, in this case we will use IP 10.10.10.2;
Mask Address: The mask used by this IP address;

Enable [ ]: Select this check box to enable the interface.
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Click   to finish the settings:[ ]

The screenshot below shows the Primary Cluster interfaces already configured and enabled correctly:

Network Settings - Interfaces

Next, we'll cover the cluster's H.A. settings:

H.A. Settings

Access the Settings menu and click on the option System:

Settings - System

Click on the High Availability tab:

High Availability Tab
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The following screen will be displayed:

System - High Availability

Next we will detail the panels that we will need to configure.

Cluster Settings

Complete the form as shown below:
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High Availability - Cluster Settings

Operation Mode: As this will be the Secondary Cluster, select the "Secondary" option;
Secret Key: Defines the security key for the trust relationship between the clusters, they will need to use the same key. Ex.: q1Q!q1Q!;

Local Key: To generate a certificate for data synchronization, click on the button  ;[ ]
Peer Interface #1: In this field, the interface that will be used to perform the heartbeat with Primary Cluster is added, in which case we will use 
eth1;
Peer IP #1: In this field is added the IP of the interface that will perform heartbeat with the Primary Cluster, for that, we will use the IP of the eht1 
of the Primary cluster: 10.10.10.1;
Peer Key: In this field you must paste the "Local Key" of the Primary Cluster;
Heartbeat Interval: We will set the heartbeat interval to 3 seconds; 
Sync Interval: We’ll set the sync interval to 5 minutes;
Failover threshold: We will set the limit to 5 failures;
E-mail Notifications: Add the email that will be used to receive notifications from the H.A. service, in which case we will use: admin@blockbit.

;com

mailto:admin@blockbit.com
mailto:admin@blockbit.com
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Auto Activation [ ]: Finally, we will enable auto-activation so that the cluster is automatically activated in case of failure.

Next, we will configure the virtual IPs.

Cluster Interfaces

Complete the form as shown below:

High Availability - Cluster Interfaces

ETH0[ ]: In this example we will only use the ETH0 interface, so enable it by checking the checkbox;
Virtual IP: Add to the virtual IP that the cluster will assume when they have priority, in the example we will use the IP: 172.31.207.80;
Netmask: Add the IP address mask, in case: 255.255.0.0;
Virtual Mac: The Virtual Mac is optional, in which case we will use it to avoid conflicts in the ARP table. In the example we will use the MAC: 00:
0c:29:f4:f1:ff.

When finishing all the configurations, the screen will be as shown below:
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High Availability - Secondary Cluster

To save, click  .[ ]

This finalizes the configuration on the secondary cluster, then we will .validate the settings

After having made the configurations in the , we will make the following configurations in the SecondaryPrimary Cluster :

Configuration of the heartbeat interfaces as the communication with the IP of the primary cluster needs to be functional for the heartbeat to be 
effective;
Secondary cluster configuration.

Interface Configuration

Access the Settings menu and click on Network:
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Settings - Network

Click on the Interfaces tab:

Interfaces tab

Some details of the interfaces tab will not be considered in this example, if you want more information, see this  .page

Configure your network as needed, in this example we will use eth0:

Eth0 settings

IP Address: The IP address used by the interface. Following the topology, the IP will be 172.31.207.82;
Mask Address: The mask used by this IP address;

https://docs.blockbit.com/pages/viewpage.action?pageId=17176348
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Enable [ ]: Select this check box to enable the interface.

Click   to finish the settings:[ ]

In addition, we will configure eth1 to use in heartbeat with the Primary Cluster.

Eth1 settings

IP Address: The IP address used by the interface, in this case we will use IP 10.10.10.2;
Mask Address: The mask used by this IP address;

Enable [ ]: Select this check box to enable the interface.

Click   to finish the settings:[ ]

The screenshot below shows the Primary Cluster interfaces already configured and enabled correctly:

Network Settings - Interfaces
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Next, we'll cover the cluster's H.A. settings:

H.A. Settings

Access the Settings menu and click on the option System:

Settings - System

Click on the High Availability tab:

High Availability Tab

The following screen will be displayed:
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System - High Availability

Next we will detail the panels that we will need to configure.

Cluster Settings

Complete the form as shown below:



819

High Availability - Cluster Settings

Operation Mode: As this will be the Secondary Cluster, select the "Secondary" option;
Secret Key: Defines the security key for the trust relationship between the clusters, they will need to use the same key. Ex.: q1Q!q1Q!;

Local Key: To generate a certificate for data synchronization, click the   button;[ ]
Peer Interface #1: In this field, the interface that will be used to perform the heartbeat with Primary Cluster is added, in which case we will use 
eth1;
Peer IP #1: In this field is added the IP of the interface that will perform heartbeat with the Primary Cluster, for that, we will use the IP of the eht1 
of the Primary cluster: 10.10.10.1;
Peer Key: In this field you must paste the "Local Key" of the Primary Cluster;
Heartbeat Interval: We will set the heartbeat interval to 3 minutes; 
Sync Interval: We’ll set the sync interval to 5 seconds;
Failover threshold: We will set the limit to 5 failures;
E-mail Notifications: Add the email that will be used to receive notifications from the H.A. service, in which case we will use: admin@blockbit.

;com

mailto:admin@blockbit.com
mailto:admin@blockbit.com
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Auto Activation [ ]: Finally, we will enable auto-activation so that the cluster is automatically activated in case of failure.

Next, we will configure the virtual IPs.

Cluster Interfaces

Complete the form as shown below:

High Availability - Cluster Interfaces

ETH0[ ]: In this example we will only use the ETH0 interface, so enable it by checking the checkbox;
Virtual IP: Add to the virtual IP that the cluster will assume when they have priority, in the example we will use the IP: 172.31.207.80;
Netmask: Add the IP address mask, in case: 255.255.0.0;
Virtual Mac: The Virtual Mac is optional, in which case we will use it to avoid conflicts in the ARP table. In the example we will use the MAC: 00:
0c:29:f4:f1:ff.

When finishing all the configurations, the screen will be as shown below:
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High Availability - Secondary Cluster

To save, click .[ ]

This finalizes the configuration on the secondary cluster, then we will  .validate the settings
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High Availability - Configuration Validation
To perform the validation, we will access the CLI of the Primary Cluster and run some commands, in case you need more information about it, consult this 

.page

One of the simplest tests to validate the functioning of the H.A. is to   the Primary Cluster (172.31.207.81) to the Secondary Cluster (172.31.207.82) ping
and check for an answer, as shown in the image below:

CLI - Validation of communication from the Primary to the Secondary Cluster

It is also possible to carry out these same steps at the other end, following a demonstration using the   command to verify the communication from the ping
Secondary Cluster (172.31.207.82) to the Primary (172.31.207.81):

CLI - Secondary Cluster to Primary communication validation using the Ping command

In addition, after making the configuration, the interface itself displays the current status of both Clusters, in Local State the current state of the machine 
that is currently logged is displayed and Peer State displays the state of the machine at the other end. In the example below we are looking at the Primary 
Cluster panel that is active, while the Secondary Cluster is in Standby:

https://docs.blockbit.com/pages/viewpage.action?pageId=69669920
https://docs.blockbit.com/pages/viewpage.action?pageId=12466639
https://docs.blockbit.com/pages/viewpage.action?pageId=12466639
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Cluster Primary Cluster Status

The same panel follows, but observed at the tip of the secondary Cluster:
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Cluster Secondary Cluster Status

Finally, to ensure that the H.A. is functioning correctly, we can shut down the Primary Cluster, for that we will issue the command   in the CLI of [shutdown]
the primary Cluster. Thanks to the fact that it is no longer available, the secondary will take priority and will rise to the IP 172.31.207.80 previously defined 
in the cluster interfaces. The status panel will reflect these changes, as shown below:

Cluster Secondary Cluster Status after the Primary has been shut down

This concludes the demo, for more information regarding High Availability, see this .page

For more information on the status of High Availability, see this  .page

https://docs.blockbit.com/pages/viewpage.action?pageId=12466700
https://docs.blockbit.com/display/TER/Network+-+Static+Routing
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System - "Certificates" tab
The resources on this tab, allow the administrator to configure his own certification authority, which is a simple and practical way of obtaining the certificate 
that will be used to ensure reliability in accessing the solution's resources.

The purpose of a certification authority is to confirm the ownership of the certificates, confirming that the certificate received when accessing a particular 
website or address really belongs to the entity that is providing it. This is what ensures that you are even securely accessing SSL / HTTPS websites and 
addresses.

It is necessary to configure a CA in this tab to be able to create a SAML identity provider, for more information see this  .page

To access the certificate management interface, access the Certificates tab.

Certificates tab

System - Backups

Next we will detail the fields on this form.

:Country  Determines the country. Ex.: ; US
:State  Sets the state. Ex.: ; New York

:City  Determines the city. Ex.: ; New York
:Organization  Defines the company name. Ex.:Blockbit;

:E-mail  Determines the administrator's email. Ex.: ;admin@blockbit.com
:Organizational Unit  Defines the department. Ex.: QA;

( ):Expires  years  Determines the validity time of the certificate. Ex.: 10 anos;
Hostname: Defines the CA Hostname. Ex.: ;admin@blockbit.com
Keysize: Defines the size that the CA key will have. Ex.: 2048.

When finishing the configuration, click   to save.[ ]

https://docs.blockbit.com/display/RC/Aba+Backups
mailto:admin@blockbit.com
mailto:admin@blockbit.com
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Saving a CA requires the server to generate a new certification body. This action requires reinstallation of the new CA on all devices on the 
network.

If you want to recreate the CA, you must also re-create the Server Certificate, this procedure requires the installation of the new CA on all devices 
on the network. Download the CA and reinstall on all workstations. Remembering that to validate the new CA you must RESTART the server.

This completes the configuration of the certificates tab.

Next we will analyze the   tab.Custom Branding
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System - "Custom Branding" tab
In this tab, the GSM can be customized, being possible to change the product title, icon, background image, menu colors etc. Using these options it is 
possible to customize the GSM according to the visual identity used by the user's company.

The customization of appliances is controlled through a license, therefore, this option will only be available if the user has a valid active customization 
license. If the GSM license allows customization, the custom branding tab will be available.

For more information on how to customize UTMs, see this  .page

System Settings - Custom Branding

:Page title  Defines the name that will be displayed in the title bar in the system window. Ex.: UTM;
:Section  This option customizes the color of the GSM sections (where "Management", "Analytics" and "Settings" appear), this field accepts the 

HEX color code, in addition it is possible to click on the box beside and select the desired color in a color picker with RGBA field Ex.: #89968e.  ;
:Section Font  In this option, the font color of the GSM sections is customized, this field accepts the HEX color code, in addition it is possible to 

click on the box beside and select the desired color in a color picker with RGBA field Ex.: #000000.  ;
: Selected In this option, the color of the selected menus and the top bar of the GSM is customized, this field accepts the HEX color code, in 

addition it is possible to click on the box beside and select the desired color in a color picker with RGBA field. Ex.: #466452;
:Selected Font  In this option, the font color of the selected menus is customized, this field accepts the HEX color code, in addition it is possible to 

click on the box beside and select the desired color in a color picker with RGBA field. Ex.: #fcf9f9;
:Menu  In this option, the color of the menus is customized, this field accepts the HEX color code, in addition it is possible to click on the box 

beside and select the desired color in a color picker with RGBA field. Ex.: #81d47a;
:Menu Font  In this option, the color of the menu fonts is customized, this field accepts the HEX color code, in addition it is possible to click on the 

box beside and select the desired color in a color picker with RGBA field. Ex.: #000000;
:Base  In this option, the base color of the panel where the menus are located is customized, this field accepts the HEX color code, in addition it is 

possible to click on the box beside and select the desired color in a color picker with RGBA field. Ex.: #b4daaa;

:Favicon  Clicking the   button allows you to upload the page's favicon. If you want to view the added image, click [ ] [

, to download click , to delete, click  . The format needs to be PNG or ICO, the minimum dimensions are 24x24, there is no ] [ ] [ ]
maximum size, it is only necessary that the image has the same height and width (must be squared shaped);

:Logo  Clicking the   button allows you to upload the logo used at the top of the menus. If you want to view the [ ]

added image, click , to delete, click  . The format needs to be SVG of dimensions 300x65. There is no maximum size, it is only [ ] [ ]
necessary that the image has different height and width (be rectangular);

https://docs.blockbit.com/display/RC/Templates+-+Config+Template+-+Custom+Branding
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:Background  Clicking the   button allows you to upload an image that is used as a background on the initial [ ]

login screen. If you want to view the added image, click , to delete, click  . The format needs to be PNG or JPG of dimensions [ ] [ ]
1920x1080;

:Preview  Demonstrates the changes that were made to the options above in a preview for checking before actually applying them.

To assist in defining colors:
        It is possible to create or consult a color palette on the website  that provides coloring information at: , , https://coolors.co/generate Color Name HEX

, , , , , , ,  and RGB HSB HSL CMYK LAB RAL HKS Copic Prismacolor.

        If it is necessary to convert from Pantone to RGB, CMYK or HEX, see the converter on the official website at this link: https://www.pantone.com
./color-finder

Here is an example of a template with customization already applied:

Config Template - Custom Branding - Edited template

When applying custom branding on UTM it may be necessary to clear the browser cache to view the changes.

To access the cache deletion window just use the command "ctrl + shift + del".

If you are not satisfied with the changes made, click   to restore the default settings.[ ]

To save changes, click [ ].

https://coolors.co/generate
https://www.pantone.com/color-finder
https://www.pantone.com/color-finder
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Saved successfully

After performing these procedures, the firewall customization was successful.

For more information on the tabs in System, see this  .page
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System - Certificates tab
The resources on this tab, allow the administrator to configure his own certification authority, which is a simple and practical way of obtaining the certificate 
that will be used to ensure reliability in accessing the solution's resources.

The purpose of a certification authority is to confirm the ownership of the certificates, confirming that the certificate received when accessing a particular 
website or address really belongs to the entity that is providing it. This is what ensures that you are even securely accessing SSL / HTTPS websites and 
addresses.

It is necessary to configure a CA in this tab to be able to create a SAML identity provider, for more information see this  .page

To access the certificate management interface, access the Certificates tab.

Certificates tab

System - Backups

Next we will detail the fields on this form.

:Country  Determines the country. Ex.: ; US
:State  Sets the state. Ex.: ; New York

:City  Determines the city. Ex.: ; New York
:Organization  Defines the company name. Ex.:Blockbit;

:E-mail  Determines the administrator's email. Ex.: ;admin@blockbit.com
:Organizational Unit  Defines the department. Ex.: QA;

( ):Expires  years  Determines the validity time of the certificate. Ex.: 10 years;
Hostname: Defines the CA Hostname. Ex.: ;admin@blockbit.com
Keysize: Defines the size that the CA key will have. Ex.: 2048.

https://docs.blockbit.com/display/RC/Aba+Backups
mailto:admin@blockbit.com
mailto:admin@blockbit.com
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When finishing the configuration, click   to save.[ ]

Saving a CA requires the server to generate a new certification body. This action requires reinstallation of the new CA on all devices on the 
network.

If you want to recreate the CA, you must also re-create the Server Certificate, this procedure requires the installation of the new CA on all devices 
on the network. Download the CA and reinstall on all workstations. Remembering that to validate the new CA you must RESTART the server.

Import Certificates
This option allows the upload of .CRT or .PEM format certicates:

Certificates - Import Certificate

When clicking , the upload screen will appear:Import Certificate
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Import certificates - .PEM files

Name: Insert a customized name for the certificate;
Upload .PEM: Select the  certificate to be used;.PEM
Certificate: Insert the certificate's name;
Private Key: Field for the insertion of the certificate's validation key.

When selecting  the , the "upload key" field will be displayed:.CRT option

Import Certificates - .CRT files

Name: Insert a customized name for the certificate;
Upload .CRT: Select the .CRT certificate to be used;
Certificate: Insert the certificate's name;
Upload .KEY: Field used to select the  file;.KEY
Private Key: Field for the insertion of the certificate's validation key.

Revokation
This option allows the upload of .CRT format certicates:
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Certificates - Revokation Certificate

The revocated certificates list can be updated by these methods:

Importing a Revoked Certificates List, normally a ".crl" file; 
Throught a LDAP server;
Throught a web server.

This completes the configuration of the certificates tab.

Next we will analyze the   tab.Custom Branding
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Network
Through the "Network" button it is possible to change the network settings.

Settings – Network

The System screen will appear with the "General" tab pre-selected, as shown below:

Settings - Network - "General" tab

The Network Settings screen has the following tabs:

General;
Interfaces;
E-mail.

We will describe the features below.



835

Network - "General" tab
This screen allows you to change the server settings:

Network Settings

:Gateway  Default network route address. Ex.: 172.16.102.1;
 1:DNS Server  . Ex.: 176.16.102.161;Set the network or internet DNS server
 2:DNS Server  . Ex.:  8.8.4.4;Set the secondary DNS for your network or the internet Secondary Google DNS
 1:NTP Server  Set the clock synchronization server. Ex.: ;a.ntp.br
 2:NTP Server  Set the secondary clock synchronization server. Ex.: .b.ntp.br

Enable Auth: Enables PEERS/Server authentication support; 
Key ID: Enter Peer key;
Server Key: Enter Sever key;
Type Key: Select key type (MD5, SHA1 or SHA256).

Click the  button located in the upper right corner of the screen to save the changes made to the settings.[ ]

http://a.ntp.br
http://b.ntp.br
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Network - "Interfaces" tab
This screen allows you to change the network interface settings.

Network Interfaces

: Name The name of the network interfaces. Ex.: eth0;
: Address Blockbit GSM IP address. Ex.: 172.16.102.235;

: Mask Define the Net mask. Ex.: 255.255.254.0;

Status: Determines whether the network interface is  or , to activate the status, edit the interface;enabled [ ] disabled [ ]

: Action By clicking on the , you can edit the network settings;[ ] button

: Reload Interfaces button Clicking on the  button updates the number of network interfaces in Blockbit GSM.refresh [ ]

To edit an interface's network settings follow the steps below:

1. In the Action column, click the   button. Fill in the data you want to edit:[ ]

: Address Blockbit GSM IP address. Ex.: 10.0.0.1;
: Mask Define the Net mask. Ex.: 255.255.255.0.
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Edit Interface.

2. To save changes, click , otherwise click   to close the window.[ ] [ ]

Click on the synchronize   button located in the upper right corner of the screen to save the changes made to the settings.[ ]
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Network - "E-mail" tab
This screen allows you to change the settings for sending and receiving notifications via e-mail.

E-mail

Below we will analyze each field of the form:

: Server Determines the email server. Ex.: ;smtp.blockbit.com
: Port Determines the port to be used. Ex.: 587;
: User The user's email. Ex.: ;user@blockbit.com

: Password The password to be used;
: Security The type of encryption having three options: “SSL”, “TLS” and “none” (no encryption).

 

After completing the fields, it is recommended to perform a check by clicking the  button, then we will analyze this procedure:[ ]configurations

Settings button: When clicking on the   button a check is made on the server to detect if it is working correctly. A [ ]configurations
validation on the access credentials is performed and, finally, a check is performed on the door service, being able to display three messages:

: SMTP connection ok If the settings are working correctly, as shown in the image below;

SMTP connection ok

: SMTP connection failed If there is an error in the server settings, as exemplified by the image below;

http://smtp.blockbit.com
mailto:user@blockbit.com


839

SMTP connection failed

: SMTP invalid login If the credentials are incorrect, as shown in the image below.

SMTP invalid login

Click    located in the upper right corner of the screen to save the changes made to the settings.save [ ]



840

Administration
Through the “Administration” button it is possible to change the GSM administrative settings.

To do so, click on the appropriate option as shown below:

Settings – Administration

The Administration screen will appear with the “Users” tab pre-selected, as shown below:

Settings – Administration

The Administration screen has the following tabs:

Administrators;
Users Profiles;
Auth Servers;
Identity Provider;
Audit Log;
Access Control.

We will describe below all the features of this screen.



841

Administration - "Administrators" tab
In the "Administrators" tab it is possible to register users with an administrative profile in Blockbit GSM.

Blockbit GSM allows two or more administrator profile users simultaneously. 

The "Administrators" tab consists of six columns: "Name", "E-mail", "Profile", "Type", "Auditor", "Actions" and the search bar, which is located at the top of 
the screen, as well as the action menu.

If it is not already selected, click on the "Administrators" tab.

Administrators tab

The screen shown by the image below will appear:

Administration - Administrators

This section will cover the , Editing and   of administrator usersRegistration Removal

Next, we'll look at each component of this panel.
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Administration - Administrators - Actions Menu
At the top right of the screen we have the actions menu:

Users - Actions menu button

By clicking on this button the menu below is displayed:

Users - Actions menu

The menu consists of the following options:

Create User;
.Delete User

Next, each option in the action menu will be detailed.
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Administrators - Actions Menu - Create User

When accessing the    and clicking the “Create User” button, the “Create Admin User” form will appear, as illustrated by the image actions menu [ ]
below.

Administration – Create Admin User.

In this form it is possible to create a new user with their respective access profile, according to the fields below:

:Name  Defines the Username. Ex.: “Admin”;
: E-mail The user's access email. Ex.: “admin@ ”;blockbit.com
: Profile In this session it is possible to determine the access profile of the user being registered. Select the profile previously registered in the 

“Profiles” tab in the drop-down list. Ex.: “  - ”;WebFilter Admins
Type: Defines whether the administrator user will log in locally or perform remote access to the system. If you selected "Remote" the form will 
display the field for selecting the type of server instead of the password and confirmation of the same. See the image below for more information;
Server: If in "Type" the option "Remote" has been selected, this field will be displayed instead of "Password" and "Confirm Password". Select the 
remote server to be used for remote authentication, the items present in this checkbox are added to the   tabServer ;

:Password  If in "Type" the option "Local" has been selected, this field will be displayed instead of "Server" ;. Enter user password
:Confirm Password  Just like "Password", this field is only available in local access, its function is to confirm the password security, type it again;

Auditor: This checkbox determines whether the user has access as an “Auditor”.

http://blockbit.com
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As mentioned earlier, if the "Remote" option is selected in the "Type" field, the "Server" field will be displayed, as shown in the image below:

Administration – Create Admin User

Click the   button to save all changes, otherwise, click   or the   at the top right of the screen to close the window.[ ] [ ] [ ]
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Administrators - Actions Menu - Delete User
The “Delete User” button in the action menu is used to remove users who were previously selected by clicking on the checkbox. As shown below:

Administration - Selection for removal

After selecting this option, a verification message will appear requesting confirmation.

Delete User

When you click , the selected users will be removed. If you click , this verification message will be dismissed [ ] [ ]
without performing any removal.
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Administration - Administrators - Columns
Below we will explain each column of the Administrators tab:

Administration - Users

[Select ]: Allows you to select one or more users;
:Name  Displays the name of the Blockbit GSM administrator user;
:E-mail  Displays the E-mail of the registered user;
: Profile Determines the user profile, this profile is configured in the   tab;Users Profiles

Type: Displays whether the administrator user will log in locally or perform remote access to the system. This option is configured when creating 
the user;

: Auditor  If the user has an auditor's permission, the   icon will be displayed. This option is configured when [ ] creating the user;
API: Allows the user to enable the use of the API for collecting individual data from NGFWs (and from Firewall, Policies, IPS, from other devices 
as well), having as output an external secure platform.

: Actions Provides the following essential functions:

[Edit ]: Allows you to edit one of the   users;added

[Delete ]: Allows you to   a user.delete

API RESTful

The GSM API collects data from other NGFWs in JSON format through a server service. The GSM uses a RESTful API (Representational State Transfer) 
that consists on a system of architectural communication constrictions which allows the exchange of information between different systems in a safe way 
through the network. In this document we will analyze the operational details of this function.

In Administration  Administrators, we have the "API" column showing the [ ] sign for administrator users with the API on. In order to enable it, just edit a 
preexisting administrator user profile or create one, and mark the “API” option, as we can see on the image bellow:
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Editing an administrator user profile.

Name: Enter the GSM username.
E-mail: Enter the user's e-mail for the login.
Profile: Choose between READ-ONLY and READ-WRITE, to moderate the user permission between just reading, or reading and editing.
Type: Choose between Local or Remote access (Local is ised for users created on this very same GSM).
Password: Enter the password.
Auditor: Users with full-fledged administrator access. If limited is selected, any changes done on the system by this user will go through an audit 
process.
API Access: Mark this option to enable the GSM API, making it possible for NGFWs data to be accessed remotely through the API.

This way, the Firewall, Web Filter and IPS information will be sent to the safe platform out of the GSM. Bellow is some of the information that will be 
provided by the GSM through the API:

 Appliance information: NGFW's name, firmware version, status (up or down), License status (Active/expired).
Firewall information: Number of connections, users, data traffic.
Intrusion Prevention System IDS/IPS: Amount of detected attacks, Total alerts and blocked threats, Top 10 signatures, Top categories, Top 
risk, Allow filter (6 months, 3 months, 1month, 7 days, 3days, 24 hours, 12 hours), Initial and final hour.

 Consumption by PolicyPolicies application: ; total traffic by IP/user, Total services, Ports and consumption; Allow filter (6 months, 3 months, 
1month, 7 days, 3days, 24 hours, 12 hours), Initial and final hour.

For further detail on the functioning of the GSM API click here and access the .GSM API manual

https://s3.amazonaws.com/docs.blockbit.com/GSM/GSM+API.pdf
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Administration - "Users Profiles" tab
In the "Users Profiles" tab, we can see the Profiles of Blockbit GSM administrators, its function is to determine the level of access and restriction that users 
configured with a certain profile will have within the system. This feature guarantees more specificity in the management of permissions of administrative 
users.

The "Users Profiles" tab consists of the columns: "Profile" and "Actions" and in addition, at the top of the screen are the search bar and the actions menu.

Click on the "Users Profiles" tab.

Users Profiles tab

The screen shown by the image below will appear:

Administration - Users Profiles

This section will cover the , Editing and   of GSM administrator profiles;Registration Removal

Next, we'll look at each component of this panel.
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Administration - Users Profiles - Actions Menu
At the top right of the screen we have the actions menu:

Users - Actions menu button

By clicking on this button the menu below is displayed:

Administrators - Actions menu

The menu consists of the following options:

;Create Profile
Clone Profile;

.Delete Profile

Next, each action menu option will be detailed.
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Users Profiles - Actions Menu - Create Profile
In this option it is possible to create a user profile and configure the access permissions that he will have within the system. When creating a user and 
linking this profile, all settings made in this session will take effect.

To create a new profile, access the actions menu   and click on the “Create Profile” button.[ ]

Menu de Ações - Create Profile

The configuration screen for the administration profiles will appear, as shown below:
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Create Profile

The “Profile” section allows you to define the permissions that the profile will control, next we will detail all the fields on this screen: 

:Name  Administration profile name. Ex.: “ ”;Web Filter - Admins
:Devices  Allows you to select which devices these options will be applied to;

:Device Groups  Allows you to select to which groups of devices the options will be applied. Ex.: “ ”;Pool Web Filters
: Manager Displays several expansive menus with sets of modules and configurations of the Blockbit GSM Manager, it is possible to control 

access through the checkboxes, having the following permissions: “None”, “Read Only” and finally, “Read” and “Write”. The options are:
:Devices  Device Manager, Device Communities, and Device Template;
:Policies  Policy Manager and Policy Templates;

:Users  Users and Users Groups;
: Objects These are object types, Addresses, Services, Times, Schedules, Dictionaries and Content Types;
:Settings  User menu, System, Network and Admin screens;
: Deploys Deploys Panel screen.

: Analyzer Displays several expansive menus with sets of modules and configurations of the Blockbit GSM Analyzer, it is possible to control 
access through the checkboxes, having the following permissions: "None", "Read Only" and finally, "Read" and "Write". The sets are:

:Analysis  Network Traffic, Police Usage, Web Filter, Application Control, Intrusion Prevention, Threat Protection and User Behavior;
:Reports  This is the reporting panel, your only option is “Reports”;

:Events  If you refer to the events panel, your only option is “Events”;
: Loggers Determines access to the “Loggers” panel, which is your only option.

To define the desired permissions, select the item, expand the option using the plus   button (if necessary) and click with the mouse on the selection [ ]

icon , as shown in the example below:[ ]
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Create Profile - Example

Click the save   button to save the profile, otherwise, click cancel , or the   at the top right of the screen, to return to [ ] [ ] [ ]
the “Profiles” tab.

Administration profiles have been successfully created.

After creating this profile, you can link it to a specific user so that your settings are applied, for more information, see this .page
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Users Profiles - Actions Menu - Clone Profile
The “Clone Profile” button on the action menu serves to duplicate profiles that were previously selected by clicking on the checkbox. As shown below:

Administration - Users Profiles - Selected item

After selecting the items to be cloned, select the option in the   :actions menu [ ]

Actions Menu - Clone Profile

A verification message will appear requesting confirmation:

Clone Profile - Cloning confirmation message
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When you click , the selected profiles will be duplicated. If you click , this verification message will be dismissed [ ] [ ]
without performing any removal.
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Users Profiles - Actions Menu - Delete Profile
The “Delete Profile” button in the action menu serves to remove profiles that were previously selected by clicking on the checkbox. As shown below:

Administration - Users Profiles - Selected item

After selecting the items you want to delete, select the option in the :actions menu [ ]

Actions Menu - Delete Profile

A verification message will appear requesting confirmation:

Delete Profile - Deletion confirmation message
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When you click , the selected profiles will be duplicated. If you click , this verification message will be dismissed [ ] [ ]
without performing any removal.



857

Administration - Users Profiles - Columns
In the following we will explain each column of the Users Profiles tab:

Profiles

[Select ]: Allows you to select one or more profiles;
:Profile  Displays the name of the administrator profiles created in  ;Create Profile
:Actions  Provides the following essential actions:

[Edit ]: Allows you to edit one of the profiles created in the   option;Create Profile

[Delete ]: Allows you to delete a profile, it is the equivalent of the   option.Delete Profile
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Administration - "MFA" tab 2.5.0
The MFA (Multi-factor Authentication) option allows he generation of a unique key to be utilized along with the Google Authenticator app, for the users 
validation using an MFA token.

MFA (Multi-factor Authentication) tab

The following screen will be displayed:

Administration - MFA

Initially the "Enabled" field, on the upper left corner of the screen, must be marked.

After the activation of the service, a list containing all of the management users will be displayed. By clicking on the " " button, it will be possible to 
select a user and generate them a key.
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Validation key generation

List of users that have an assigned validation key

By clicking the Copy [ ] or Delete [ ] buttons it's possible to copy or delete a key.

After having generated the key it's necessary to have the "Google Authenticator" app on another device (a smartphone, or notebook). On the App, click the 
"+" option  "Insert validation key" and insert the key generated on the GSM for validation. Select the "time-based key" type.

By doing so, a six-digit validation token will be issued for the user.
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Google Authenticator - Access Tokens

After having obtained the token, access the authentication portal and log in:
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Login screen

:Login  Insert the username/e-mail.

Password: On this field, use the password that's been registered for this user.

MFA Token: On this field the MFA Token, that was obatained from the google authenticator app, must be inserted.

After filling these fields, click on "Login".

About the s:Token

The  are meant to be used only once. The user can use up to 3 , (the current, the previous and the next ones) uppon the attempt to use  tokens  tokens
another , the user becomes invalid. In case the  is typed in wrongly thrice, the user becomes invalid for 30 seconds.  token token

It's important to remember that the  is changed often, so when logging in, one must consult the token on the .token Google Authenticator App

Next, we will analyze every component on this panel.
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Administration - "Auth Servers" tab
In the "Auth Servers" tab, it is possible to register servers with the function of allowing authentication of administrator profile users with remote login. 

The "Auth Servers" tab consists of five columns: "Server Name", "Primary Server", "Secondary Server", "Authentication Type" and "Actions" and in 
addition, at the top of the screen are the search bar and the actions menu.

Click on the "Servers" tab.

Auth Servers Tab

The screen shown by the image below will appear:

Administration - Auth Servers Tab

This section will cover:

Registration and Editing of   and   serversRadius Ldap ;
Removing the servers;
How to test that a   is working.user's authentication on the server

Next, we'll look at each component of this panel.
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Administration - Auth Servers - Actions Menu
At the top right of the screen we have the actions menu:

Users - Actions menu button

By clicking on this button the menu below is displayed:

Administration - Actions menu

The menu consists of the following options:

Create Radius;
Create Ldap;

.Delete Server

Next, each action menu option will be detailed.
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Create Radius
In this form it is possible to create a new remote RADIUS server.

For more in-depth information regarding the characteristics of a RADIUS server, see this UTM manual page.

When accessing the  and clicking on the option “Create Radius”, the form “Create Server” will appear, as illustrated by the image actions menu [ ]
below.

Administration – Create Radius

Next, we will detail each field of this form.:

:Server Name  Defines the server name for identification, this name will be displayed in the  . Ex.: “Radius Server”;columns
: Primary Server Determines the IP address of the primary Radius authentication server; 

: Port Defines the port used by the primary server. Ex.: 10;
:Secret  Determines the pre-shared key (Pre-Shared Key or PSK). This is the secret shared between the authentication server “Radius” and the 

account server “Blockbit UTM”. Ex.: blockbit.utm;
: Secondary Server Sets the IP address of the secondary Radius authentication server; 

: Port Determines the port used by the secondary server;
:Secret  Defines the pre-shared key (Pre-Shared Key or PSK). Secret shared between the “Radius” authentication server and the “Blockbit UTM” 

account server. Ex.: blockbit.utm;
: Authentication Type Determines which type of authentication protocol will be used, the available options are:

MSCHAP;
CHAP;
PAP. 

:NAS IP Address  This is the IP address of devices capable of receiving requests from authentication clients and forwarding the request to the 
network's Radius server: Wireless Routers, Switches or your own UTM Device.

https://docs.blockbit.com/display/RC/Servers+-+RADIUS+Server
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Click the   button to save all changes, otherwise click   or the   at the top right of the screen to close the window.[ ] [ ] [ ]

Server saved successfully

Note that despite having created the RADIUS server, there is no self-registration of the administrator users, for that it is necessary to access the 
administrator user screen and create this user, pointing out which server he belongs to.



866

Create LDAP

When accessing the    and clicking on the “Create LDAP” option, the “Create Server LDAP” form will appear, as illustrated by the actions menu [ ]
image below.

Administration – Create Server LDAP

This window is made up of the tabs:

;Settings
.User Filter

Next, we will analyze all the components of each of these side flaps.

Settings

The settings tab is made up of the following fields:

https://docs.blockbit.com/display/TER/Create+LDAP#CreateLDAP-User_Filter
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Administration – Create Server LDAP

Name: Defines a name for the sync connection, this name will be displayed in the Ex.:  columns.  Primary DC;

[ ]:SSL  If the service is running on SSL, enable this checkbox;
:Primary Server  Sets the primary IP address of the domain controller. Ex.: 172.16.102.191;

Port: Determines the port for connecting to the domain controller. Ex.: 389;
Login: Defines a Windows server user with rights to search the LDAP database, usually a member of the administrators group. Ex: “administrador

”@dominioc.com
:Password  Determines the user's password;

:Secondary Server  Sets the secondary IP address of the domain controller. Ex.: 172.16.102.192;
Port: Determines the port for connecting to the domain controller. Ex.: 389;
Login: Defines a Windows server user with rights to search the LDAP database, usually a member of the administrators group. Ex: “administrador

”@dominioc.com
:Password  Determines the user's password.

To continue configuring, access the next side tab:  .User Filter

User Filter

In this tab, the fields referring to the user search base and their respective filters in the LDAP base of the Windows AD server are configured.

https://docs.blockbit.com/display/TER/Administration+-+Server+-+Colunas
mailto:administrador@dominioc.com
mailto:administrador@dominioc.com
mailto:administrador@dominioc.com
mailto:administrador@dominioc.com
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Authentication –  – Add Windows Server User filter

Configure the “Base”, “Filter” and “Login Attribute” fields, according to the LDAP database data of the respective Windows server.

For the configuration of a Windows AD server with LDAP, it is necessary to manually change the fields to have the values below:

Filter: (&(objectclass=user)(objectclass=person)(!(objectclass=computer)))
Attribute login: userPrincipalName

Click the   button to save all changes, otherwise click   or the   at the top right of the screen to close the window.[ ] [ ] [ ]

Server successfully saved

Note that despite having created the LDAP server, there is no self-registration of administrator users, for that it is necessary to access Administration - 
."Users" tab and create this user, pointing out which server he belongs to
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Delete Server
The “Delete Server” button in the action menu serves to remove servers that were previously selected by clicking on the checkbox. After selecting this 
option, a verification message will appear requesting confirmation.

Delete Server

By clicking  , the selected servers will be removed. If you click , this verification message will be dismissed without [ ] [ ]
performing any removal.
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Administration - Auth Server - Columns
Below we will detail each column of the Servers tab:

Administration - Auth Servers Tab

[Select ]: Allows you to select one or more servers;
:Primary  Sets the IP address of the primary server;

: Secondary Sets the IP address of the secondary server;
: Type Displays the type chosen when creating the server, which can be LDAP or RADIUS;

: Actions Provides the following essential functions:

[Edit ]: Allows you to edit one of the servers created in the   or   option in the actions menu;Create Radius Create LDAP

[Test Connection ]: Allows you to test the connectivity of a server;

[Test Authentication ]: Allows you to test if a user's authentication on the server is occurring correctly, check this   for more page
information;

[Delete ]: Allows you to   a server.delete
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Server - Test Authentication
This screen is for testing whether authentication is working correctly.

When clicking on the     button the screen below will be displayed:Test Authentication [ ]

Test Authentication

User: Enter the user;
Password: Enter the user's password.

The user that can be used in this panel must have been added in the User tab with the type "Remote", for more information check this  .page

To test authentication, click   to test authentication or click   to close the window.[ ] [ ]
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Administration - "Identity Provider" tab
This tab contains the necessary resources to configure the integration with the SAML identity provider (Security Assertion Markup Language), it is an XML-
based opensource authentication protocol for authentication between an identity provider and a service provider (service provider). This feature is a single 
sign on standard used to integrate multiple web authentication (http) applications with the GSM. It works by allowing the user to enter their login and 
password for an external identity provider instead of performing the standard login via GSM.

When a user accesses a service provider application (in this case, the GSM), the identity provider requests the user's login and password to confirm his 
identity, if the credentials are correct, he sends an authentication statement (this being predetermined by SAML) to the service provider so that it can 
define the access control of the user who made the request. 

The identity provider is a trusted third-party application that generates, stores and manages user identification data, it transmits a SAML-based authenticity 
assertion when this user's credential is validated, in addition, it is able to provide authentication services to multiple service provider, allowing its users to 
log in to any application that is compatible with this technology.

When enabling this option, the GSM will act as a service provider, allowing the user to use the identity provider to log in and also offering the necessary 
mechanisms for integration with the selected identity provider.

SAML does not specify which authentication method will be used in the identity provider, and it is possible to use multi-factor authentication, RADIUS, 
LDAP, Active Directory and etc, according to the selected provider.

The advantages of this feature are:

Prevents the user from having to remember multiple passwords to access different applications;
Thanks to the system being outsourced and based on a reliable server, security in the login process is improved;
Because it depends on less access, it reduces attack vectors where an exploit can be applied.

To access these features, click on the "Identity Provider" tab:

Identity Provider Tab

The following screen will be displayed:

Administration - Identity Provider
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This screen is made up of panels:

Service Provider;
Identity Provider.

Next, we will analyze the components of each of these panels.
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Identity Provider - Service Provider
This panel contains the necessary resources to configure GSM as a Service Provider. Next we will detail how to configure this form:

Identity Provider - Service Provider

SAML SSO Enabled [ ]: By selecting this check box, the system enables SAML-based Single Sign On;
 Defines the name of the Service that will be passed to the Identity Provider;Service Name:

 The service name will be used in requests from the identity provider and will be sent by URL, so it will be necessary to follow the syntax, follow 
the accepted characters:

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789-._~:/?#[]@!$&'()*+,;=

For more information, see  .RFC 3986

 Determines a description to facilitate identification of the service;Service Description:

https://tools.ietf.org/html/rfc3986#section-2
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 This option allows the user to generate a self-signed certificate or import an external certificate from the Identity Provider, which can Certificate:
be public or private. This field contains the following options:

 This button allows you to add a new certificate automatically, for more information about the certificate window, Add Certificate [ ]:
see this  ;page

   The button allows certificates generated by the Identity Provider to be imported, for more information on the Import Certificate [ ]:
import window, see this  ;page

 This button allows you to download the certificate.Export Certificate [ ]:

 Determines the base URL of the service that will be redirected by the Identity Provider, this field accepts IP or FQDN. When changing URL Base:
the URL base information, all fields below will receive information regarding the service provider;

 In this field, the URL of the Identity Provider Login service is added, it is used to return messages, this URL is automatically URL Base Login:
generated using the information from the URL Base as a reference;

 In this field, the URL of the Logout service that the Identity Provider will use to return messages is determined, this URL is URL Base Logout:
automatically generated using the information from the URL Base as a reference;

 This field defines the URL of the Metadata service that the Identity Provider will use if it is necessary to import the URL Base Metadata:
information from above about the Service Provider, this URL is automatically generated using the information from the URL Base as a reference.

Click on the   button to export all metadata in XML format, making it possible to impose this file on the Identity Provider interface, this information is [ ]
necessary to federate the service server (GSM) and close the communication with the Identity Provider.

For more information about the certificate import window, see this .page

For details on configuring the Identity Provider panel, see this .page

https://docs.blockbit.com/display/TER/Identity+Provider+-+Service+Provider+-+Add+Certificate
https://docs.blockbit.com/display/TER/Identity+Provider+-+Service+Provider+-+Import+Certificate
https://docs.blockbit.com/pages/viewpage.action?pageId=49843136
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Identity Provider - Service Provider - Add Certificate
The resources in this window allow the administrator to configure his own certification authority, which is a simple and practical way of obtaining the 
certificate that will be used to ensure reliability in accessing the solution's resources.

The purpose of a certification authority is to confirm the ownership of the certificates, confirming that the certificate received when accessing a particular 
website or address actually belongs to the entity that is providing it. This is what ensures that you are even securely accessing SSL / HTTPS websites and 
addresses.

It is necessary to configure a CA in this tab to be able to create a SAML identity provider, for more information see this  .page

System - Backups

Next we will detail the fields on this form:

:Country  Determines the country. Ex.: ; US
:State  Sets the state. Ex.: ; New York

:City  Determines the city. Ex.: ; New York
:Organization  Defines the company name. Ex.: Blockbit;

:E-mail  Determines the administrator's email. Ex.: ;admin@blockbit.com
:Organizational Unit  Defines the department. Ex.: QA;

( ):Expires  years  Determines the validity time of the certificate. Ex.: 10 years;
Hostname: Defines the CA Hostname. Ex.: ;admin@blockbit.com
Keysize: Defines the size that the CA key will have. Ex.: 2048.

https://docs.blockbit.com/display/RC/Aba+Backups
mailto:admin@blockbit.com
mailto:admin@blockbit.com
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When finishing the configuration, click   to save or   to close this window.[ ] [ ]

Saving a CA requires the server to generate a new certification body. This action requires reinstallation of the new CA on all devices on the 
network.

If you want to recreate the CA, you must also re-do the Server Certificate, this procedure requires the installation of the new CA on all devices on 
the network. Download the CA and reinstall on all workstations. Remembering that to validate the new CA you must RESTART the server.

Next, let's look at the   button.Import Certificate
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Identity Provider - Service Provider - Import Certificate
This window allows the addition of a self-signed certificate, which can be a public or private key, then we will analyze the components of the form:

Identity Provider - Add Certificate

Certificate Type: This option determines the type of certificate that will be used. The selection determines which fields will be displayed on the 
form, the options are:

(.crt/key)[ ]: In case the (.crt/key) option is enabled the Certificate fields- Public Key (.crt) and Certificate - Private Key (.key) will be 
displayed;

(.pem)[ ]: If the option (.pem) is enabled, the Certificate field (.pem) will be displayed.
Certificate - Public Key (.crt): This field allows the addition of the public key of the certificate (.crt);
Certificate - Private Key (.key): This field allows the addition of the certificate's private key (.key);
Certificate (.pem): If you have selected the option (.pem), just add the certificate in this field.

For more information on the Service Provider panel form, see this ;page

To access information about the Identity Provider panel, see this .page
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Identity Provider - Identity Provider
In this section, you will find the resources needed to setup the GSM synchrony with the . Next, we will provide details on how to configure Identity Provider
this form:

Identity Provider

Entity ID: Defines the URL that will be used to make the communication and set the  up. This field is mandatoryIdentity Provider ;
Single Sign On Service URL: Determines the Single Sign On URL that will be used in the GSM login by the Identity Provider. This field is 
required;
Single Log Out Service URL: Defines the GSM Single Log Out URL by the Identity Provider. This field is not mandatory. When adding some 
information in this field, the SLO Binding option is enabled;

Note that some identity providers do not require the configuration of the Logout service.

SSO Binding: Defines which bind method will be used by HTTP requests for the Login service, which can be:

Post [ ]: When selecting this option, the POST method will be used, transferring the Login request through the body of HTTP;

Redirect [ ]: When selecting this option, the GET method will be used, transferring the Login request by URL.
SLO Binding: For this option to be enabled, it is necessary to complete the field Single Log Out Service URL. This option defines which bind 

:method will be used by HTTP requests for the Logout service, which can be
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Post [ ]: When selecting this option, the POST method will be used, transferring the Login request through the body of HTTP;

Redirect [ ]: When selecting this option, the GET method will be used, transferring the Login request by URL.

ATTENTION: The fields regarding Binding must comply with the requirements of the Identity Provider, otherwise the service will not work. For 
that, analyze the XML that is being imported, to check which Binding method is necessary, if it is not possible to access the Indetity Provider, it is 
advisable to reassess whether the selection in the SSO Binding configuration is correct.

Certificate: In this field, the certificate generated by the Identity Provider must be pasted. Its function is to validate the assertions of the Identity 
;Provider

Named ID Format: This checkbox defines what will be the formatting of Name ID that will be used by SAML. The Name ID determines which 
information is a priority in the login process, this is changed according to the XML import, each Identity Provider supports a version of Name ID 
Format, so select the version indicated for your provider;

ATTENTION: The Name ID Format must be in accordance with the requirements of the Identity Provider, otherwise the service will not work. To 
do so, select the option required by your provider.

Username Attribute: Defines the Attribute of the XML document that will represent the User Name, this data is used to create the user's session 
in GSM when login via SAML ;. This attribute must be copied from the Identity Provider
Email Attribute: Determines the Attribute of the XML document that will represent the user's Email, this data is used to create the user's session 
in GSM when login via SAML ;. This attribute must be copied from the Identity Provider
Profile Attribute: Determines the Attribute of the XML document that will represent the user's Profile, this data is used to create the user's 
session in GSM when login via SAML ;. This attribute must be copied from the Identity Provider  
GSM Users' Profile : This field defines which profile of default permissions will be used when the authenticated user accesses GSM, the items in 
this checkbox are created in the User Profiles tab, for more information, see this ; page

 When enabling this option, the user's session persistence in the system will be activated, this option defines if when the user Persist User [ ]:
logs out he will be removed from the tab, if it is disabled, when logging out the user will also be removed from GSM, in case  Administrators
enabled, the user will continue to be recorded on the GSM even after Logout. By default, this option is disabled;

 If this option is enabled, when authenticating the user will have an auditor's permission, a user with this permission will be able Audit User [ ]:
to deploy, otherwise, he will only be able to view them. By default, this option is disabled.

Click on the   button to import the metadata in XML format, making it possible to use the settings provided in the Identity Provider interface[ ] . 
When importing XML via this button, by default the information in the Entity ID, Single Sign On Service URL, Single Log Out Service URL (when supported 
by Identity Provider), SSO and SLO Binding, Certificate and Name ID fields is auto-completed Format.

For more information about the Service Provider panel form, see this ;page

For more information about SAML, see this  .page
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Administration - "Audit Log" tab
In the “Audit Log” tab, we see the Activity Audit screen:

Audit Log

At the top of the screen we have the following fields:

Search bar: In this bar it is possible to type keywords and perform a search. To perform a search, click the search ;button [ ]

Calendário[ ]: The calendar allows you to make more precise searches taking into account time requirements, the options allowed are: All 
(Considers all options), By Date (Searches specifically on a date), By Period (Searches specifically between a period), Today, Yesterday 
(Yesterday), Last 7 Days, Last 30 Days, This Month (Last Month) and Last Month (Last Month). In some options, a calendar will appear allowing 
the selection of the desired dates;

Below the search fields, the following information is displayed:

:Date  Demonstrates the date and time when the activities were carried out. Ex.: “08/10/2018 18:22:26”;
: User Determines which user was responsible for performing the action that will be listed later. Ex.: “admin”;

: Interface Displays which interface was accessed by the previously mentioned user. Ex.:” - ”;Settings System
:Activity  Determines what activity the user performed on the system. Ex.: " ";update

: IP This is the IP address of the user who performed the registered action; Ex.: “172.16.100.144”;

: Actions It is the record of what activity was performed on the previously mentioned interface. When clicking on the   button, [Audit View ]
more information about the actions taken by the user is displayed, see this   for more information.page

At the bottom of the screen, the button: Allows you to determine how many results will be displayed per page, the Results display [ ] 
possibilities are: 10, 20, 30, 40, 50, 100, 500;

It's important to notice that with the Virtual Domains on, the displayed information will be only regarding one's own domain, with no further access to other 
Virtual Domains.

For more information on (VDOMs), please access this  .page

https://docs.blockbit.com/pages/viewpage.action?pageId=46956695
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Next, we will analyze the   button[Audit View ] .
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Audit View
This screen has the function of showing all the actions taken by the user.

When clicking on the   button, the following screen will be displayed:[Audit View ]

Audit View

To exit this window, just click on , or on the   at the top right of the screen to return to the previous window.[ ] [ ]
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Administration - "Access Control" tab
In Access Control it is possible to create policies that restrict access to the GSM's management interface, in order to make sure that only specific IPs can 
access said interface. 

Access Control

In this section it is possible to control the users able to access the GSM's control through IP attribution or the Allowed list.
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GSM - CLI - COMMAND LINE INTERFACE
The Blockbit GSM provides a Command Line Interface (CLI) console feature that enables the administrator to execute administration and troubleshooting 
commands for the main system services.

To run the configuration, you need an SSH client and console. The recommended minimum applications are:

PUTTY; or
CygWin; or
Mobaxterm.

Here's how to access the Blockbit GSM CLI console, step by step:

1. Verify that the access device has a recommended SSH client already installed. Let's exemplify the process using the "PUTTY" application;

2. Access the SSH console. Fill in the fields:

Host Name (or IP Address): Enter the IP address of the GSM BLOCKBIT. E.g.: 172.16.102.235;
Click "Open".

PuTTY Configuration

3. The console will be displayed prompting for user and password;

In "login as:" Enter the admin user and press "Enter".
After “password:” Enter the admin password and press “Enter”.
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The image below shows the commands of the main system services.

Blockbit GSM – Command Line Interface

Next, we will present each command.

;[arp]
;[arping]

;[date]
;[debug-backup]

;[debug-deployer]
;[debug-rotation]

;[debug-sync]
;[disable-snmp]

;[enable-root]
;[enable-snmp]

;[ethtool]
;[exit]
;[fdisk]

;[free]
;[fsck]
;[grep]
;[help]

;[history]
;[hostname]

;[ifconfig]
;[ifstat]
;[iotest]

;[ip]
;[ipcalc]

;[less]
;[logger-config]

;[logger-devices-add]
;[logger-devices-list]

;[logger-disable]
;[logger-enable]

;[logger-key]
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;[lscpu]
;[mkfs]
;[more]

;[netstat]
;[ntpdate]
;[passwd]

;[ping]
;[reboot]

;[reset]
;[reset-admin-blocks]

;[reset-admin-password]
;[reset-admin-sessions]

;[reset-logs]
;[rewizard]

;[route]
;[sar]

;[set-network-dns]
;[set-network-gateway]

;[set-network-hostname]
;[set-network-interface]
;[set-network-timezone]

;[show-devices]
;[show-license]

;[show-uuid]
;[show-version]

;[shutdown]
;[tcpdump]

;[tcptop]
;[telnet]

;[tracepath]
;[traceroute]

;[update-gsm]
;[update-license]

;[upgrade-blockbit]
;[uptime]
;[vmstat]

.[whois]
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GSM - [arp]
Used to map the network address (for example, an IPv4 address) to a physical address (also called a MAC address), such as an Ethernet address. 
Displays and modifies the Internet Address to Ethernet addresses relations table. ARP has been implemented with many combinations of network 
technologies and the data link layer. IPv4 is the most common case.

Use this command to identify a network communication problem or to identify connected IP events and statuses.

How to use:

Command Line Interface – arp

Example: Display the table of IP addresses and physical hosts (devices) addresses on the network:

 –  – ExampleCommand Line Interface arp
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GSM - [arping]
Used to discover and identify connected hosts using ARP table associated with the analog response to ping using the ICMP protocol.

How to use:

Command Line Interface – arping

Example: Find out the MAC address of a given IP:

Command Line Interface –  - Examplearping
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GSM - [date]
Used to list and change the current date and time.

How to use:

Command Line Interface – date

Command Line Interface – date 2

Example 1: List the current date and time:

Command Line Interface – date – Example 1

Example 2: Update date and time based on America / São Paulo time zone:
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Command Line Interface – date – Example 2



892

GSM - [debug-backup]
This command displays the logs of the Manager's backups and restore routines, Loggers and Firewalls (Snapshots and Images).

Command Line Interface –   debug-backup

How to use:

Command Line Interface –   debug-backup

Displays the following information:

 Sets the date and time;Date:
 Determines the device ID;Device_id:

 Defines the type of the device, which can be: Device_type:
manager;
firewall;
analyzer.

 Determines what action the routine will take:Action:
backup;
restore.

 Displays the device name;Device_name:
 Shows the name of the backup file;backup_name:
 Displays the name of the remote store;storage_name:

 Sets the type of remote storage;storage_type:
 Determines the type of backup and can be:backup_type:
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snapshot;
image;
logger.

 Displays the status message, which can be:Status:
waiting;
running;
error;
success.

 If the status has displayed a message (most common in the case of errors), this line displays the status message.Status_message:
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GSM - [debug-deployer]
Used to monitor deployer settings and package installation on devices.

How to use:

Command Line Interface – debug-deployer
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GSM - [debug-rotation]
This command is used to consult the maintenance logs via the stored CLI. 

Command Line Interface –   debug-rotation -h

How to use:

Command Line Interface –   debug-rotation -h

The command displays the following information:

 Displays the Date and TimeDate: ;
 Shows the device IDDevice_id: ;

 Displays the device nameDevice_name: ;
 Displays the start date of the deleted log periodDeleted_date_ini: ;

 Displays the end date of the deleted log periodDeleted_date_end: ;
 Shows the current total of log indexesCurrent_total_index: ;

 Displays the total space used by storageTotal_space_disk: ;
 Shows the total available spaceTotal_free_space_disk: .
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GSM - [debug-sync]
Used to monitor the communication between the Blockbit GSM and devices. Displays updates and device status.

How to use:

Command Line Interface – debug-sync
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GSM - [disable-snmp]
Disables the SNMP service.

How to use:

Command Line Interface – disable-snmp

Disables only the service, the settings will remain.
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GSM - [enable-root]
Enable root access to the system, it will be necessary to enter the password compatible with the key that will appear on the screen.

How to use:

Command Line Interface – enable-root
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GSM - [enable-snmp]
SNMP Enables and configures (SNMPv1, SNMPv2 or SNMPv3).

How to use:

C  – ommand Line Interface enable-snmp

After confirming the above configuration, the following settings are displayed:
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Command Line Interface - enable-snmp - Example configurations

The information obtained through SNMP can be better viewed through Zabbix, for more information about this access this  . Note that if you want to page
use Zabbix, the name of your community cannot have spaces. Ex.: : .Community Name Blockbit Community

If you want to use a community name with spaces in Zabbix, you will need to name it in quotes. Ex.: : " "Community Name Blockbit Community
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GSM - [ethtool]
Used to display and detail information regarding network interfaces, check online and offline interfaces, change speed, change negotiation form and verify 
which interface is physically located.

How to use:

Command Line Interface – ethtool

Exemplo: Identify a specific network interface:

Command Line Interface – ethtool - Example
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GSM - [exit]
Used to exit the session.

How to use:

Command Line Interface – exit
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GSM - [fdisk]
Used for managing hard disk partitions. You can list and identify HDD-SSD storage devices, create physical partitions, logical partitions, delete, display 
information, and so on.

How to use:

Command Line Interface – fdisk

Example: List existing disks and partitions:
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Command Line Interface –  – Examplefdisk
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GSM - [free]
Used to check memory size and usage on the server.

How to use:

Command Line Interface – free

Example: Check memory consumption:

Command Line Interface – free – Example
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GSM - [fsck]
Used to check and correct errors on disks and file systems.

How to use:

Command Line Interface – fsck

Example: Check for possible errors on a particular partition:

Command Line Interface – fsck - Example
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GSM - [grep]
This command has the function to perform a search for the occurrence of regular expressions that match the searched pattern. It is used in conjunction 
with other commands to filter output results.

Example: Filter debug-web output to only view requests destined for a specific URL:

Command Line Interface –  - examplegrep

Example 2: Filter ethtool command output using regex:

Command Line Interface –  – example 2grep
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GSM - [help]
Used to display a list of all commands available in the interface. 

How to use:

Command Line Interface – help
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GSM - [history]
When using this command, a history of all recently used commands is displayed.

How to use:

Command Line Interface – history
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GSM - [hostname]
Used to view or change the hostname of your Blockbit UTM device.

How to use:

Command Line Interface – hostname

Example: Use the command to display the current name of your Blockbit UTM device:

Command Line Interface –  - Examplehostname
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GSM - [ifconfig]
Used to configure and manage interface settings. You can enable, disable, and list the status of each of the interfaces. Can also be used to optimize the 
system configuration.

How to use:

Command Line Interface – ifconfig

Example: View information about all network interfaces, active and disabled:
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Command Line Interface – ifconfig - Example
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GSM - [ifstat]
Used to view network traffic statistics.

How to use:

Command Line Interface – ifstat

Example: List overall traffic statistics of all network interfaces:

Command Line Interface –  - Exampleifstat
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GSM - [iotest]
Used to perform an input/output (I/O) write test on the "file system" partition structure of the Blockbit UTM disk.

How to use:

Command Line Interface –  - Exampleiotest
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GSM - [ip]
Through this command, you can perform the display, manipulation, and routing of devices, interfaces and network tunnels.

How to use:

Command Line Interface – ip
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GSM - [ipcalc]
Used for IPv4 and IPv6 network mask/subnet mask calculation. It has options to identify the prefix (mask), the network address and the broadcast address.

How to use:

Command Line Interface – ipcalc.

Example: Calculate a subnet, its network, and broadcast addresses:

Command Line Interface – ipcalc – Example.
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GSM - [less]
Used to paginate files or standard inputs. It is possible to direct the output of another command using the pipe "|".

How to use: Use the less command as output from another command that returns a very extensive amount of information.

Command Line Interface – less
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GSM - [logger-config]
This command enables a Configuration Wizard for the installation of a logger server. There are two operation modes available: Standalone or Integrated, 
the difference between these being:

Standalone

In this operation mode, the server is used exclusively for remote logging, it cannot be used for any other function. It is mandatory to use the Blockbit 
firmware.

Integrated

This operation mode allows you to use the local GSM itself where the manager is installed as a logger server. However, it is necessary to devote an entire 
disk only to this function, regardless of whether it is virtual or physical.

How to use:

Example 1: For the installation of a standalone logger it is necessary to choose this mode of operation when requested in "Enter the logger operating 
mode", next we will analyze each of the options that appear in the wizard:

Command Line Interface – logger-config – Example 1

Interface: GSM interface type. E.g.: eth0;
IP address: GSM IP address. E.g.: 172.31.102.236;
Mask: GSM network mask. E.g.: 255.255.0.0;
Gateway: Determines the GSM gateway. E.g.:172.31.0.1;
DNS: Determines the GSM DNS. E.g.:172.16.102.148;
Timezone: Determines the time zone with which GSM has been configured. E.g.: America / Sao_Paulo;
Timezone: Determines the time zone with which GSM has been configured. E.g.: America / Sao_Paulo;

: Generate Key To generate the secret key, type "y" and press "enter". It is important to save this sequence because it will be used during the 
creation of the Logger in the GSM Analyzer visual interface (check “Create Logger Device”).

Note that if the user chooses that a key is not generated when the prompt displays "Generate Key?", you can use the command "logger-
" or perform " " again.key -c logger-config

At the end of the wizard you should see results similar to those shown by the image below:
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Command Line Interface – logger-config – Standalone

Example 2: For the installation of an integrated logger it is necessary to opt for this mode of operation when requested in "Enter the logger operating 
mode". Next, we will analyze each of the options that appear in the wizard:

Command Line Interface – logger-config – Example 2

Disk: Determines the disk in which the logger will be installed. You will see a summary of the disks that make up the appliance, and their status 
(for example, "Available" represents an available disk and "System" a disk used by the system). You must enter the directory of the disk that will 
be used. After this step, a message warning that the entire disk will be used and not just a partition will appear, to proceed, type "y" and press 
"enter". Ex: / dev / sdb;
Generate Key: To generate the secret key, type "y" and press "enter". It is important to save this sequence because it will be used during the 
creation of the Logger in the GSM Analyzer visual interface (check “ ”).Create Logger Device

Note that if the user chooses that a key is not generated when the prompt displays "Generate Key?", you can use the command "logger-
" or perform " " again.key -c logger-config

At the end of the wizard you should see results similar to those shown by the image below:
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Command Line Interface – logger-config – Integrated
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GSM - [logger-devices-add]
Used to add devices to the logger, it is necessary to pass the device path in order to execute the addition.

How to use:

Command Line Interface – .logger-devices-add
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GSM - [logger-devices-list]
This command is used to display a list of devices used by the logger.

How to use:

Command Line Interface – logger-devices-list
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GSM - [logger-disable]
Command to disable the logger in the pool. 

How to use:

Command Line Interface – logger-disable
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GSM - [logger-enable]
Command to enable the logger in the pool.

How to use:

Command Line Interface – logger-enable
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GSM - [logger-key]
Used to display the secret key of the logger, it is used during the creation of the Logger in the GSM   visual interface. When passing the parameter Analyzer
"-c" the command generates keys.

How to use:

Command Line Interface – ethtool

https://docs.blockbit.com/display/TER/Create+Logger
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GSM - [lscpu]
Used to display information about the CPU architecture.

How to use:

Command Line Interface – lscpu
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GSM - [mkfs]
Used to perform formatting. You will need to determine which device will be formatted. Ex: mkfs -t ext4 / dev / sdb;

How to use:

Command Line Interface – mkfs
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GSM - [more]
Used to paginate files or standard inputs. It is possible to direct the output of another command using the pipe "|".

How to use: Use the “more” command as output from another command that returns a very extensive amount of information.

Command Line Interface – more
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GSM - [netstat]
Used to display listening ports on the server.

How to use:

Command Line Interface – netstat



930

GSM - [ntpdate]
Used to set your device's date and local time by querying network NTP (Network Time Protocol) servers available on the network.

How to use:

Command Line Interface – ntpdate

Example: Update the date and time with public NTP servers:

Command Line Interface –  – Examplentpdate
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GSM - [passwd]
Used to set or change the default admin password for the user

How to use:

Command Line Interface – passwd
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GSM - [ping]
Used to test connectivity between devices on the network. Uses the ICMP protocol datagram

How to use:

Command Line Interface – ping
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GSM - [reboot]
Used to reboot the system.

How to use: [Standard command output]:

Command Line Interface – reboot
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GSM - [reset]
Used to reset the system.

How to use:

Command Line Interface – reset
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GSM - [reset-admin-blocks]
Used to release blocked sessions for the WEB interface "admin" user.

How to use: [Standard command output]:

Command Line Interface –  – Examplereset-admin-blocks
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GSM - [reset-admin-password]
Used to apply a reset of the WEB interface "admin" user password. Automatically prompted to create a new password.

How to use: [Standard command output]:

Command Line Interface – reset-admin-password
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GSM - [reset-admin-sessions]
Used to remove "Active" sessions from the WEB interface admin user.

How to use: [Standard command output]:

Command Line Interface – reset-admin-sessions
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GSM - [reset-logs]
Delete all logs from the analyzer. 

How to use: [Standard command output]:

Command Line Interface – reset-logs
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GSM - [rewizard]
Used to apply a reset in the Blockbit GSM device settings. This command should only be used in cases of real need for total system reconfiguration.

How to use: [Standard command output]:

Command Line Interface – rewizard
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GSM - [route]
Used to display and manipulate the IP address routing table.

How to use:

Command Line Interface – route

Static routes added through the CLI console (command line) are not saved and are not loaded after booting

Example 1.: [Standard command output]:

Command Line Interface – route – Example 1

Example 2: Configuring static routing for an extended network:
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Command Line Interface – route – Example 2



942

GSM - [sar]
Used to display system activity reports.

How to use:

Command Line Interface – sar
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GSM - [set-network-dns]
Configures the DNS address on the server.

How to use:

Command Line Interface – set-network-dns
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GSM - [set-network-gateway]
Used to set the network gateway.

How to use:

Command Line Interface – set-network-gateway
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GSM - [set-network-hostname]
This command has the function of allowing the administrator user to define the hostname of the system through the CLI.

– set-network-hostnameCommand Line Interface 

How to use:

To define the hostname, just type the command and add the desired name, as shown below:

Command Line Interface - set-network-hostname - Example

If the device is of the Manager type, the command will apply the hostname information so that it appears when accessing the interface located in the 
Hostname field under System in the "General" tab. An example is shown below:

https://docs.blockbit.com/pages/viewpage.action?pageId=20544048
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Settings - System - General

In addition, it is possible to run the command , as shown below[hostname] :

– hostnameCommand Line Interface 

If the device is of the Logger type, the command will apply the hostname information only to the Operating System.

https://docs.blockbit.com/pages/viewpage.action?pageId=12466566
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GSM - [set-network-interface]
Configures the network interface. You must determine the interface, address, and mask in front of the command as shown below:

How to use: [Standard command output]:

Command Line Interface – .set-network-interface
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GSM - [set-network-timezone]
Used to determine network timezone.

How to use:

Command Line Interface – set-network-timezone
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GSM - [show-devices]
Displays a listing with the names and IDs of all devices registered in the GSM.

How to use:

Command Line Interface – show-devices
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GSM - [show-license]
Displays information about the license.

How to use:

Command Line Interface – show-license
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GSM - [show-uuid]
Used to display the Blockbit GSM identification number. This ID is used for identifying the hardware for validation of the use license.

How to use: [Standard command output]:

Command Line Interface – show-uuid
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GSM - [show-version]
Command to display version information.

How to use:

Command Line Interface – show-version
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GSM - [shutdown]
Used to turn off the system.

How to use: [Standard command output]:

Command Line Interface – shutdown
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GSM - [tcpdump]
Used to monitor, capture, and analyze packets being transmitted over the network. Thus, it allows the administrator to analyze the behavior of the network, 
aiding in the identification of problems, infected stations, malicious traffic, bottlenecks, etc.

How to use:

Command Line Interface – tcpdump

Example:  Monitor all local network interface traffic - Eth0 interface:

Command Line Interface – tcpdump – Example
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GSM - [tcptop]
Used to extract and display traffic information from network interfaces, such as total packets captured, total packets received total packets blocked by the 
kernel, and total packets trafficked by the TOP 10 IP addresses.

How to use:

Command Line Interface – tcptop

Example: Display top 10 traffic information for eth1 interface:

Command Line Interface –  – Exampletcptop
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GSM - [telnet]
Used for remote access and simulation tests of a terminal. Can be used for connection response testing of service and even sending tests of an email 
message.

How to use:

Command Line Interface – telnet

Example: [Standard command output]:

Command Line Interface – telnet – Example

Example 1: Connection Tests with a Remote Service Ts (Terminal Service) on a Specific Port:

Command Line Interface – telnet – Example 1

Example 2: Connection tests with a remote service on a specific port with the connection failure response:
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Command Line Interface –  – Example 2telnet
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GSM - [tracepath]
Used to plot a path to a designated network address, reporting the "lifetime" or TTL lag and the maximum transmission unit (MTU) along the path.

How to use:

Command Line Interface – tracepath

Example: Test to trace the route or path to the address  specifying TCP / 80 port (HTTP).www.google.com

http://www.google.com
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GSM - [traceroute]
Used to map a path to a designated network address. The "traceroute" command supports some advanced parameters that differentiate it from 
"tracepath", including the selection of protocols, such as TCP, UDP, ICMP or others.

How to use:

Command Line Interface – traceroute_1
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Command Line Interface – traceroute_2

Command Line Interface – traceroute_3

Example: Tests to trace the routing or path to the Google DNS IP address, IP 8.8.8.8 in the UDP protocol (17):
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Command Line Interface – traceroute – Example 1
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GSM - [update-gsm]
Used to check, download and install GSM Blockbit update packages.

How to use: [Standard command output]:
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Command Line Interface – update-gsm

The screenshot above does not represent the output of the command in its entirety. The command will release the console when finished and will 
display the message "gsm-apply-update: finish", to validate that the update was done correctly, use the command " ".show-version
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GSM - [update-license]
Used to register Blockbit UTM through the CLI. License must be entered in front of command.  should only be used if the license is [Update-license]
deactivated and released by Blockbit for activation, it is extremely important to keep in mind that: If this command is executed when the license is already 
properly activated it will be DEACTIVATED.

How to use:

Command Line Interface – update-license

Atenção

Attention for the proper use of the [update-license] command: If the command is executed twice, or if it is executed when the license is active, it will be 
DISABLED. Also, for the correct use of this command it must be released to be able to register it correctly.



965

GSM - [upgrade-blockbit]
This command is used to check, download and upgrade Blockbit GSM to the most current version.

ATTENTION: We ALWAYS recommend that a FULL BACKUP of the latest system version and reports be made before any update or upgrade 
procedure is performed and that the files are saved in a safe place.

The upgrade process interferes with the interfaces configured in standalone type loggers. Therefore, if the user environment has a stadalone 
logger using an interface other than eth0, after the upgrade process, it will be necessary to edit and change the interface so that there is no future 
redirection problem.

When running the command, the system will ask the user to confirm that all reports have been exported and that a system backup has been generated. 
For the command to be executed, this double confirmation from the user will be necessary.

ATTENTION: At the end of the execution of this command, it will be necessary to restart your GSM.

How to use:

Command Line Interface – upgrade-blockbit



966

GSM - [uptime]
Displays for how long the server is running.

How to use:

Command Line Interface – uptime
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GSM - [vmstat]
Used to report information about processes, memory, paging, I / O blocks, and CPU activities.

How to use:

Command Line Interface – vmstat

Example:  Standard command output:

Command Line Interface – vmstat - Example
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GSM - [whois]
Used to query information about an Internet domain.

How to use:

Command Line Interface – whois

Example: Standard command output:
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Command Line Interface – whois – Example
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GSM - Manuals and How tos
This section contains some useful documents for operating the GSM:

How to: Convert HyperV OVA

Manual: GSM API

https://s3.amazonaws.com/docs.blockbit.com/how-to/HOW+TO+-+Converter+OVA_Hyper-v.pdf
https://s3.amazonaws.com/docs.blockbit.com/GSM/GSM+API.pdf
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